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2023F HE WA ARYIRE

ot

EEARE L BER BB IR E (Cybersecurity and Infrastructure
Security Agency , CISA)EZERHFREZHBNILALHARZEHRE
ZpE - 2E023FE BRRENB4TERBEMNLERH S -

2023 F & BN FATERIEH R MBI B 28R (FREWFK]) -
oh M Microsoft I E 5 EREHEERNA - MAREERRENA
Slz— ; 2023FHEELERET  FEREMNREUAREDAEIZRE
Citrix A1 Cisco - H - Citrix BIM &R CVE-2023-3519 #1 CVE-
2023-4966 - LUK Cisco BIMfEDRIE CVE-2023-20198 A1 CVE-2023-
20273 - MAKBENTEZEHRZ  HEKENLEZRIETREKRK
A
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Citrix & I Z= anNetScaler Gatewaye — M Ie it & EinzHE &
R MEEAMIZHIFS ; NetScaler ADCZEEFERMNMEHF
BRERTE - 2023F & % # A Bl _ & " CVE-2023-3519
(CVSS 3.x : 9.8) &1 CVE-2023-4966 (CVSS 3.x : 9.4) - #9222 Citrix
NetScaler GatewayFINetScaler ADC ° CVE-2023-3519 0FF AR &5 7
SRrE N ERE BB EEHTTP GETHAEK - EHNSPPERR L &S
& ; MCVE-2023-4966 Bl o] BEZE 2 Session Token® & -

FoRBEFENZREFECisco R BRI ENMEIHEIFSE
% #tCisco 10S XEJmiE - 72 Al 4 CVE-2023-20198 (CVSS 3.x : 10.0)
A1 CVE-2023-20273 (CVSS 3.x : 7.2) - = m{E &8 & 77 1E 5L Cisco
I0S XEBIWeb Ul - CVE-2023-20198 B RF AL IRENFE A EES &
MEHEHER - WA ERAZRJAZN - EMUl—RERES
DEANZRM - CVE-2023-202732—@an 2 ) FARME - EREFEER
Cisco 10S XEAIWeb Ul - EACVE-2023-2019846F8 - ZE I AES
EREBEREXRABRELRMR - EMITHIREZRR -

BERLRDNFEHAEERBRAR  BRAABEERICHES
Ef - DIRERRE  BZREENIJECISAELHBILEE2023 Top
Routinely Exploited Vulnerabilities °

1~ 2023F BN AN47EFE

f‘; Wit CVE 4
1 |[Apache CVE-2021- 44228
2 ||Apple CVE-2023-41064 ~ CVE-2023-41061
. CVE-2023-22515 ~ CVE-2023-22518 ~ CVE-2021-26084 ~ CVE-2022-
3 ||Atlassian
26134

Barracuda
4 Networks CVE-2023-2868
5 ||Cisco CVE-2023-20198 ~ CVE-2023-20273 ~ CVE-2017-6742



https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-317a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-317a
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6 ||Citrix CVE-2023-3519 ~ CVE-2023-4966

7 |Dahua CVE-2021-33044 ~ CVE-2021-33045

8 |IFS CVE-2021-22986

9 |[FatPipe CVE-2021-27860

10 ||Fortinet CVE-2023-27997 ~ CVE-2018-13379

11 ||Fortra CVE-2023-0669

12 ||GitLab CVE-2021-22205

13 |[Ivanti CVE-2023-35078 ~ CVE-2023-35081 ~ CVE-2019-11510

14 ||JetBrains CVE-2023-42793

15 [Tuniper CVE-2023-36844 ~ CVE-2023-36845 ~ CVE-2023-36846 ~ CVE-2023-
36847

16 IIMicrosoft CVE-2020-1472 ~ CVE-2023-23397 ~ CVE-2019-0708 ~ CVE-2022-
41040 ~ CVE-2021-34473

17 |[Netwrix CVE-2022-31199

18 |[Novi CVE-2023-29492

19 {lownCloud CVE-2023-49103

20 |[PaperCut CVE-2023-27350

21 |[Progress CVE-2023-34362

22 ||Progress Telerik ||CVE-2019-18935

23 |RARLAB CVE-2023-38831

24 |Red Hat CVE-2021-4034

25 ||Sophos CVE-2022-3236

26 ||Unitronics CVE-2023-6448

27 \Zoho CVE-2022-47966 ~ CVE-2021-40539

28 |IN/A CVE-2023-44487

o THEAEAL
1. CISA-2023 Top Routinely Exploited VVulnerabilities
2. NIST NVD - CVE-2023-3519
3. NIST NVD — CVE-2023-4966

4. NIST NVD — CVE-2023-20198
5. NIST NVD — CVE-2023-20273



https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-317a
https://nvd.nist.gov/vuln/detail/CVE-2023-3519
https://nvd.nist.gov/vuln/detail/CVE-2023-4966
https://nvd.nist.gov/vuln/detail/CVE-2023-20198
https://nvd.nist.gov/vuln/detail/CVE-2023-20273
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2.1 HEERER
2.1.1 Venom SpiderfIA MaaSFEAEEMNMEBERER

Venom Spiderf|FAMaaS¥&
HENHEEREREN

ot

REZEMaaS T EERBNEZEH B Venom Spider (X Golden
Chickens) 72024 F 8RR £10F R « 3R M EE EE U RevC2 A
Venom LoaderfE FHE MaaST E#E1TE8E - RIFZscalerBIT R I =
B SR —NEERARENRIRAE - RIRBOIEEFA K
REEHNETE -

MaaS (Malware—as—a—Service) E—EFEREENBmMEET
BREES iFEEJZ%&%’%*zﬁ - MEREBEMZEREN
IEE L?’I‘E R ARBREES AR ENPIE - BAH

—REOWEITENE2024F8HE9H - WEFIAAHVenomLNK
¢amﬁaﬁ§“ IELNKIE &5 —EE BRI R(BAT)HIZAK - = M ZAEED
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% FHTRSBAPIEZEARBTHER - NAZAPIXHIERFE -

BRI N TEES0 38 ENBURN B R RevC2E P72 0 - RevC2HB B 1B

WebSocketE2C2:E1Ti85 - HC2AIE %ws://208.85.17[.]52:8082 -
ThreatLabz 58 25 %tRevC28IPython I A - HERAE AR E 2

GAMBEZENSR - ZHARE LE 2 ThreatLabzBIGithubE 7 EF
AHUEE ¢ hxxps://github[.]Jcom/ThreatLabz/tools/tree/main/revc? -

Decoy image
VenomLNK RevC2 C2 Server
-—
TNK DLL —=
Executes WebSocket C2

communication
&> zscaler | ThreatLabz

E1: P RevC2{ERB MRS EERE - [B /2R : Zscaler Blog

Zscaler ThreatLabz iff55 A SB35 _ RN EITENRIE2024
FIOHRI0FHIEETT  HNEBF ZHEFE ML - BEERKEL]
ERHEBIGRFE  BIEEEEI Venom Loader Iz & A L
JavaScriptdmsZfI & FIFE T More_eggs lite - IEEFIREXN S B EIHRE
WS ITRITHEE -




SEERAREEHREEERRD O

| ! m Taiwan Computer Emergency Response Team / Coordination Center

Decoy image

]

VenomLNK Venom Loader More_eggs lite C2 Server

- II
LNK Executes DLL Executes 2 C2 communication ._ﬂ
=

o zscoler | ThreatLabz
B 2: 2 More_eggs litefFRBMBHNINERE - B K KR : Zscaler
Blog
R FAMaaSFR g iy T
#E RIMEERERES
HIMAEBEE -

HETHABHENRIES - B0t AL
B MEBREREN  EHRERKLZE

\

DIl

o ERIKR :
1. Venom Spider Spins Web of New Malware for MaaS Platform
2. Unveiling RevC2 and Venom Loader
3. ThreatLabz — 181t RecC2FJPython il 2
4. More _eggs MaaS Expands Operations with RevC2 Backdoor and
Venom Loader



https://www.darkreading.com/cyberattacks-data-breaches/venom-spider-malware-maas-platform
https://www.zscaler.com/blogs/security-research/unveiling-revc2-and-venom-loader
https://github.com/ThreatLabz/tools/tree/main/revc2
https://thehackernews.com/2024/12/moreeggs-maas-expands-operations-with.html
https://thehackernews.com/2024/12/moreeggs-maas-expands-operations-with.html
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2.2 BLZIBEL
2.2.1 2025 EZ BN B EHE L = PhER

BEERTNFEEREDIKEMENNZE - BElLEZNEES
HmEM - ATLEE - KEUIE - VBRSHINNES RER - £548
BHNEBNSENTEAESENEMNZIXILE - HEEMS - AMERE
Wit ERPKEL - ESRRIEEEE  mBEESEZIHENEE -

RIBBEARILER (2025FELXFEFRARS)  HERNEE
- BEELREBEFEES  RRHEFEJEERAINE - BXE
REEEHERIRIEUE -

SEEFERAIERAREZNEEC LR  AREFAEE
ZEEZESHOENMALES  EMENEEELTHREE - flUNA
ARBGESERLLMETEEG - ot RSP RESEER - 8
BAFBRIERRN - E2MEE - LEIEEBSE -

IE4h - BERRBEABEREEEZ2NE(E  BRAEREEED
Lazarus ~ TurlaF]Pawn Storm=5 - FE5T £ 2025 4 /8 & IR M N R I EE -
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HEEZEALRSFROLETAR  BXENE FBESEHRERE
PHAEE  TEUZERIHERENR - REVEREE R RERE
BERRENENLZE  EAMEFFERNRE - BESREEMEZE
AYERRSIE -

9% RBBNHNEREBHTIERTEE WS EELART
H—IHEEZE - BRERREHERBREETHRET - 2024F 4
NENBERARUEBESHHEP/NEE  Brd/ NEERERAE
R - MAARENEZNERR  RHLBEMNFENREZEENT -

MBEEMS - 20025FELBRMEN  HERZZNEZM AL L
It MAIRIT S EARICFER N ERERNERNAE - ERmiEEXN
N ZENNREREERE  REEBARERERREBERE - F
- BRARTHEZSENAS  TEHSHNEBNEE IR

o EiRIKIE :
1. BERRTY, - ELRESEFETEH
2. NCSC - Supply Chain Cyber Security

3. NIST — Cybersecurity Supply Chain Risk Management Practices for
Systems and Organizations



https://www.trendmicro.com/zh_tw/security-intelligence/threat-report.html
https://www.ncsc.govt.nz/resources/cyber-resilience-guidance/supply-chain
https://csrc.nist.gov/pubs/sp/800/161/r1/upd1/final
https://csrc.nist.gov/pubs/sp/800/161/r1/upd1/final
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23 ITENREEZRHR
2.3.1 155 | PEIESEZEN Android BIFRERIERSE

SRS RIZH Android TR
ot

EZ /5] Lookout 3THRESIR—F &% EagleMsgSpyRJAndroid fE
RS W Az MR PEIEE  FEAREEFERENTFE -
S EEREESEETE Android FHEPRBINVAEER - B12BIAE - &
Sixs » Bamsoirs o HAIEAREIRIOSKRMAVIRTA -

RIBELEZE VirusTotal IR AEREER - sZ2BREAZ B 20175 EE
SRER  2SHEERBEEE  FEZEERE - Lookout EZH
Xz~ - BBITEGoogle Play /& sk H 1t & FI12 =0 i J5 W AR B 22 21 1t
EEREINREE -

Lookout D AriReEsfat - WA RIS LI 2R —AEEREE
RELZEEFER - RAZKERAZH AR ERSEE (channel) -
SREEBHE—UERE  BRELREININT  BELEREIRZ
BREEXTENZETHNEENREANLAEEE  BrREEY
BRI ATEE NNER - FEZTE IV IEEHMHE -

ZEFTETZEENABEINAdodFE EEMNER - g8
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ERESRIEH R (QQ ~ Telegram ~ Viber ~ WhatsApp ~ 1lf5) ~ BRiTEwE
H - BrAACE: - BE - MBS AER - GPSERIE - BMAEEES -
BEREEHS - ERMBINE  BLFHRREERATPHERE

Bk - BEREIINEZEEBEERE P -
3%

~.
[S=—=0

A= CPHURMD A2 — 3OS AR =6, EMREEAREA Sl i
T SR S R AT R, MR TR — I TEED, Haa
®. W EEARELUFLATIRE:

a) RIURBEARAMEE., PAEXAA, WELHEIT DR, BN RERE

AE - YIFHaA,  IERARTTER T RRIRREARTES).

b) #HHL GPS {3 ¥, FFAFEE AT BREEE.

c) B BHMAIRE, ¥, EE T RIEEANEE).

@ G T
-"ll

™,

[B13: Lookout FF 5T A B B8 IR &1 51 WL EEREESHIEREE X - NBEE %
REREMER -
JEHtEagleMsgSpyRIBIZH - Lookouttf 3 A E 33 IR B R R4 Ik
FRERMIPAIE & BV E P EHEER B R AT F 4815 A @i
BEREZ TP B E AR Htzsafe.com - HPF SHtzsafeEE
RSB IERARE - DT ABR R IEREEE R ESF
RN AR SIS MAEE -
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ST Pl AA —-— EagleMsgSpy 55 AR At ik BRI

[El4: 2 Lookouthft 5t A\ B 2 IRZ BRIV B S P 4L 2
B[ -

ERERIESES  RELEJSEMMHEHES I E IR F 5
O - RIFRAFAEAENNSENRA - IEIh - BIEETTAI N EE
AR REHERNRNENHEE - ELEEREREER
WRHRVER - RERBABRLEAZZ -
o ERIKR:

1. Lookout Discovers New Chinese Surveillance Tool Used by Public
Security Bureaus



https://www.lookout.com/threat-intelligence/article/eaglemsgspy-chinese-android-surveillanceware
https://www.lookout.com/threat-intelligence/article/eaglemsgspy-chinese-android-surveillanceware
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2.4 EXHERS R &S
2.4.1 Apache Struts 2FEZ ZiRmiHE

CVE #&3E ||CVE-2024-53677

SEEM ||Apache struts 2

ELCERAELEBESER - 52 EEHRE - Ak
BERMEE T -
https://cwiki.apache.org/confluence/display/WW/S2-067

o NAE:MA :
WrgE A& 3838 Apache struts 2 FHEIESIE SR LB (Arbitrary File
Upload) &)@ (CVE-2024-53677) - osF R G n ik pl 2 iR ImILEBE
BHRERMEN LR EREIRNT - BERER L ETER -
o TETL:
> Struts 2.0.0 £ 2.3.37 h AR
> Struts 2.5.0 £ 2.5.33 A
> Struts6.0.0 £ 6.3.0.2 kAN
o ERIR :
1. https://nvd.nist.gov/vuln/detail/ CVE-2024-53677

2. https://cwiki.apache.org/confluence/display/WW/S2-067
3. https://www.ithome.com.tw/news/166558



https://cwiki.apache.org/confluence/display/WW/S2-067
https://nvd.nist.gov/vuln/detail/CVE-2024-53677
https://cwiki.apache.org/confluence/display/WW/S2-067
https://www.ithome.com.tw/news/166558
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242 MEERALHRIERAR(CLFS) RS ENFELERE

CVE #7%% ||CVE-2024-49138

FEEmM |Windows

BACHEIRAELEEEN - 52EEHRB - Htwms
BERIEE https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2024-
49138

® ANAMHA :
5T A B IR ENE B 40 8718 % 4% (Common Log File System, CLFS)
BE 8 2 U F 1E #E PR $2 F1 (Elevation of Privilege) &) (CVE-2024-49138)
IS R —AERR 2 A In B E #E — 0 BU1S 47 (System) &
R - B EBRENR  FAERERIETER -

o EYL:

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 11 Version 23H2 for ARM64-based Systems
Windows 11 Version 23H2 for x64-based Systems
Windows 11 Version 24H2 for ARM64-based Systems
Windows 11 Version 24H2 for x64-based Systems
Windows Server 2008 for 32-bit Systems Service Pack 2

VVVVVVVVVVVYVVVVVVVYY



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49138
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49138
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Windows Server 2008 for 32-bit Systems Service Pack 2 (Server
Core installation)

Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for x64-based Systems Service Pack 2 (Server
Core installation)

Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows Server 2008 R2 for x64-based Systems Service Pack 1
(Server Core installation)

Windows Server 2012

Windows Server 2012 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)

Windows Server 2016

Windows Server 2016 (Server Core installation)

Windows Server 2019

Windows Server 2019 (Server Core installation)

Windows Server 2022

Windows Server 2022 (Server Core installation)

Windows Server 2022, 23H2 Edition (Server Core installation)
Windows Server 2025

Windows Server 2025 (Server Core installation)

o EiRIKIE :
1. https://nvd.nist.gov/vuln/detail/CVE-2024-49138
2. https://msrc.microsoft.com/update-quide/vulnerability/CVE-2024-

49138
3. https://www.ithome.com.tw/news/166452

VVVVVVVVVVVVY VYV VV V



https://nvd.nist.gov/vuln/detail/CVE-2024-49138
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49138
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-49138
https://www.ithome.com.tw/news/166452
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2.4.3 WordPress9MEReally Simple Security 7% 2 £ &M

CVE #7%% ||CVE-2024-10924

= EEEM WordPress

EAFCHEREELBEEN  FEME2LLNRE :
WordPress 9h# Really Simple Security 9.1.2(2) A& k4

BERIEE

o MEAEASRA :
WordPress 5t # Really Simple Security 7 % 5 7 & /':':J % B
(Authentication Bypass))®8(CVE-2024-10924) - £ E#H FREINEERY
AR - REB DAl ZiRm K E %Tﬁﬁ&’ﬂ%%%%“’“‘)\%\
o ARIRMERETIEME -

o FEYS:

> WordPress 9M# Really Simple Security 9.0.0 & 9.1.1.1 iR

o ERIR :

1. https://www.informationsecurity.com.tw/article/article_detail.aspx?ali

d=11388
2. https://nvd.nist.gov/vuln/detail/CVE-2024-10924



https://www.informationsecurity.com.tw/article/article_detail.aspx?aid=11388
https://www.informationsecurity.com.tw/article/article_detail.aspx?aid=11388
https://nvd.nist.gov/vuln/detail/CVE-2024-10924
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https://www.facebook.com/te.nics.tw
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AR LR ABERIRF - BRBHREGRUSTRE -
G EZYEN)|

LIERBZELAEFR 1/2(1) L4 10:00 AER FB EZAZSM#ER -
BEZRER  WEER !

2.8% A2 https://www.facebook.com/te.nics.tw

3 EZIREH
https://www.nics.nat.gov.tw/latest news/announcements/Event Informati
on/



https://www.facebook.com/te.nics.tw
https://www.nics.nat.gov.tw/latest_news/announcements/Event_Information/
https://www.nics.nat.gov.tw/latest_news/announcements/Event_Information/
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== N SI=
$F4E - TUNTRERLS
—
TWCERT/CC AB® 8% 2ZCVSS 39 H A8 EZimAEMNMTE :

hEEE XHEETEI - Reflected Cross-site Scripting to RCE

TVN/CVE ID | TVN-202412001 / CVE-2024-12641
9.6 (Critical)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H

SEEM A EERTZT 0.41.151 £ 0.41.156 kA
th#E & 5 A B # 72 U F £ Reflected Cross-site Scripting)f®
B o %2 T E 2R S B AN I AR 11 7 32 L APIER AR B A8 I

N, B HIRAPIREICSRFHELFE - KRB DR 2R IH K

EBEOAMANBN A NERSEAPIRERE I EmN1T

£ =JavaScriptiZ2 =0HE - R %12 0428 Z AUk 7 32 Node.Js
rEiE - WBRETE—SHANRZEINTERFERRFIES -

RRFE B E0.41.157(2) B R A

~FHEEH 2024-12-16

HERAELS https://www.twcert.org.tw/tw/cp-132-8292-4fd98-1.html



https://www.twcert.org.tw/tw/cp-132-8292-4fd98-1.html
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4788 - TWCERT/CC B

RTEN . 8E

i

i 4 5% S 1 R 32 B 177 5 P

(Taiwan Computer Emergency Response Team / Coordination Center)

EHEER - 20245812831 H

&7 E : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook #1445 8B : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/



http://www.facebook.com/twcertcc/
http://www.instagram.com/twcertcc/

