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SteelFox @ —FUMBEHNEEEE - TE2FH BB - Torrent
EltR HESE RS ETER - 2B EREARERAARITEE
R #E T B - B¥EFoxit PDF Editor * AutoCAD#1JetBrains% - 571
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3.1 Win JetBrains Family Bucket Activation

Click to download: jetbrains-activator.exe
Directions:

1. Go to the official website to download the IDE software you need to use.
2. Afterinstallation, record the installation path

3. Open the downloaded activation tool

4. Select the corresponding IDE in the lower left corner

5

If the installation is by default, the path will be automatically identified. If the installation is custom, you can manually select the pat
hyou just installed xxxs4.exe . For example, idea64.exe

6
After making your selection, active if the "patch succeed” message does not pop up. go to step 4 and reactivate until the “patch su
cceed” message appears, then click * code Copy the activation code”.

7
Open the installed IDE and code copy the activation code from the previous step into the corresponding activation code input box t
o complete the activation.

[Bl1 : SteelFox#| iR EETEE - Bl A KR : SECURELIST

SteelFox fsf F§ AES-128 700 %3 1% 7 ¢ A Br A TUPE R AT 22 £ 4T 2001 -
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FHEZBAENNY  EREEANECEZAPREEFENRE - B
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o ERIKR :
1. New SteelFox Trojan mimics software activators, stealing sensitive
data and mining cryptocurrency
2. New SteelFox malware hijacks Windows PCs using vulnerable driver
3. SteelFox Trojan spreads via forums disquised as Foxit, AutoCad



https://securelist.com/steelfox-trojan-drops-stealer-and-miner/114414/
https://securelist.com/steelfox-trojan-drops-stealer-and-miner/114414/
https://www.bleepingcomputer.com/news/security/new-steelfox-malware-hijacks-windows-pcs-using-vulnerable-driver/
https://candid.technology/steelfox-trojan-disguised-foxit-pdf-editor-autocad/
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2.2.1 CryptoAlTools : & ¥ NZEENESERES

CheckmarxZ 2 iff 5T B B 31 B 55 3R — & 4 A& CryptoAl Tools T Y 55
EPythonEH - EREHARERNZEEERS5TEH - BER LERE
BB ENESEEZNREEEENIISE  CryptoAlToolsiE &
Python Package Index (PyPI)FIGitHubf@Z EEETIEAL - LEEHEPYPI
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o FRELEZBEEUIERE - CryptoAlToolsFHEH T
T init__pyJ 18 - O/ER B2 ZEWindowsskmacOSTEEE %
o DIITHEBR AN EEEEE -

def run_mac_helper():
try:
helper_path = os.path.join(os.path.dirname(__file__), 'helpers', 'base_helper.py')
subprocess.run(['python3', helper_path], check=True, stdout=sys.stdout, stderr=sys.stderr)
except subprocess.CalledProcessError as e:
logging.error(f"Error running basec Safe Connector: {e}")

f run_windows_helper():
try:

helper_path = os.path.join(os.path.dirname(__file__), 'helpers’', 'basec_helper.py')

subprocess.run(['python3', helper_path], stdout=sys.stdout, stderr=sys.stderr)
except subprocess.CalledProcessError as e:

logging.error(f"Error running basec Safe Connector: {e}")

f run_base():
if platform.system() ‘Windows':
logging.info("Starting Windows Bot App.."
run_windows_helper()
blockchain = BlockchainSimulator()
data_queue = Queue()
rpc_server_thread = threading.Thread(target=rpc_server, args=(blockchain, data_queue))

rpc_server_thread.start()
rpc_server_thread.join()
elif platform.system() == 'Darwin’:
logging.info("Starting Mac0S Bot App.."
run_mac_helper()
blockchain BlockchainSimulator()
data_queue Queue()
rpc_server_thread = threading.Thread(target=rpc_server, args=(blockchain, data_queue))

rpc_server_thread.start()

&3 CryptoAlTools¥t 2 EERIFEZ 4 - B R AR Checkmarx
CryptoAlToolsiFE 2 fE AHZE /T E(GUNTE/ LR L ZRIEA—3B
7 EE/\% SEENIRN  ERWERBNZEENENE
7o BEREER - ABRERNKRBHARERSE -
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Creating a secure database.
This process may take a while depending on your computer's power and internet connection.
Please wait until the process is complete.

Creating a seaure database.
This process may take a whie depending on your computer's power and intermet connecton.

Please wait unti the process is complete.

To start using the bot securely, please create a password. ‘

Create Password

[El4 CryptoAlToolsHIERZETE - B/ 2RIEA Checkmarx
ZEHVIRRCRIEER - BBEMNATEBRA FEEMEEIT
% MITEINIBUNES - WEMEEZIEERRRIBE - ERHEEIE
DEETEASRBINNZEERI S ARZAL - BRERAP
IsmAc] BEHE - ABEIEMNAEE -

Q https://coinsw.app

Coinsw.app

Lightning Fast ) i 155:/CoinS.2pp/buy. him
Crl_.] pto Pum P ‘ ! Hate Subscriptions?
Bot ' < :

[Fe=g]

5 CryptoAlToolsHY E B 48U - B /- 2R S Checkmarx




@ AMBAR AR E HED D
m Taiwan Computer Emergency Response Team / Coordination Center

FEEREE NENZEEREE=7E4KE/D - B
7f BRBEURDTEE - BREAELERE  BREHEMLZERN
- R{ERhREFETE -

o ERIKIR :
1. Researchers Uncover Python Package Targeting Crypto Wallets with
Malicious Code
2. Cryptocurrency Enthusiasts Targeted in Multi-Vector Supply Chain
Attack



https://thehackernews.com/2024/10/researchers-uncover-python-package.html
https://thehackernews.com/2024/10/researchers-uncover-python-package.html
https://checkmarx.com/blog/cryptocurrency-enthusiasts-targeted-in-multi-vector-supply-chain-attack/
https://checkmarx.com/blog/cryptocurrency-enthusiasts-targeted-in-multi-vector-supply-chain-attack/
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B 5 53 B7E 75 Il PassKey
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MBEIHULZEEBHRIBN - BRI R A ERERE AL
THE - BTRYEEBELEE - —TERS "PassKey s WIIRTEEM
4 - PassKey2 EHRFIDO2FIWeb AuthenticationtZXEE R MK - B
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2.4.1 FortinetZIHEMFEL ZMIE(CVE-2024-23113)

CVE #&3E ||CVE-2024-23113

SEEM |[Fortinet

ELCERAELEBESER - 52 EEHRE - Ak
s : https://www.fortiquard.com/psirt/FG-1R-24-029

BRRME

® ANHF:RA
AT HAT 5T A B 3837 Fortinet 218 E mEFE R IV {EF 8 (Format String))fi
JE(CVE-2024-23113) - ARG i pl 7 Ein W EE oA BRHIIERN
SR EBEMPTERREINE - ZRAICERENR - BERERERL
ETIER -

B2 %88 AN
® ==10. .

an

=

» Forti0S7.002 7013 7202726 X 7.40%E 742 kK
> FortiProxy 7.0.0 £ 7.0.14 ~ 7.2.0 £ 7.2.8 & 7.4.0 & 7.4.2 hR7
» FortiPAM 1.0.0 £1.03-1.1.0% 1.1.2 X 1.2.0 fkA&
> FortiSwitchManager 7.0.0 £ 7.0.3 81 7.2.0 £ 7.2.3 fr &
o ERIKR:
1. https://nvd.nist.gov/vuln/detail/ CVE-2024-23113
2. https://www.fortiguard.com/psirt/FG-1R-24-029

3. https://www.informationsecurity.com.tw/article/article detail.aspx?aid=11314
4. https://www.ithome.com.tw/news/165432



https://www.fortiguard.com/psirt/FG-IR-24-029
https://nvd.nist.gov/vuln/detail/CVE-2024-23113
https://www.fortiguard.com/psirt/FG-IR-24-029
https://www.informationsecurity.com.tw/article/article_detail.aspx?aid=11314
https://www.ithome.com.tw/news/165432
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CVE #%3% ||CVE-2024-10200 * CVE-2024-10201 & CVE-2024-10202

HEEMm ||HBEMITHERENRL

FRMEE IER T RIELIEEE - BHMEBEREETIEM -

® ANZE:RHA :
THAF R A BRI ENTHEREN AR EFEEEZ Z JFiE(CVE-
2024-10200 * CVE-2024-10201 & CVE-2024-10202) - &1#§ CVE-2024-
10200 - WBEEAZE2#EAINIE R FoJBINERRFAIESR ; MET
¥ CVE-2024-10201 £2 CVE-2024-10202 - W EEFE RS —REIR®E -
O ZIFHITEREINS - FERRERILETIER -

° HETA:

> BEBEMITHREEE

o EiRIKIE :
1. https://www.twcert.org.tw/tw/cp-132-8159-0f7a2-1.html
2. https://www.twcert.org.tw/tw/cp-132-8160-756b6-1.html
3. https://www.twcert.org.tw/tw/cp-132-8162-dc491-1.html
4. https://nvd.nist.gov/vuln/detail/CVE-2024-10200

5. https://nvd.nist.gov/vuln/detail/CVE-2024-10201
6. https://nvd.nist.gov/vuln/detail/CVE-2024-10202

HES

ol



https://www.twcert.org.tw/tw/cp-132-8159-0f7a2-1.html
https://www.twcert.org.tw/tw/cp-132-8160-756b6-1.html
https://www.twcert.org.tw/tw/cp-132-8162-dc491-1.html
https://nvd.nist.gov/vuln/detail/CVE-2024-10200
https://nvd.nist.gov/vuln/detail/CVE-2024-10201
https://nvd.nist.gov/vuln/detail/CVE-2024-10202
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P N S
F£ 45 TUNFERLS
—
TWCERT/CC AB 1 8%Hh 2ZCVSS 3981 As 8l L ZimAE: M %

fREBHEEE Webopac - SQL Injection
TVN/CVE ID @ TVN-202411001 / CVE-2024-11016

9.8 (Critical)
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H
SEEM Webopac 6, Webopac 7
) 28 H Webopac 6, Webopac 7
. B FTWebopac 6 £ 6.5.1(2) AE IR
BERAE (=)
E#rWebopac 7 £ 7.2.3(2)UEB IR
yN:SISE:! 2024-11-08
THESE AL https://www.twcert.org.tw/tw/cp-132-8209-bf75d-1.html

fRE BB Webopac - Arbitrary File Upload

TVN/CVE ID TVN-202411002 / CVE-2024-11017
oVSS 8.8 (High)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
HEEm Webopac 6, Webopac 7
fRESZE | Webopac A& =8uiE EEERER - o572H
R =R e 2t S—RERZERNEE LERBEEMEXLIT - EMm
REMRE EMITERREIUR -
e EH OAKIlouds-webbase-2.0 £ 1162(=) U E IR A
¥ OAKlouds-webbase-3.0 £ 1162(2)#& kK
NZI=EE 2024-10-14
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ARG A https://www.twcert.org.tw/tw/cp-132-8130-89bb1-1.html

fRE2 3L 5, Webopac - Arbitrary File Upload
TVN/CVE ID TVN-202411002 / CVE-2024-11017

8.8 (High)

CVSS CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
=EEm Webopac 6, Webopac 7

FREBZLE R Webopac K% =8R8 FEERER - n5FER
FES) A i 2 F—RERZERNEE HERABRPBENLHNT - EM
RfEMksE LATERRERE -

FREBZE 3T, Webopac K ZE B HEMEER - 230

=

BR7E HE—MERZIZERNEE [EREEMAEN LT - &
mRfERES ERITERREIUE -

NGISE: 2024-11-08

ERELS https://www.twcert.org.tw/tw/cp-132-8211-a2da2-1.html

=~

fRE BB Webopac - Arbitrary File Upload
TVN/CVE ID TVN-202411003 / CVE-2024-11018
9.8 (Critical)

CVS5 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
S~EEm Webopac 6, Webopac 7

REBZLE R Webopac R E=E=5:E EEERFRE - FFRK
SRR i 2kt BrRiERl v einNEE TEHBEERPFIEN LT - EMR

AR LT ERIZTU -
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N E #TWebopac 6 £ 6.5.1(F) A& k2
RT3 e
B ¥TWebopac 7 £ 7.2.3(2) L& R
NCISEY 2024-11-08
. https://www.twcert.org.tw/newepaper/cp-151-8213-3413b-
THRAES 3.html

RE3 BB Webopac - SQL Injection
TVN/CVE ID TVN-202411005/ CVE-2024-11020

9.8 (Critical)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
=EEm Webopac 6, Webopac 7

fREZZEFH Webopac F7E SQL Injection Jf&ifd - KRG
50 R i 3kt iRl 2 RIm N BE U RFES BT AEESQLIESE -
EXRBBRENEARAS -

E ¥TWebopac 6 £ 6.5.1(2) L& R

—

BRI A
- & HiWebopac 7 2 7.2.3(2) Bl R A
NS 2024-11-08
AR E 4 https://www.twcert.org.tw/tw/cp-132-8217-05b42-1.html

D-Link DSL6740C - Incorrect Use of Privileged APIs

TVN/CVE ID TVN-202411013 / CVE-2024-11068

CVSS 9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

SEEm DSL6740C

N, D-Link 8/#E# DSL6740C 77t Incorrect Use of Privileged
APIsRIE « RS DRI Z 2R WEE o] BB 15 EAPHE



https://www.twcert.org.tw/newepaper/cp-151-8213-3413b-3.html
https://www.twcert.org.tw/newepaper/cp-151-8213-3413b-3.html
https://www.twcert.org.tw/tw/cp-132-8217-05b42-1.html
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WEBEHBEBZHRLUZERZE AWeb ~ SSH K Telnet
ERE -

BRI A REERECABZIEREN - BREINARE
yN:GI=)-t 2024-11-11
FRDELE https://www.twcert.org.tw/tw/cp-132-8227-f3f3b-1.html

GeoVision BfF IE# & 758 - OS Command Injection

TVN/CVE ID TVN-202411014 / CVE-2024-11120
CVSS 9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
B 4= o GV-VS12,GV-VS11,GV-DSP_LPR V3,GVLX 4 V2,GVLX
/48— = ul]
4V3
GeoVision&B 70 21F L &2 HFEOS Command Injection
— i - REBDiER 7R IsWEBE MBI KRR EA RS
o) = TH 2t A L N o —
IS WREE LT - B9 - BPESWRIAERE RSB RZ
TR E2ER A -
BRAE ZEMOANBHEE  BRAERE
~FHEH 2024-11-15
FERD L https://www.twcert.org.tw/tw/cp-132-8236-d4836-1.html

AEMIXDVC X+ REE 54 - Arbitrary File Upload through Path Traversal
TVN/CVEID TVN-202411018 / CVE-2024-11311

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

FEEm DVC XA R Z 4t 6.0 £ 6.3hRA

CVSS



https://www.twcert.org.tw/tw/cp-132-8227-f3f3b-1.html
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HERTDVC X & 1R R 17 £ Path Traversalfmlal H A< %
=5eis FEERER  RESHER 7RI EE D HE

IR ITREREIREE  EXo LEEERMENUNITE
BRI A B E6.4(F) UBIRAE

A=kl 2024-11-18

FERDE L https://www.twcert.org.tw/tw/cp-132-8246-d462a-1.html

HBERFEDVCXE{RIE £ 4 - Arbitrary File Upload through Path Traversal

TVN/CVEID | TVN-202411019 / CVE-2024-11312

CVSS 9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

TEEM DVC MR % 4% 6.0 £ 6.3k A
HE R DVCX R R 4t 7 Path TraversalimiE H AR %

— ERECEEEEE  RESHER BB RERED LG
ETEEREARREE  EE20 LEHBERPIEXLNITHE
BRI -

BR7E B £6.4(2) UBIRA

NGISE 2024-11-18

FERD L https://www.twcert.org.tw/tw/cp-132-8248-8dac9-1.html

B R RDVCFFRIRS A - Arbitrary File Upload through Path Traversal

TVN/CVEID

TVN-202411020 / CVE-2024-11313

CVSS

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H



https://www.twcert.org.tw/tw/cp-132-8246-d462a-1.html
https://www.twcert.org.tw/tw/cp-132-8248-8dac9-1.html
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EEm DVC X R £ 4% 6.0 2 6.3
#HE R DVC X IR % 7 Path Traversalfm)E H AR %
— ZEE FEREIR  RESHERERRRET LS
TEE 7%51_7: B EZ2o tERAEEFAEADIBITHE
fRR A A B 26.4(2)LIEBIRA
AR B 2024-11-18
THRS 4L https://www.twcert.org.tw/tw/cp-132-8250-1837b-1.html

HBEREDVCIXH R % 4% - Arbitrary File Upload through Path Traversal

TVN/CVEID TVN-202411021 / CVE-2024-11314

CVSS 9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

HEE DVC X {RE £ 4% 6.0 £ 6.3k A
S ERTEDVC X 1R 2 17 £ Path TraversalJm)la H <%

" =ZR FEERLE  RESDER 7RI EE O] HE

RARE It y ,
TEEEZEERKE  E20 tEREERFAZEALINITHE
BT -

fRR A A EE6.4()LAEBREK

yN::1=]:t 2024-11-18

ARG LS https://www.twcert.org.tw/tw/cp-132-8252-91d6a-1.html

MEREDVCX R &4 - Arbitrary File Upload through Path Traversal

TVN/CVEID TVN-202411022 /| CVE-2024-202411022
CVSS 9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H



https://www.twcert.org.tw/tw/cp-132-8250-1837b-1.html
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HEEMm DVC X {REi % 4% 6.0 £ 6.3hRA
E@*—HS'ZDVCYT’—“H? % Z2 #4717 £ Path Traversalif)a B R %
=5E FEEETE  REEHER ZEREED HE

R FEREEAERE B2 - EEEEEUNTE
ERIIE -

RS B3 26.4(2) LUE IR

yNE[SE:t 2024-11-18

ERELS https://www.twcert.org.tw/tw/cp-132-8254-8daa2-1.html
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(Taiwan Computer Emergency Response Team / Coordination Center)

HAIEER : 2024511829 H

&7 E : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook #1445 8B : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/
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