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BRI R P EIE—EJavaScriptil X - =& - BB TIFHHEEIREAE
0 #.77JavaScriptze 2 - JavaScript M A EBEVCAI B AR
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HMETHER  ENEARZEEZEHNITHEEIZENASYNCRAT -
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HTML Smuggling
Decryption with l Windows Registry
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RAES
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‘ # L % o, AddinProcess.exe
P R G T (AsyncRat)
Decrypted ZIP W0 #\o‘f“-" X S
Archive \gﬁ‘:@vf.,.--' e T Decode Registry value
% “__,.-' . and execute resulting

binary through process
injection
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to user directory commands from and execute resulting and execute resultin
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VBS Script 4 JavaScript  Registryandinjectinto  powerShell binary S - Executable binary R - Executable
Creation of Scheduled PowerShell process
Task to execute l
JavaScript

B 1: GenAl EERERZEILEUE AsyncRAT - B K EXBHP Wolf
Securityfff 3L R =

BEZMREAERBIRESD - B189VBScriptHlJavaScriptim =
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// Arréte un processus PowerShell en cours d'exécution
[Ffunction arreterProcessusAvecPowerShell () {
// Exécution de PowerShell
shellWsh.Run(cheminPowerShell, 2);

// Obtenir la collection des processus en cours via WMI

var serviceWMI = obtenirServiceWMI();

var requeteProcessus = "SELECT * FROM Win32 Process"

var collectionProcessus = serviceWMI. ExecQuery(requeteProcessus)
var enumerateur = new Enumerator(collectionProcessus);

// Parcours des processus en cours
= for (; 'enumerateur.atEnd(); enumerateur.moveNext()) {
var processus = enumerateur.item();

shelleh AppActlvate(processus ProcessId);

// Envoi de commandes pour arréter le processus conhost
envoyerCommandesPourArreterConhost() ;

// Pause pour permettre l'arrét du processus
WScript.Sleep( | &
break;

r }
1

B2: VBScript BERIAARNZS - B R EEHP Wolf Securityfff 3T #
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o ERKIR :
1. GenAl Writes Malicious Code to Spread AsyncRAT
2. HP Wolf Security - Threat Insights Report 2024.09



https://www.darkreading.com/cyber-risk/genai-writes-malicious-code-spread-asyncrat
https://threatresearch.ext.hp.com/wp-content/uploads/2024/09/HP_Wolf_Security_Threat_Insights_Report_September_2024.pdf
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® RATE 7EProgramData * Pictures * Saved Games FWindows FA%ATH
PEREENRPETZEBIE AT EWindowsH 1 THE 2/ U
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Campaign overview

S j y Hosting server
4 o (e p 34.236.234.165
. P disk-yanbex.ru
e-connection.ru

Phishing Email User Clicks Malicous Link
Downloads ¥ ¥ Downloads
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Malicious HTML m
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Payload Payload
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Bl3. R EBHRE - B /2R Cisco Talosti IR &

PowerRATIHI IR B F A RIBMNE4LFTT~  EXEEHMERESR
WRIAEBELER - REEEEHIHTMLIEAZI01E = PowerShell
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Maldoc-based Infection chain
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Writes \ ¢ Drops PowerShell
> Loader decrypts
UserCache.ini

A Executes
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Executes Drops
AllitgARBn Malicious HTA Malicious JavaScript
Yegistry key UserCache.ini.hta UserCacheHelper.ink.js

Victim logins
to the machine
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HTML-based infection chain
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unzip the archive » >
and run SFX Runs
Executable

7z Archive
| ol VKmessenger.7z B SFX Executable
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Drops and X
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a batch script
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Drops
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o ERKIR
1. Gophish Framework Used in Phishing Campaigns to Deploy

Remote Access Trojans
2. Threat actor abuses Gophish to deliver new PowerRAT and DCRAT



https://thehackernews.com/2024/10/gophish-framework-used-in-phishing.html
https://thehackernews.com/2024/10/gophish-framework-used-in-phishing.html
https://blog.talosintelligence.com/gophish-powerrat-dcrat/
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® FAUIraVNCEImEEFHEHE FTEHBEEEN -
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SEERAREEHREEERRD O

| ! m Taiwan Computer Emergency Response Team / Coordination Center

E

BERRZEBVirusTotal 2T LERBERET - RIBREMER
KEEE - MEAKREE - W8 1 iR - BRAKNEZEH/IEZM
BEAMEE - FISEESITRBRITER -

Unknown victim from
Canada submits sample

to VirusTotal

TEMP_TIDRONE targets
the satellite industry

TEMP_TIDRONE targets

Unknown victim from
Korea submits sample
to VirusTotal

payment services
In Taiwan
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B A B & P 4 uh 8 & symantecsecuritycloud[.Jcom

microsoftsvc[.Jcom 1 windowswns[.]Jcom + E =E&FEGHRERW

/AB]& Symantec, microsoft, windows °
EEEFEMEABERINLUNOEETE

o HOEBAIAIRIG SIS -

o HURTERIFSEED -
ZRMYBRENREG AR BN 2 &M -

o ERIKIR:
1. TIDRONE Targets Military and Satellite Industries in Taiwan
2. 'TIDrone' Cyberattackers Target Taiwan's Drone Manufacturers



https://www.trendmicro.com/en_us/research/24/i/tidrone-targets-military-and-satellite-industries-in-taiwan.html
https://www.darkreading.com/ics-ot-security/tidrone-cyberattackers-taiwan-drone-manufacturers
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Chacha20 - i —RETIEcEF MM MEIMEBEREF - ZFEREFS
A AIFEHE A company _id - EXEEERKER - QilinBEEMAE
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MEE - Z$ RG22 EHEERMERSEEENEES - WHREL
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o ERIKIR :
1. New Qilin.B Ransomware Variant Emerges with Improved Encryption
and Evasion Tactics
2. New Qilin.B Ransomware Variant Boasts Enhanced Encryption and
Defense Evasion
3. New Qilin ransomware encryptor features stronger encryption, evasion



https://thehackernews.com/2024/10/new-qilinb-ransomware-variant-emerges.html
https://thehackernews.com/2024/10/new-qilinb-ransomware-variant-emerges.html
https://www.twcert.org.tw/newepaper/New%20Qilin.B%20Ransomware%20Variant%20Emerges%20with%20Improved%20Encryption%20and%20Evasion%20Tactics%EF%BD%9C%E9%80%A3%E7%B5%90%E6%A8%A1%E5%BC%8F%EF%BD%9C%E5%85%AC%E9%96%8B%EF%BD%9C%E6%96%B0%E8%A6%96%E7%AA%97%20https:/thehackernews.com/2024/10/new-qilinb-ransomware-variant-emerges.html%E8%A4%87%E8%A3%BD%E9%80%A3%E7%B5%90%20New%20Qilin.B%20Ransomware%20Variant%20Boasts%20Enhanced%20Encryption%20and%20Defense%20Ev
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2.3 BEXIEBSmIilE & &
2.3.1 CUPSHEEXZEIRE

CVE-2024-47076 - CVE-2024-47175 ~ CVE-2024-47176 &
CVE-2024-47177

FEEm |Unix
B Unix (FEERMCEE D BEERM - LUNEERIEE
A2 ERBHE

Ubuntu

https://ubuntu.com/blog/cups-remote-code-execution-
vulnerability-fix-available

Debian :

https://security-tracker.debian.org/tracker/CVE-2024-47076
https://security-tracker.debian.org/tracker/CVE-2024-47175
https://security-tracker.debian.org/tracker/CVE-2024-47176
https://security-tracker.debian.org/tracker/CVE-2024-47177

Red hat :

.. |[https://access.redhat.com/security/vulnerabilities/ RHSB-
FBERYEE  (2024-002

CVE #R5E

Fedora :
https://bodhi.fedoraproject.org/updates/FEDORA-2024-
01127974ec

Open SUSE

https://www.suse.com/security/cve/CVE-2024-47076.html
https://www.suse.com/security/cve/CVE-2024-47175.html
https://www.suse.com/security/cve/CVE-2024-47176.html
https://www.suse.com/security/cve/CVE-2024-47177.html

EEAZEERFEOARRLERN - 2B N XEESD
AR ERTE I

https://sredevops.org/en/how-to-fix-the-critical-9-9-cve-linux-
vulnerability-in-cups-a-step-by-step-guide/
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NogakowodE

AERHR :

T HART ZE A B 3837 Unix 2841 E £ 4t (Common UNIX Printing System -
CUPS)F & — %% Z & )% Jld (CVE-2024-47076 + CVE-2024-47175 -
CVE-2024-47176 & CVE-2024-47177) - KRB DRI 2 RIFHEE -
A ARERZEEZ Unix IEERAIAITERRERS - FERER
0 EFTIE RS ERENAR R TR 1T -

B/ 4813 AN
ETO .

> cups-browsed 2.0.1(Z) MU BTARA
cups-filters 2.0.1(2) LA BT R A
libcupsfilters 2.1b1(=) LA BT R A
libppd 2.101(Z) AR AR A

YV VYV V

ERRIR

https://nvd.nist.gov/vuln/detail/CVE-2024-47076
https://nvd.nist.gov/vuln/detail/CVE-2024-47175
https://nvd.nist.gov/vuln/detail/CVE-2024-47176
https://nvd.nist.gov/vuln/detail/CVE-2024-47177
https://jfrog.com/blog/cups-attack-zero-day-vulnerability-all-you-need-to-know/
https://www.ithome.com.tw/news/165257
https://sredevops.org/en/how-to-fix-the-critical-9-9-cve-linux-
vulnerability-in-cups-a-step-by-step-quide/



https://nvd.nist.gov/vuln/detail/CVE-2024-47076
https://nvd.nist.gov/vuln/detail/CVE-2024-47175
https://nvd.nist.gov/vuln/detail/CVE-2024-47176
https://nvd.nist.gov/vuln/detail/CVE-2024-47177
https://jfrog.com/blog/cups-attack-zero-day-vulnerability-all-you-need-to-know/
https://www.ithome.com.tw/news/165257
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2.3.2 Fortinet FortiManagerEmEEEAELZRA

CVE #7%% ||CVE-2024-47575

SEE M |[FortiManager

HEEMARZL T REGIES)
FortiManager 7.6.1

FortiManager 7.4.5

FortiManager 7.2.8

FortiManager 7.0.13

FRSR % |FortiManager 6.4.15

FortiManager 6.2.13

FortiManager Cloud 7.4.5
FortiManager Cloud 7.2.8
FortiManager Cloud 7.0.13

FortiManager Cloud 6.4 5@ £ & E iR A&

® NAEMMA :
FortiManager 22 Fortinet I8 FHW—MEEZEERKBZETEEEm -
RHE—EENHE STEEMNETEHARKRS - HEl  EAAHBE
— B EKE L MIE(CVE-2024-47575 - CVSS : 9.8) » Zmia R E
IR FortiManager Y fgfmd B HZETN P - TR BTN RERE[CWE-306] -
REB TR 2 ERNEZ N AGFRTNERIFEERNTER
B - ZRECERENA  BERERDLETER  BELTIE
it loC B EZEIE A E1EN FortiManager @ k28 2 & B E)E m &2
iR FERSZEAAIL -

B SBR[/ £ .
0 ==,

» FortiManager 7.6.0
> FortiManager 7.4.0 £ 7.4.4

> FortiManager 7.2.0 £ 7.2.7

T

[
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FortiManager 7.0.0 £ 7.0.12
FortiManager 6.4.0 £ 6.4.14
FortiManager 6.2.0 £ 6.2.12
FortiManager Cloud 7.4.1 £ 7.4.4
FortiManager Cloud 7.2.1 £ 7.2.7
FortiManager Cloud 7.0.1 £ 7.0.12

> FortiManager Cloud 6.4.0 FT5 iR
o ERIR :

1. https://nvd.nist.gov/vuln/detail/CVE-2024-47575
2. https://www.fortiquard.com/psirt/FG-1R-24-423

VvV V V V V VY



https://nvd.nist.gov/vuln/detail/CVE-2024-47575
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SRIRABENPISFCKFE 4F 7 | BRBRAENERELZH
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ARANMBIRRA LB - MER 2R AERERIRERER - o
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https://nicste2.kktix.cc/events/113elitecourse3
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[EMEN] BREBLREHER
[(FFBEN] BRRMEERLREE
[BTEM] HEZASERERS

[B48 % O] 02-2380-0923 ER#E ENE
mailto:te-atc@nics.nat.gov.tw

[TWCERT/CC] APCERTEZZFE

SEENRSRE | 2024/11/5~7
mEthds AtESEEEE I ILELLEE ”E81993K)
SHENAADL | https://apcert2024con.org.tw/

7) !x‘m" AGMIS
0L\ » e A\ Bonference.

2 POWER of TOGETHER:

‘T,Ilap the Sum of AP CERTs/ CSIRTs
Nov. 5th - 7th Taipei L
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mailto:te-atc@nics.nat.gov.tw
https://apcert2024con.org.tw/
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TWCERT/CC AB® 8% 2ZCVSS 39 H A8 EZimAEMNMTE :

HEiEBTeam+EEMWAERBFBERHIEFES - SQL Injection

TVN/CVE ID | TVN-202410001 / CVE-2024-9921
9.8 (Critical)

CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

SEEm Team+ v13.5.x
OE)ERTeam+EENEEEEHRIFIrEaRLERBRE

5] 28 i 22kt BHHZE @ AKEEDi#ER 22 EE O F ALTESQLIE
ZE ~ B EMBREREBEARNSR -

BRI A EME v14.0.0(2) LB R

yN:SISE 2024-10-14

AR gtrt];t)rsn:ll/www.tvvcert.orq.tvv/newepaper/cp-151-8124-d9b92-

EE R OAKlouds - Arbitrary File Read And Delete
TVN/CVE ID TVN-202410004 / CVE-2024-9924

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

SR EBZEHIRTE

~EEm OAKIlouds-webbase-2.0 1162(-~ =) LA iR 4~
OAKIlouds-webbase-3.0 1162(-~ =) LA iR 4~
EERIE OAKlouds FHEEMHE CVE-2024-26261 55%4K
e RE H 2t TREEMNDEERR  RKESHER VEIRKEEZD T
HEERAAIERE  BZERXR NS TEEHREZ MR -

CVSS
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E ¥ OAKlouds-webbase-2.0 £ 1162(=)A& A

& RTT A

e E ¥ OAKlouds-webbase-3.0 £ 1162(=) A& A
NSRS 2024-10-14
FERDE L https://www.twcert.org.tw/tw/cp-132-8130-89bb1-1.html

A BRI E M WebEIP v3.0 - SQL injection

TVN/CVEID | TVN-202410005 / CVE-2024-9968

CVSS 8.8 (High)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

FEEm WEebEIP v3.0
TABRIILEEN WebEIP v3.0 Wik EZZEREFRAE@mA -

T A CHE— MR 2 EIn W EEEASQLIESER « &
- MREREAS - REEEMCABETHE 25
BREREM °

. B2 RWebEIP v3.0BEL 28155 - HRISFLLIEH

BRI ARFFEAMERE - B % B IR 2 WebEIP Proff iR ZE m

NGISEE 2024-10-15

FRAELE https://www.twcert.org.tw/tw/cp-132-8132-160bb-1.html

T ASEE N FlowMaster BPM Plus - Privilege Escalation

TVN/CVE ID TVN-202410007 / CVE-2024-9970

oVSS 8.8 (High)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

EEMm FlowMaster BPM Plus Service Pack v5.3.1(AZ) LRI iR A&
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¥ AEEE FlowMaster BPM Plus - SQL Injection

TVN/CVE ID TVN-202410008 / CVE-2024-9971

oves 8.8 (High)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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I AFEEEN FlowMaster BPM Plusts E & A IHEE Rk 2 =R
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SETEMEEREMNZ4 - SQL Injection

TVN/CVE ID TVN-202409024 / CVE-2024-9972

CVSS 9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/l:H/A:H
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SiE NI BB R ee-class - SQL Injection

TVN/CVEID | TVN-202410010/ CVE-2024-9980

CV/SS 8.8 (High)
CVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H

SEEm ee-class 20240326.13r14494(AZ) L BT R A
.‘:.%%’%Zﬁiﬂ&ee classk ¥ =R ERHMSE - nFFE i

[0 e i it —MERZERWEE T ATEE SQL 5B ~ B
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FRRE LS https://www.twcert.org.tw/tw/cp-132-8142-cf0d3-1.html

NI E BT ee-class - Local File Inclusion

TVN/CVE ID TVN-202410011 / CVE-2024-9981

CVSS 8.8 (High)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

S~EEm ee-class 20240326.13r14494(AZ) L BT R A
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ESIiEAEBIR AIM LINETTE#H¥ A - SQL Injection

TVN/CVE ID TVN-202410012 / CVE-2024-9982

CVSS 9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

=EEm AIM LINEfT#E¥¥ & 3.3 £ 5.8.4 hk K
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U BIFH R R BIWE M E - Missing Authentication
TVN/CVEID TVN-202410014 / CVE-2024-9984

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS
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fg o ARG ER RN EBEE O EFINZINEBEINEER M
FAZ R session cookie.

R GE Update to version 2024/08/08 09:45:25 or later.
yN:GI=E-!: 2024-10-15
ERELS https://www.twcert.org.tw/tw/cp-132-8150-c955a-1.html

BRI EE IR E R E - Arbitrary File Upload

TVN/CVEID  TVN-202410015 / CVE-2024-9985

CVSS ECgllislgg:Ig.hl)/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

~EEm 1220w Bk EE 2024/08/08 09:45:25(A2) LABTAR A
ﬁEDﬂTﬁZﬁ%iﬁﬂﬁ*ﬁE?ﬁﬁfﬁﬁfé‘ farg DEERKRE . 2H
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fERF A ¥ E 2024/08/08 09:45:25(=) LAB AR A

NGISE 2024-10-15

FRRELE https://www.twcert.org.tw/tw/cp-132-8152-09e81-1.html

th B {R 2 WRTR-304GN-304TW-UPSC - OS Command Injection

TVN/CVEID

TVN-202410016 / CVE-2024-10118

CVSS

9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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WRTR-304GN-304TW-UPSC V02
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FRDELE https://www.twcert.org.tw/tw/cp-132-8154-69fa5-1.html

thiEll {2 WRTM326 - OS Command Injection

TVN/CVEID | TVN-202410017 / CVE-2024-10119

CVSS 9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

SEEm WRTM326 2.3.20(A2) L BTAR A
PR E FEAFIEHZS WRTM326 R Z=MEBIHESE - K

R R H 2t BEDEHERZRIKRNEE @ ERSEFEBRKATER
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FERE A https://www.twcert.org.tw/tw/cp-132-8156-81¢9d-1.html

AR EMITENEEE N 4% - Arbitrary File Upload

TVN/CVEID | TVN-202410019 / CVE-2024-10201
CVSS 8.8 (High)
CVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H
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BB EMITEHERE N 4 - OS Command Injection

TVN/CVE ID TVN-202410020 / CVE-2024-10202

CVSS 8.8 (High)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

~EEm THEREN AR
EBEMITHEEEMN R/ FTEOS Command Injection)f
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FERD L https://www.twcert.org.tw/tw/cp-132-8162-dc491-1.html
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HHEER - 2024810830 H

&7 E : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook f#2Z&H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/
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