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PR B B At A RRA 3R B - IEHAVMI230AFEN
TEWNEm  WRNEERHEHEEBELEBEHIEIRRERNTE -
B4 - ZABEH BRI EmAETZERN - R EAHENHE
SARNMHERBERERERRD R - BRHEREIREAFERR
NI

CISAIEH - IEmEHAkamai@IR - WAE = HAHABER T EE
m/AREIRFERRE - Akamaitff 3t A B 12024 F 3R 2 38R & ¥45% 7R
EETERRANACE: - WESTREEHFEERAXRE - KiEEFE
FRXX 4 [egi-bin/supervisor/Factory.cgi B9 "= E 4 TheEd - FFEIER
RO FEREETEHER M LRFEHNTENE - B - ZREEHA

REEBERE  ZBERELIEMira 278 -

HRZRENEMRRZERREIX - BEBFERE - ERFEE -
TRIRBNIAEN SARERREAY - EMBEERBLEESR
FAD - CISAZRE F P28 5 K is 5 A8 B Fh i sk s BR il 48 R A ES RO 1P
FHAEBREZEITATFEAMAERRNE - SEERFINEK - &
RPN R EIPRIRE ER S -

o ERKIR :
1. https://nvd.nist.gov/vuln/detail/CVE-2024-7029
2. https://www.cisa.gov/news-events/ics-advisories/icsa-24-214-07
3. https://www.securityweek.com/cisa-warns-of-avtech-camera-
vulnerability-exploited-in-wild/



https://nvd.nist.gov/vuln/detail/CVE-2024-7029
https://www.cisa.gov/news-events/ics-advisories/icsa-24-214-07
https://www.securityweek.com/cisa-warns-of-avtech-camera-vulnerability-exploited-in-wild/
https://www.securityweek.com/cisa-warns-of-avtech-camera-vulnerability-exploited-in-wild/
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InfobloxAEclypsiumAYfF T A & 3838 — @B R AN FHFHE - B
%4 "Sitting Ducks ;- BEASREMESERUILNE - HEHAIEH
R FH T EARERERENONES EENBIERE -

Infoblox A Eclypsium FY#F 5T A 53838 DNS FE— B EBE T -
BEETZEHRBENARNOKNEZ EREANALEETETRE
E—TEREBEMNT - MRABLHLEEHM ; Sitting Ducks - /A5 =
Z#t(Domain Name System, DNS)Z AL i A9 1sl 2 1 B 1P 45 - 4915
EHEER FEANEHCEML  BEREE ZBENENZEBIPRK
By - FIEFEEDNSHE B ERIPUL - ERHERT BEEHAHL -

BEGERZEITHDNSETHREINET  JEREBEEENITE
SERSEE  AEHNAE - mEERKERINE - MIE2019FLIRE
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= - Eclypsium BUIFR A ERS#E1E 3 SBEAIE# Sitting Ducks I E
#HiF - BEpAHAREERAIMEES I NENERE -

Sitting Ducks L BHRMERSRNATHEB ISR - B0Li5
EHWFARH - Sitting Ducks B E W B E X5 BRI AL MRV -
SR MEAREREEEADNSIRF R EH BB EHEHERD -
mM—EXRBENFTEE - ol UBESEZENE D RETEMURE
mE - WEIERRELN - FEWRES -
FRARSitting DucksINE I A B EW B E A - MRS
Y DNS HEFHEBRAW ARG - Sitting Ducks KB #Z /0 E 4815
B MBERiERECETDNS IRIEEBRITRII AT D PSR -
AN 261& 15750 o] BEZ 88 2= Sitting Ducks I EE
o AT EAEMKDONSHER - R 2FEFHDNSE
IK(BIDNS faliR==% 80 7 A1 BEAT 1E SR =T ELtDNS falfikzs
#1T)

® DNSEZKES - SEIEXZEZIKAIDNSE AR L1 2 A%t
A ER - ALEAIRHDNSER -

® DNSARFEMEREREER - WEE o BEDNSIRISHEE R
HEASEERE BB EDNSLHE - MAFREIBESAHE
HEEAMENEEENERSE -
HMIE R EN EEZREZFEDNSEZ K LW - EIFFDNS
RS R FEERIER

InfobloxtT R A B R REBIZA T2 EDNSARFE HER - 35371
REWREZANR LTEUBZEFHEBILEFEFESEAER  SXB8RH
(BRI ESIEEI

B 15t AASitting Ducks HEME RfiiE - FERNBRIEAZTESE
IR #4915 e FE S Registrar A ER 491 brand.com - WX FADNS AR7S (£ &
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7 Auth DNS B ff{{#24T

Mm—EREE  XEEEEABREEFERMASE brand.com - B
ZBRegistrar A (REMIBRIHEAYE - BER Auth DNS BEITIRFEE
BH  SRFIEZEIR DNS RFZHER Auth DNS B EiEHEB AT
brand.com RIEERE - WERE DNS BBITACEE - RAGZBIL TR
EENRERHEN  EREBERIUBESZEENSG 2 REEHMA
BEVABUNAERRERL  ERXEEEIRDNSIREHIED
Auth DNS BEFEZEA A brand.comfVBEE# - ZEIER -

=B 5 | & | ®
Nl
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Creates )
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R EYE : https://blogs.infoblox.com/threat-intelligence/who-
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knew-domain-hijacking-is-so-easy/
Sitting Ducks 22 0] I TERIRY - B8 BRI ENEFE
B EDR B 4815 2 T A0 DNS #AC#r B2 ER9EREE - MR A ER
DNS lRFHEEEE—REMAAFEILEE  MUREABEN -
REREMEEIEN O TER KB+

BEMABROVWEBESHIRGTIRSEE -

o RHWEBEHRRE—RWIRAE 2016 FHIEE Matthew Bryant
BHXE TIN5 DNS BEEE 12 SEHAE |

® 2019FF  WEEBZBIWEER 7 GoDaddy.com HI55 %,
BIAERNENNIIRFB

EEAEFEE LT MR

o MEBECHMHLEMRIZHIRDNS IRFHEBEZEHE—
ERftE  IRENHINASRIEWERE -

o BEECHBNATENEEHENCERTEREDES

M FRNBBRERE, 52  FEFERAUB LS Y
=

BB CHDNSIRIZ R EE G H BN B E R ERE -
N5R DNS BRI ERE ELBEEE R ANNIE OB EE -
o ERIKIE :
1. 'Sitting Ducks' Attacks Create Hijacking Threat for Domain Name Owners
2. Who Knew? Domain Hijacking Is So Easy
3. Ducks Now Sitting (DNS): Internet Infrastructure Insecurity
4. The Orphaned Internet — Taking Over 120K Domains via a DNS
Vulnerability in AWS, Google Cloud, Racks

5. Bomb Threat, Sextortion Spammers Abused Weakness at
GoDaddy.com



https://www.darkreading.com/vulnerabilities-threats/sitting-ducks-attacks-create-hijacking-threat-for-domain-name-owners
https://blogs.infoblox.com/threat-intelligence/who-knew-domain-hijacking-is-so-easy/
https://eclypsium.com/blog/ducks-now-sitting-dns-internet-infrastructure-insecurity/
https://thehackerblog.com/the-orphaned-internet-taking-over-120k-domains-via-a-dns-vulnerability-in-aws-google-cloud-rackspace-and-digital-ocean/
https://thehackerblog.com/the-orphaned-internet-taking-over-120k-domains-via-a-dns-vulnerability-in-aws-google-cloud-rackspace-and-digital-ocean/
https://www.twcert.org.tw/newepaper/Bomb%20Threat,%20Sextortion%20Spammers%20Abused%20Weakness%20at%20GoDaddy.com
https://www.twcert.org.tw/newepaper/Bomb%20Threat,%20Sextortion%20Spammers%20Abused%20Weakness%20at%20GoDaddy.com
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2.2 BIRBFHASERZER
221 ZHEHREEFEHBEHREER

EER2024F7TH20HHFABRERLEEZRE LA FEHE
( Kaspersky ) EEREERKL T EMMFENE - IWIEESHE
B 5 75 B T 2% & %2 2 /5 (Bureau of Industry and Security - BIS)/22024
F6A20HE R Z#H A4 R ( Final Determination ) - TEBREAZA
SEMPEZFEZRELE - B2024F98298E - FEHEDMFHKE
IFREHBEREN - HRAREREMEMEENEE BHRE /R
%~ 2B Em/RTS - BB AR -

TEHTE (Kaspersky) @ — X EIKINBNREL LT AT - FEEMU
RAEZERT - BIIR19975F - AT - REETE (Eugene Kaspersky)gliz -
ZAEEIRREHIENRBLERARE @ BEREEE - X
% - FEHMENEmREHERSEA - NEEE - RBETER
HATHEE - DIEHSWRE BB ERITER - AR ORKRE
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RAPFZZSEREHE  TEZKEREANEP -
FE TEZEAZETEHEFEREREBYRBEXZEZBUAE Y
Aol EEZWEERAESIEBRN T

1 FEMERIBENBUFINEE - EHI301518 - olseEHF A
FEHENSREFNEFREZBEEN -

2. FEMECZERERBLENMSBTE  BHEFPENEARE
ZNFEREEEER - B FEHENE T o= PR
EilEE 2 A -

3. FEMEJREHLZEEREZHERPRELIEE TR
EXBSERPH IERASRE A - 252 lﬁﬁﬂ@ﬁﬁ%EHQ%ﬁJ
SRR BENEE -

4 FEHENEERUZBREE  RHERZZUHBISE
SIEME=-TEm REERFE=ARHP  HTERKE
ARENMIBINF B RN ESE RS AR PR HE AR -

ﬂfm

IRRSENFEHEZREMRITE - EBBFRFESR
MAPE—EREBOUSHENTTE - H2024F9FH29H Z A0l &
HEEAERERESARFS

ERISHNZE  ZERTIARAREFEHEFMRERNBERRE
mn/BR75 ~ 2 BAIE /RS - BRI AR - UL - SSEIAEE)
o EBFEHEETHEMHENRE -

o ERIKIR:
1. https://thehackernews.com/2024/06/us-bans-kaspersky-software-
citing.htm



https://thehackernews.com/2024/06/us-bans-kaspersky-software-citing.htm
https://thehackernews.com/2024/06/us-bans-kaspersky-software-citing.htm
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2.3 ARG E LI
2.3.1 WordPress 5@ H @ EiRiE - RZEER 10 HEU AL
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011

WordPress #i51& it mERE -
SEEE 10 BE L ErYADL

ot

GiveWPE—{EWordPress #8U51BIEPIugin - D LIEEARIL RS
REMRZMIBE - AHEBEE XE LRI (CVE-2024-5932)
OPERERRITERERNBEATETMUEIRE - WaEMER
FhBIER  EEGEHABRENR3U2EXK -

WordPress Itt % Y & Ja 2 W IR 7E GiveWP Plugin - J& )8 4% 5% %
CVE-2024-5932 - b mBEBA R DT Z% (CVSS) WD 8 A
10.0 (w7 ) F ARV RENBEREMHNS -

It6 8 A PHP#) 44 £ A (PHP Object Injection) - = ZE# GiveWP
Plugin #J give_title 28] & - O& B X AR IKPIPHPIHRIEE R F
UL - MR Plugin BEIRBRIPOP BHOBMHRZHEES - &
REIHELBHIT (RCE) - MR BEIALKEHERE - ok
T =2 R R R 2RI WordPress#8 14 -

FIMEZ IR EMNEREBRENHET - RFEIEEIZEREF
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SIERAERIIEREIRARVER - WE N E—E PHP FRAHEERIA
BBl

a:2:{s:12:"productPrice";s:5:"11111";s:7:"price";i:10;}

PHP ZNIBEA B ENHE@N - HPENBWAR "8HAl,
HRAESEZH(EABY)MREIER X)W ENR - BB BE
RIZREIZY G - EMEE T EEFERMAEENZNN - BPlugin 7
BAEBBELZFINERLT  REICERAEHANER - AI0EEK
BEEIABENASR  FHERFRIEMREZR PHP 914 BK
BRI EE R M I TFEEE A TT 55 (Magic Method) S - TIREZEREE
TR -

& %75 A (Magic Method) 28R FHIRIIRRE - BUERRE LS
HREREXNTHT A UALAREVERENTERE - BIZYHRE
ZYRIERNITEIBSE -

IEREARELHRE villuled FEiEWordfence Bug/mEEEET=
BIRWREMERS - ERUPIWGInZ2ERIBEANSHFEatERFR
MM EOEEREBEENSRER - W E S HZPIluginfH 81
BE  BEERTRIAEEREERENE3142R USRI E -

o ERIKIR :
1. CVE-2024-5932 (CVSS 10): Critical RCE Vulnerability Impacts
100k+ WordPress Sites
2. $4,998 Bounty Awarded and 100,000 WordPress Sites Protected
Aqgainst Unauthenticated Remote Code Exec



https://securityonline.info/cve-2024-5932-cvss-10-critical-rce-vulnerability-impacts-100k-wordpress-sites/
https://securityonline.info/cve-2024-5932-cvss-10-critical-rce-vulnerability-impacts-100k-wordpress-sites/
https://www.wordfence.com/blog/2024/08/4998-bounty-awarded-and-100000-wordpress-sites-protected-against-unauthenticated-remote-code-execution-vulnerability-patched-in-givewp-wordpress-plugin/
https://www.wordfence.com/blog/2024/08/4998-bounty-awarded-and-100000-wordpress-sites-protected-against-unauthenticated-remote-code-execution-vulnerability-patched-in-givewp-wordpress-plugin/
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2.4 BIERSmIAER
2.4.1 AvtechiBEF K EES R ZERE

CVE #7%% |ICVE-2024-7029

SEEM |Avtech AREIE L

1.EMOEABHE  BE NREE -
2MNEERRE  FRREHEME - WEBPHXG

S AEEARS R R RI A PR R RS IP FEURS M - ERMN
VPN S 45 E IP RS EHZ ST °

BRRME

® NE:RHA :
R A B 2IR Avtech FUARES B2 (AVM1203)FEan 2 0F A
(Command Injection); )& (CVE-2024-7029) - RFFREE DRI 718
I BEOUN AN TPEANEREZ M EALNITES - FER
hE SO AT AH R REFE I
PRI BEREN - I5H AVMI1230 BEELtENER - WEREF
AEEARELEHMBENREENGE - B 2 S EHERE
mARETEERA - TR E B EMNHE O S ERIVE R EIEE L
FERFIZE -

o TEITL -

AVM1203: 875 Fulllmg-1023-1007-1011-1009() L BT AR A

o ERIKIR :
1. https://nvd.nist.gov/vuln/detail/CVE-2024-7029#VulnChangeHistorySection
2. https://www.cisa.gov/news-events/ics-advisories/icsa-24-214-07
3. https://www.ithome.com.tw/news/164310



https://nvd.nist.gov/vuln/detail/CVE-2024-7029#VulnChangeHistorySection
https://www.cisa.gov/news-events/ics-advisories/icsa-24-214-07
https://www.ithome.com.tw/news/164310
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2.4.2 MicrosoftfEEAMEESRSLZERA

CVE #R35k ||CVE-2018-0824

2 E M IWindows
BEAEHERIEDIEEER

gRppE [T
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2018-
0824

o NAE:RMA :
MHMRAERRREHHRBERR ZENRAETHE - Z KD
%5 Microsoft /F35 2 4t F T := Im #1712 U 8 (Remote Code Execution) )
JA(CVE-2018-0824) - EF ARG iRl v 2In W BEFREAET
FITHTERERE  IREAERNTESREINE - Lﬂﬂﬁ’“iﬁﬁx
A ERZEANRALHNES S EMEHKE  FREERWETE
e

allr
J0h
W

SEBTTMmIBETEN - 4

Bl YBR[/ £ .
0 =TE4DE

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1703 for 32-bit Systems
Windows 10 Version 1703 for x64-based Systems
Windows 10 Version 1709 for 32-bit Systems
Windows 10 Version 1709 for x64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows 10 Version 1803 for x64-based Systems
Windows 7 for 32-bit Systems Service Pack 1
Windows 7 for x64-based Systems Service Pack 1
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems
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Windows RT 8.1

Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core
installation)

Windows Server 2008 for Itanium-Based Systems Service Pack 2
Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for x64-based Systems Service Pack 2 (Server
Core installation)

Windows Server 2008 R2 for Itanium-Based Systems Service Pack 1
Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server
Core installation)

Windows Server 2012

Windows Server 2012 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)

Windows Server 2016

Windows Server 2016 (Server Core installation)

Windows Server, version 1709 (Server Core Installation)

Windows Server, version 1803 (Server Core Installation)

o ERIKIE :
1. https://nvd.nist.gov/vuln/detail/CVE-2018-0824
2. https://msrc.microsoft.com/update-quide/en-US/advisory/CVE-2018-
0824
3. https://www.ithome.com.tw/news/164297



https://nvd.nist.gov/vuln/detail/CVE-2018-0824
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2018-0824
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2018-0824
https://www.ithome.com.tw/news/164297
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[ ELER-BIFRFBEHE] 9/19-9/20 ISO/IEC 270012022 &8 22 EH %A

4 FEE%E "HEhR, FISRE (ZH)
SEENSRE | 2024-09-19 09:00 ~ 2024-09-20 17:00

FEEME PERESENSERE-ARRAZEDIIAEERE (BltmdLLUES
LLIdEB&3ER22-15% M’ T K12 542 CIE )
EENHEIE | https://www.cisanet.org.tw/Course/Detail/5179

PERBRRBER A5
1SO/IEC 27001:2022 BN 22 BB 4 4
ToiERE 1 IIEERE )

Y

& \
Y
3

ISO/IEC 270011820225 10525 HIE R MAM R ARIENE ( 20224 hR ) -
gy, EPRYEB - HIEMEER - RESHISORMGRAIER - MUK
;xsdé EREEHENERET THSHERER -

N

27001

IbRERE N EAIEISO/IEC 27001:201 3F B ES - RIFEMERAE
EER=RNE - DURBREEAMNEA BMREENRE - 5E%E
#E - SHBSIEERERESES AR TFERES -

Ena?msa(:) ~ 113598208 (=)
09:00~17:00 - #:t—H

PEREENARERS-ARRAZE DOIATER
i
Bibmh P& bR =FR22-1%% MR T AIESF Ci& )

a SN

@meng ) OEELD
o BEARSHWIEAS - AMERZAS - |igle B {H : NT 24,0005/ A
e o WiGEE/ARME
= o 23 -
® ISO/EC27001HB ARRRAR S HEA M
G AR b :

(113/7/19 Risehl iR & B 41 )
® FAISO/IEC 27001:2013 X EEZERES ® [ AER{E : NT 23,0005/ A

o HRAZK - BM - BMREE

OELEED

o iBEN : BSIGE S ARRASEZERR(EMISO/IEC 27001 £ HEZHEE)

o B#f : 3 - hHBHMERHSE

e BE : BSIRRR:E - REARIMIBE - SABSIGES ATHRESE - ARKEBE -
FHANE TEHEEL IR

o AREHEELH  FTuUBBRARE - ARIRERBEFFEARYE - SEHERE
SR LREE -

2\ BHERER « PERGELREIE HE8
T CIsA WA AE Email: security@cisanet.org.tw Tel: (02)2553-3988 Ext : 816
k/ ppEmmeines st XEWBARBARE ABRIBESLLERBEZHER



https://www.cisanet.org.tw/Course/Detail/5179
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[EM]

JR{E : 24,0007T/A

BSE . 2350070/ A (FRAIMEARTEMRIRR)
PNIFHBRIEIHEEE | BREFIMA

ERES™ - 2 - ERKNSTRER

AR 1 2024-09-12

[;BENAZA / Event Deails]

ISO 27001 FEZ B AN B 2 IKBNIRE - WER LIF - BEEFR
BURTES50SEHEEYR  SEEENREZIHRAEN - ISO/IEC
27001 /% 2022 &£ 10 B 25 HIETUmE AT ARIEZE (2022 Fhk ) - AR
ERERHEN T RIRZEMEE A RO\ - WEEIE A
R FERThR 1ISO/IEC 27001:2022 1224 - DUt RIRA B E L [ EITE
BEUIRIEEFEE -

[EWEM] PEREEMNREGE

[Bt488 ) 02-2553-3988 7714 816 MEB &
security@cisanet.org.tw

[BERE] 927(h)EH "SEEELE(CERMHERME ., KE3H

IS ERSTIERIESM !
SEENSE | 113809827H(F)13 : 30~ 16 : 30(ALEALEY)

FNEEENEZRFEMSZHREIZEBDS08ZE (Ml : EmmEEC
E R {C 1318 1ER65%)
SHENADE | https://ievents.iii.org.tw/EventS.aspx?t=0&id=2581

RENMES



mailto:security@cisanet.org.tw
https://ievents.iii.org.tw/EventS.aspx?t=0&id=2581

& woertcc

EENEEE
REABSERE - RCEEERIME -
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(HER]
EEEARBHEALH
(FEpR]
ERBEEREERERNSUEEHE
BiER]
ZEARBRACEARLE

14:05~14:25
14:25~14:45

14:45~15:05

15:05~15:50 FEEERRADERR

15:50~16:00 HERBBE)mEM
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