TWCERT/ CC é‘%’f"’ é"?’ F#

2024 .7 A

-nw s L.y Y7V



€ SERMARGREREREDD
m Taiwan Computer Emergency Response Team / Coordination Center
7 F? ==

SEENAREHRERZEZHHET O NEHE TWCERT/CC)EE
UEREIEE T  HETXELBRGE  EmELRODBR - B
EEEWMIREAELZBEDES LIF  URABRELZHIGES -

i e R R R 2

i< 1= A= At

TWCERT/CC XAMFMEMZERIFEEFH - REBETTHIL -
B MNERSHARNERZIBE - WEARBRS CERT/CSIRT ~ &
74 - BEHEE - BRELE - BIREUMRAEEBEZRBEHR=S
REWERXZEVEEETRE - pTENE - EE2HMLN 4 F6 ¢

F1E - HEMS | RHTWCERT/ICCFrEm v BEZIEED © BA
BRI RS ZFEINBAAMEENSE -

28 - BNINEBRELZSH  MITBEIANIMERIERZIER - &
AHNEWZEZIFE - EToES=F - SR JsEEZE
B BB - HRBUTESEZEN - tEBREEZIN - 178
BEZME iRz mELEE  WRRREEM A EERE

o

R
P &

R

arm
il

=~

J

R IIJJH T

==
i=1

B3E - EXRMEROEE) | MHAZEM ZBANNEZ M -
AIRRENELHES EHENIE

$F4E - TVNJBAAE : TWCERT/CCACVERSEEEE (CVE
Numbering Authorities, CNA) - 175 B A SN i 12 18 2 onofm 1  SE AR R
AEE - IWESRIAARE MR a2 REEEE (Taiwan Vulnerability Note,
TVN)*FFESHCVSS 370 848.8LA EZmiE -




¢ SEBRAEAREEEEED
m Taiwan Computer Emergency Response Team / Coordination Center

NE

B #% Il
I R 3 AT = =SSR 1

OpenSSH R TH PAZREE —1{l RCE: CVE-2024-6387 ......oooeeeeeeeeeeeeeeeeeseeees et esn s 1
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sSH SOFr
S Wae

-

000 N\ 000} B2
3 Jooogrgooo] -
000) ©
3
L

OpenSSH &ttt L%k S —{E RCE
CVE-2024-6387

ot

OpenSSH #£1995 PR - E2F —REREHHITERIZ
A5 (RCE) R (regreSSHion) - S B RS & E SRR ZEIH TS
SHLAFETH - R AERFEHE SBregreSSHion -

OpenSSH 2—EIE R SSH HENFRIREEE - &R Linux P fE
A ERERREAZXRGER o ETRREZRER - LXRFREE
2024 & 5 B#EZ /S Qualys IR G H an BregreSSHion () 4R
5% : CVE-2024-6387) - Jmia @B HIRTEIEZE sshd®P - o] DIEEARAKIR
BRI EZE D root Bo#ITERER -

sshd & OpenSSH Server R ERE - HGFE T —EZ &
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LoginGraceTime - HRBENEREEE - FastE 120 ¥ - 821
RETHEREETEDRENERD - IS FERE G ssh EER
#8248 LoginGraceTime 5 EMIFE (FEER 120 ) R BB 7 &R
Al sshd MY SIGALRM 5% EE - WEMNIAZEZMIEED K
SUHETE - MINEE o] IR IERS R AR 318 i (race condition) DIE S
EEESERATESZN -

1B (race condition) B RMNZUITEN RSN - S EHITHE
B FIEENHEENERNEME RS EEE -

£ sshd EZIE SIGALRM 55 - miA olgEfB SRR F 1800 - MiE
MO BEEBURTEHAN T & -

ZKBIMTRABNREE - IEREER _EZECVE-2006-5051 FI[EIE
CVE-2006-5051 /2% 2006 fEFH Mark Dowd 2838 - fth iR Il R —i%
HMEEREERFBERNRE - IR EREE S EENRSIE -

182 RO EREBE 2020 & 10 A OpenSSH A7 8.5p1 BIE#
(commit #&5% : 752250c) - € OpenSSH #E M sshd 289 SIGALRM
5 9% & 3 K 8 sigdie) - il B H & — 17 22 =V #5 #ifdef
DO LOG SAFE_IN SIGHAND - MEtiEm 7 -

® OpenSSH IRA/NR 4.4pl EBX RAFE - 52% CVE-2006-
5051 HYEE FRIE T

® 4.4pl <= OpenSSH hRA < 85pl WHESIFAFZE - EHH
CVE-2006-5051 &7 #ifdef DO_LOG_SAFE_IN_SIGHAND

® 8.5pl<=0penSSH IR <9.8pl BRESGXIEBEFTE  HAH
#ifdef DO_LOG_SAFE_IN_SIGHAND E5 Nz fIER 7

Qualys IR ABEHERREZERAK - BEEERWEMINL
AR5 MR ER L - FITREER 1 BRI RIN—RIEW
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FWEE -
Wt 3E A B F e A B A9 1E £ Z 4 ORI RS - LA ubuntu-6.06.1-

server-i386.iso =& Ubuntu ARZASHIER - SFHERIIKEB—RANEFEE 1 ~
2 X - 1 debian-12.5.0-i386-DVD-1.iso (32 B A Debian Z2EhR) -
W EMIN—RANUEE 6~ 8 /I

BRIt IS A B4 Shodan 1 Censys 1 = H R B EITIRE - B
B33 1400 SR OpenSSH Server RETE AL L -

M Qualys IR AERNREEFE 70 E1{& OpenSSH Server [E1E
S WEBAIANEE -

2R ENRIZRA
® OpenSSH ARZAS < 4.4p1
® 8.5pl <= OpenSSHARZ < 9.8p1
STBREWNE  EZRERE
® JT#R OpenSSH Z&FTHIARZA 9.8pl RIEE LETmE

® UNREIFREEEF OpenSSH -+ BITILIE 24 sshd ROEE]
LoginGraceTime - ##HEHER 0 - WO gEEE X MHENR
BB

o ERKIR :
1. regreSSHion: RCE in OpenSSH's server, on glibc-based Linux
systems (CVE-2024-6387)



https://www.qualys.com/2024/07/01/cve-2024-6387/regresshion.txt
https://www.qualys.com/2024/07/01/cve-2024-6387/regresshion.txt
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2.1.1 MBI TENEBZEHRASER : IPLC (FRAEE RIS

BRI T I BB Z MR A £ : LLPLC
ERBE DML
ot
2024 F7THSHBZEHEZAE Solar WAKEEFEE F /0
(4RAYS)EZ A EBE A S=EAPT A& : Lifting Zmiy ¥z
HTBUG AR A EET — RIIN N ETEE) -

WEEEENRER 2023 F£ 9 BE 2024 & 6 A3 44 IR
SHELT - BERBZEN LTI B (LA S Tekon-Avtomatika B D]
2 = (b # #5125l 23 (Programmable Logic Controller - PLC) &&f& + Bia%
%5 KUN-IP8 - W TEER s EBRZE 4R, - EMUUEREEMBE - of
RABEDMBIRZEEZBERZEITEE - Linux A Windows #8195
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BER -
LREEZENRELUTRE - BEARKZRSZEE R 1 (Operation
Technology, OT) A I IL B 2 & @ A 1R & &l ® £ (Informatiom
Technology, IT) MBI - EMBER0TIRIE - MARNKE
BB BAROTIRIER - BITEIT - IbREENREERPLCE
HWIER 7 TERN/EEEN -

EZ ABJose Bertin E2022F 3B AR IEH GEAREFEAFER &
SEEERENPLCEE  MELEREEMNSH AR Tekon-
Avtomatika ABIMEB S #IL E - BEZ A SIBEEIMRERESE
BERRE  BINBAVRELAEN - MAPTALZ Lifting Zmiy BIF!
RELEMARPLCEE - Wi EFRPAEIL - LHSh - SLEPLEIL
IPROHt FERS & Starlink Services LLC - H & SpaceX B9 —{E [ FS -
SpaceXE R R J MR ERF 2N - BZE=EBSpaceXHy Starlink
EH MRS ETH - BXmERENERIP - DUREY)IE U & 18R]
o BERERH AR LDAERMEEN N EYS -

MM ZEEZAEBEEZABHOTRIEZZHAE D -
BlackHat USA 2015 j&#% : INTERNET-FACING PLCS-A NEW BACK
ORIFICE #BlackHat Asia 2016 &7 : PLC-Blaster:A Worm Living
Solely in the PLCHEIHREIE B PLC {FAPAEILNER - IER
REEL LERELRITREEIINE PLC /F5 PAEIGBKRINE - 1
RAEBR F—EHiZMEREREIN - 8HRFS  PLC-Blaster - 12
MRAER FREMAZMNE S REN Fa(—EREEINER) -
WEHMEHTUFIFFAFRZEPLCERE - BSR4 S7-1200 - IRAERE
ZRHEEENBAZPLC - FPLCERMRAITHSIERETS -

LRAREEMENABE L - BEITZEELXHEFZLEHMI
APLCZ BRI EE 1 Baseline’RIBEHIEZERE - WERBZEEH - £
Purdue Model BERE @ BTN LZZMEFEZZEFAN - EENER
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EHMIFIPLC Z ERVEEH - R ZPurdue Model #EELevel 2 FLevel 1
ZENAEBRE - MEVRSKEZBIRERR - KERNEER
ZPurdue ModelE HE Level 1fLevel 1 7EMEBHRE - HBELRE
EAEEPLC - FRLIEBEPLCRE LN RES BIRGHKERE - ILRMAR
RINIFHLEEE - BEES PLC fFAMETIELURBMZ2E RS
Al e

JTHA2022 FFEH T EE Z /A S]ClarotyfI Team82 MBI B 8 HH
FZE : EVILPLC ATTACK: WEAPONIZING PLCS - RAHFTHIKIE
BFENES  BEvil PLC - E2ZFHEBAF PLC FEE Lol I3TT
< e

MEABER /MU REENLE 7 KT IERB (R =B
g - MR ER A - BHER LS - Bz s - EEES LT -
REEE AT XMREERAS))HPLCERABEET G - BrRBE
PICZAREBRNHEHE WUEELELRERBNELZLS H
Stuxnet,Incontroller/Pipedream=5 - {BILtAfF5T 218 PLCER K EFE BN
Eas - BE—THEMARFGFRE - #AFEENEH - (BEHR
EENNBFEEZERFREIN -

REERR - BEHH TENEZEZAZSEERGEEEPLC . H—
MENNBIZHZZBRBITAK 7 EBENKNEZOTIRIE -

Mt B ETHR S Z I RRIBEEMUPLCH A ARIHE, - WEHM
Bil&4 - At - FOTIRIERE L - FEEBREHESEPLCEEW
Bl EARtUHEENEFREB K - BRTA AR E (Human-
Machine Interface, HMN)ERTILLER PLC f#zERE - £ MIEM PLC B A
BEREENOEY  tERSRREHMOTEHE  EMEGFEEEHR
THEEE Y PLC B A -

o ERIR :
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1. https://rt-solar.ru/solar-4rays/blog/4506/

2. https://rt-solar.ru/events/news/4509/

3. https://claroty.com/team82/research/white-papers/evil-plc-attack-
weaponizing-plcs

4. https://www.blackhat.com/docs/asia-16/materials/asia-16-
Spenneberg-PLC-Blaster-A-Worm-Living-Sole



https://rt-solar.ru/solar-4rays/blog/4506/
https://rt-solar.ru/events/news/4509/
https://claroty.com/team82/research/white-papers/evil-plc-attack-weaponizing-plcs
https://claroty.com/team82/research/white-papers/evil-plc-attack-weaponizing-plcs
https://www.blackhat.com/docs/asia-16/materials/asia-16-Spenneberg-PLC-Blaster-A-Worm-Living-Solely-In-The-PLC-wp.pdf
https://www.blackhat.com/docs/asia-16/materials/asia-16-Spenneberg-PLC-Blaster-A-Worm-Living-Solely-In-The-PLC-wp.pdf
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2.2 BELEE
2.2.1 B Golang BYE) ZEXEE Eldorado - OJiSF S INEE

Eldorado

B Golang HY&) ZER R Eldorado
AEFARE
ot
B ZEE Group-1B Threat Intelligence 2538 7 —E R GolangHy
)R B AS-Eldorado - B REEEEFISt BT ARBIBRETNE  WHE
EEFEWEREH - oJHWE VMware ESXi * Windows 1 Linux &%
18 % 48 - Eldorado & 1% %) =F & B2 B AR ¥ (Ransomware-as-a-
Service,RaaS) - MFHEENHANME B REZER - LISMBIHE
EiTROER - ERBREEREZRRINEZ IR B 22 ERNE

EERIRRED  WEEAGMRRFTWKEST D - #RENEE]
RBEABERBALUNAEERNEFED - EEHRUECHET

BERBAREBETINSEREHE  UEARBHEEERDIHITHEE
£% - Eldorado WAEBEN EEZ VL IRERBIHH T 8 RE LR 1E
RAMP + 2% %1% - EldoradoE & B E480nion BN XS
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BSBERE - 82 2024 F 6 A £IXKE27A 16 KA =32 Eldorado
WE  HP Ao MURER  IRENTEEERETE  #E - &
ElTE - BERBNMEEES -

57 ZIEBFETIIEE - Eldorado £ Golang B2 ESHE - &
H 2 2 ol £ Windows EZLinuxA32bit K& 64bit 2 A 31T - thEh RENEE
8 A Chacha20 EE ARZEMEEZE - LIRivest Shamir Adleman-
Optimal Asymmetric Encryption Padding(RSA-OAEP)INZZ &8 - #/N
ZREREHEIERE W LA7.00000001” - WE "XXHE M TEH
MEFDETRES "HOW_RETURN_YOUR _DATA.TXT 1 X F1E
X HHRBEHREENH K EM - S5EldoradoE &8 SMB 17 E
(SMB2/3 ) A IIBHBHAEE LOXH - BENRZEEEE - £
PowerShell War< - St ABEH I 0RY 75 T0 & 2= M1 & 2% (encryptor) B il
BREzEE - DURBRAHBNIZPVREN - SETTE Z 4t o fil BrwindowsHY
b2 & 2 H(shadow copy) B ER - It R EEBINE B ILEFIEREK
MEWNESE -

HENS  BECENABRLETEHAEHRS  BABHER
ARSI BB RNETBEF SR - Group-I1B BE I FEHEENT

o IXZEBGMERFE ( Multi-factor authentication,MFA )

® Z E In ¥ =2 8 A = B ( Endpoint Detection and
Response,EDR ) - DI BN Bl E) RERES R B BN 2R

EHRETERMED

ERAAIEZETRIREIAR
EHEHAJWATLZEMER

A BN - DB E TR 485 B2 (M s R B H)
BEHH ARETRINEZEZ 2 HEE
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o ZAWER  SREXWHH

Group-1B 583 + RN BRERBELZE TFPRISEEMEE -
LU L3S L5 A R S B9 B B P ZRAV AL R

o ERIKIR :
1. Eldorado Ransomware: The New Golden Empire of Cybercrime?
2. New Eldorado ransomware targets Windows, VMware ESXi VMs
3. New Eldorado Ransomware Targets Multiple Sectors with Advanced
Customization



https://www.group-ib.com/blog/eldorado-ransomware/
https://www.bleepingcomputer.com/news/security/new-eldorado-ransomware-targets-windows-vmware-esxi-vms/
https://www.varutra.com/ctp/threatpost/postDetails/New-Eldorado-Ransomware-Targets-Multiple-Sectors-with-Advanced-Customization/SWpVc2JrOVRZa3RIc1JBNjNBaUM0QT09/
https://www.varutra.com/ctp/threatpost/postDetails/New-Eldorado-Ransomware-Targets-Multiple-Sectors-with-Advanced-Customization/SWpVc2JrOVRZa3RIc1JBNjNBaUM0QT09/
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2.3 BIElE R M E LBl
2.3.1 GeoServer j@ARY : BAREMIEMAE SN EARESANERIE

GeoServer iFAEEY : RiRMMIEUESNE
AR 28 = 2l T 28 [3) P

ot

21 H 2K AR R 38 1 B & 3718 IR 28 GeoServer # 55 17
FEBREMNZERIE ( CVE-2024-36401 ) - :Zm AR GeoServer &
EXPathFRERANWAR - FERKEMNRENZRRNBEEDFAE
ERBESEENEARE EHTERNKE - EMENRGEREER -
MR BIRARENARETHE  EREREERTHUEN -

GeoServer@ — BRI HMMIET B EM GRS - AFBRPERE
128 A A 3h 3 2= ) Bt B8 (Open Geospatial Consortium,OGC)ZXE B NE
i IB ZE I EIE - GeoServeriWINEE @ A HEE - BIZEANREUS -
EZEMBTEE -
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CVE-2024-36401 % &% & GeoServer B2 GeoTools K =, B AP1 2 [&]
SEBFEZENAS - GeoServer £ F1E yo Z 2 8 [ 4 % 1 45 commons-
jxpathEA NERFEALEZIRIE - RFREEMNEFENNEZTA
FFRAIXPathZRET, - SO TERREINE - XPathZ2— &AM
EXMLY B IEIZENFRVFES - GeoServerfE AR commons-jxpath |
VE - FFEJavatt FE FXPathFRIET - BLER T4 S fEGeoServer
O PIEFMEENSHMIEEEHEE - BEABESIATEENESE
BB - GeoServerth XPathZ=iZE N MAVER TR - RAEZEAR
ERREERMNERENEIE )W XPath FiEIVFEE @ IREER
i FE A B B EEE - B FTA GeoServer Efl &= 2 E(ERT
E/JE/éﬂﬂ °

FEGeoServerd® - WFS(Web Feature Service):@OGCIE % #Y—E1Z
¥ ARTE Web EHE=MIBTERENNEE(CRE - EAFERE
3B Web IRESHNEEUIERENBMEN - EIRES - WFS
SUBENRAREN—EBALOR - WEE U BERFEKER
A o WFSIHEE & B WFS GetFeature © WFS GetPropertyValue *
WMS GetMap * WMS GetFeaturelnfo ~ WMS GetlLegendGraphic #
WPS Execute HIEFERE - KBS MNEENERREHAE IR BHEN
i A N B FEFEEZAY GeoServer P #1173z ImI2 A5 (RCE) °

BB IR E - GeoServer X GetToolsT2ZRIARAI T

GeoServer
*GeoServer< 2.23.6
*2.24.0 <= GeoServer < 2.24.4
*2.25.0 <= GeoServer <2.25.2
GeoTools
*GeoTools<29.6

31.0 <= GeoTools < 31.2 B EHIT
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*30.0 <= GeoTools <30.4
A 1 BERCVE-2024-36401)% al F5 2k RO @l b - ol ik R4l A

GeoServerAGeoTools :

o ffl BR gt-complex-x.y.jar #& 38 : %€ GeoServer o fll Bx ot-
complex-x.y.jar #&28 - Ho x.y 4 GeoTools fRA (B0 - AR
21T GeoServer 2.25.1 - RIffIBR gt-complex-31.1.jar) < L5755
B O 12 HER IS (R7E - (BOJREE &2 Z GeoServer U LETARE -

CEHMRFEN IAR X . BERASER  AEIMUR
GeoServer MM EHE ME T ERAR gt-app-schema - gt-
complex #J gt-xsd-core JAR 1&2 - NHEERE  REHEH

FRAE M SRER ft R g4 1 D Y ©

o ERIKR :
1. https://nvd.nist.gov/vuln/detail/CVE-2024-36401
2. https://cve.mitre.org/cgi-bin/cvename.cqi?name=CVE-2024-36401
3. https://github.com/vulhub/vulhub/blob/master/geoserver/ CVE-2024-
36401/README.md
4. https://github.com/geoserver/geoserver/security/advisories/ GHSA-
6jj6-gm7p-fcvv
5. https://geoserver.org/announcements/vulnerability/2024/06/18/geoserv
er-2-25-2-released.html



https://nvd.nist.gov/vuln/detail/CVE-2024-36401
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-36401
https://github.com/vulhub/vulhub/blob/master/geoserver/CVE-2024-36401/README.md
https://github.com/vulhub/vulhub/blob/master/geoserver/CVE-2024-36401/README.md
https://github.com/geoserver/geoserver/security/advisories/GHSA-6jj6-gm7p-fcvv
https://github.com/geoserver/geoserver/security/advisories/GHSA-6jj6-gm7p-fcvv
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2.3.2 KEWindowsHIREBEHKER - EZ /2 SICrowdStrike 2SS E 12

KEWindowsHIREEEKER - BEX
ASCrowdStrikeZSEHEMIEN
ot

2024E7ﬁ 19 H & % /2 5] CrowdStrikedJFalcon Sensor & #ii2 I
IREIPE - B IKE i Windows & i IR EE 68 = H = 1% (BSOD) AR -
EIREEMBAREEETE  2fEmELS - Bft - EHEER
IEAS A 815 - FranFalcon Sensormi G E & EI24E - RIS REFEE
BHAREWindowsE N ZHBRIEZ X 2| EE T8 - CrowdStrike 2
HENRBLE LT HintPIEZEERASRERAFRERMNVER
FERAPE A EEFERAER

Jtl:%’?%#%'zEEIE’\\CrowdstrikeEl’\JFalcon‘ ‘R TRPERIE RS
€ EHELRZEMNELERAWindows 2L KEEFFE © 572
TERBEWindowsENE B EMNE - W ATERMEAEZR
S2HER HREBEKX  FE2XNFERERKHEEEERETE
BERE - HAX - [NEMEBEEANDIRALUDE - £8E - &
ZRAMUBENERORE FEE  ZRIRT - BEEBEARRA
SAESHRERMOLIBEARFALEENF - SioBBHFEREE
SR PEBBRLN -
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CrowdStrike TE 32 IR I RER RIEME T E - B 7 IBHRELAKR
FERIR - Z PR EASHBINE  BENREZFEEFalcon
SensorE M iE TR DR EFTE - CrowdStrike 2 A& il bR £5 5 B#T
BEWEN FEREN AP EBELSRILERNTREERSR
(M 2ZHEEER) -

LESh - MEREt I ERA R IRE2EEB RN - 2RlE ")t
WIinPEEE/R ; & "HRELZEENER, - HEEWR "EWInPEEIR, -
O URRWEFEERZRG  ARE2LRAEEENER  BER%CSE
#BBitLockersiEE = AR MER - FABRIMBRNABEEBERE
BRI 2M - HEE "TRLE2BENER, - AFERAARMMEIEEER
NERAEBEARETEE TEIRNE  EEEBZAEHL NEE
Zx ZMMicrosoft Recovery Tool - #5348 T B HpowershellTE 2 ZE 17
USBRARR -

ZIKEMRHL AR AT Gartner 35 - BHEBAFEEILREH

2eE DZEMNABERE  NEFEIEGTRNEE - DB
RIRBUISHREE - Gartner BIREBZTXBERELSHNIESE
gt - ELEURERNAHBEIEE/mW D

® I/ENEREVTE) (B—F LX) :

[SHEZHEEHKERE]
1. BAEKHEERR  HHSHEWHEERE
2. BEBUNGCHEBBAMATZEBEGRA
3. BREEMNRUBERER _RAKKE
4. BERBHEEBEKUILIEEREZRIER®
5. EIKEFIREBEKETARSNZRERAR G
6. EXZTEEBRSHAEIENMEHNES
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[ T1E18 )
1. ZITEXZAEENERAEZHRERE
2. BUNERE - N EEETHELRE
TlEF
3. NAEBEEEETEHALEEAARNRRAE
4, HRBENME  HlHNTEF A E B CrowdStrike
o HATE) (F1F2B )
[FHEFEELE]

1. #sOoC EBx—EmRERER - MIRERAZIRKE

3

ErE

W

<

il

2. SHEBEEBONNER  —FANWEENZEZER

3. BREFEEEEREXRERNN - WRHERHEEEN

IRIE
4. EEFInmRELBEMBBHRERELTAE - "D
XSS
5. oZE@AWmIETHI - LUREETRED MBI
o RHITTH (F8E£128)
[FHEFERE]
1. EMERATDERENREERERRAITALS - BIFEA]
< EERF

2. MBWEMERER WRBFZEF G EETE
SHRERBEAKEERNGEEES

3. MREAREIAEENISEAGERAR
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4. CrowdStrike RUfF S A58 ¥ EOERENMERMENY - &
FEUTHEMRREER

5. BiEZEZEmAHENTE  BEEGENTBRLUNER
AR

o ERIKIR :

1. https://www.crowdstrike.com/blog/falcon-update-for-windows-hosts-
technical-details/

2. https://www.crowdstrike.com/blog/statement-on-falcon-content-
update-for-windows-hosts/

3. https://techcommunity.microsoft.com/t5/intune-customer-success/new-
recovery-tool-to-help-with-crowds

4. https://www.cityam.com/a-blue-screen-of-death-loop-how-a-
crowdstrike-update-crashed-microsoft-system

5. https://www.linkedin.com/pulse/ode-outage-jen-easterly-
2dcse?utm_source=share&utm medium=member _ios&utm campaign
=share via

6. https://www.youtube.com/watch?v=Bn5eRUaMZXk&ab channel=Cr
owdStrike



https://www.crowdstrike.com/blog/falcon-update-for-windows-hosts-technical-details/
https://www.crowdstrike.com/blog/falcon-update-for-windows-hosts-technical-details/
https://www.crowdstrike.com/blog/statement-on-falcon-content-update-for-windows-hosts/
https://www.crowdstrike.com/blog/statement-on-falcon-content-update-for-windows-hosts/
https://techcommunity.microsoft.com/t5/intune-customer-success/new-recovery-tool-to-help-with-crowdstrike-issue-impacting/ba-p/4196959
https://techcommunity.microsoft.com/t5/intune-customer-success/new-recovery-tool-to-help-with-crowdstrike-issue-impacting/ba-p/4196959
https://www.cityam.com/a-blue-screen-of-death-loop-how-a-crowdstrike-update-crashed-microsoft-systems-around-the-world/
https://www.cityam.com/a-blue-screen-of-death-loop-how-a-crowdstrike-update-crashed-microsoft-systems-around-the-world/
https://www.linkedin.com/pulse/ode-outage-jen-easterly-2dcse?utm_source=share&utm_medium=member_ios&utm_campaign=share_via
https://www.linkedin.com/pulse/ode-outage-jen-easterly-2dcse?utm_source=share&utm_medium=member_ios&utm_campaign=share_via
https://www.linkedin.com/pulse/ode-outage-jen-easterly-2dcse?utm_source=share&utm_medium=member_ios&utm_campaign=share_via
https://www.youtube.com/watch?v=Bn5eRUaMZXk&ab_channel=CrowdStrike
https://www.youtube.com/watch?v=Bn5eRUaMZXk&ab_channel=CrowdStrike
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24.1 AlERBEBRIZOIAEEE 2 AIGEEE
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MFERAITBEERFRER R  FERBNEIKEEBMZR -
HChatGPT/R2022F K MR - EMEEZIKEE - BWKEB/ALE
B7—IHBEAREW - BERERIVAIEEE BRI 17BN TR SR M
R - AEREA LIFNRERITIEE -

AlFREERBE 2B REERAEB AAS L BEHEE XX FHR
AIRER - LB LUERBWEN B IR ZER - WoJsed KIER
BEZERE - B AIBGCERBERBRERELINRTEL 24
X OUESNEREERVER ANEIBEREZERE - BRIRR
AIRER ZMERYE S ENERHNNEIEAFEZES
R B EMGERFBETILERBITER -

ERAIZGZEARER - BRERRTBE|ABERNARSEN - B
ARRNARERBABZVERMEBERE  FRHREEERUGEEY
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&
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MWERARATTEEEERET

IE4h - AERBERRT TR EAPPHEIRERELZHEIES -
ARG ERFZ MR B EEMREEZR - THRLIRMBLUEZ5E
B BICERAIEBGEERSER - FTERREEZEERERFE 2 ATE
= AESBEEEER -

et ¥ ARME RIS IR AR DA Z AIBGE A ARTS - Bl
FERQEHNBENMEIREZESLZE  WAZERZGHRK - I
VBRIEHEEZBAEERANUEEEZREIE[HE - DR
FEA  BRBEERN REESMERKUVEBERZES - BN
RIFPRAAIBEZERT - o222 " 1THKFIEHKE (18 ) &
AERIAIZZES(ER)) - MBEEoETRZEEERR -

o ERIKIR
1. TR KB (B RERT Al 2E155]



https://www.ey.gov.tw/Page/448DE008087A1971/40c1a925-121d-4b6b-8f40-7e9e1a5401f2
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2.5 BIERSmIAE R
2.5.1 Linux kernel ZFES A& Z £ FE

CVE #R3E ||CVE-2022-2586

SEEM |Linux FE&8

ELCEERBELDEHET - AT
https://lore.kernel.org/netfilter-

devel/20220809170148.164591-1-
cascardo@canonical.com/T/

EEH Linux WIFERARS - B A NGESEYHRERE
AE - UIMNIRERFELZRFZETRRA
BEIRHEIE  |Ubuntu | https://ubuntu.com/security/CVE-2022-2586

Debian | https://security-tracker.debian.org/tracker/CVE-
2022-2586

Red Hat | https://access.redhat.com/errata/ RHSA-2024:0724

Fefora | https://lists.fedoraproject.org/archives/list/package-

announce%?40lists.fedoraproject.org/message/DUQOKTPH7LF
K5E2J3173LHDSUS2357P3U/

o A :
3R AB 23R Linux kernel 22 nft BRI ZR(NF_Tables)F T Bis N &
EFRE(Use After Free)®mia(CVE-2022-2586) - S HUS — A% 1R 2 <
HWirNEZUNRELLRERERAZEEEHER - ZRASEREFNA -
A R I E TS

B SBR[ £ .
0 ==,

Linux kernel 5.19.17(&) B AR A&

o ERIR :



https://lore.kernel.org/netfilter-devel/20220809170148.164591-1-cascardo@canonical.com/T/
https://lore.kernel.org/netfilter-devel/20220809170148.164591-1-cascardo@canonical.com/T/
https://lore.kernel.org/netfilter-devel/20220809170148.164591-1-cascardo@canonical.com/T/
https://ubuntu.com/security/CVE-2022-2586
https://security-tracker.debian.org/tracker/CVE-2022-2586
https://security-tracker.debian.org/tracker/CVE-2022-2586
https://access.redhat.com/errata/RHSA-2024:0724
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/DUQKTPH7LFK5E2J3I73LHDSUS2357P3U/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/DUQKTPH7LFK5E2J3I73LHDSUS2357P3U/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/DUQKTPH7LFK5E2J3I73LHDSUS2357P3U/
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https://nvd.nist.gov/vuln/detail/CVE-2022-2586
https://ubuntu.com/security/CVE-2022-2586
https://security-tracker.debian.org/tracker/CVE-2022-2586
https://access.redhat.com/errata/RHSA-2024:0724
https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/DUQKTPH7LFK5E2J317
3LHDSUS2357P3U/

Ok whE



https://nvd.nist.gov/vuln/detail/CVE-2022-2586
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DUQKTPH7LFK5E2J3I73LHDSUS2357P3U/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DUQKTPH7LFK5E2J3I73LHDSUS2357P3U/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DUQKTPH7LFK5E2J3I73LHDSUS2357P3U/
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2.5.2 OpenSSHEEZESE L2 RE

CVE #R35E ||CVE-2024-6387

& Em |OpenSSH

BRIRHEE |FEFHAR OpenSSH £ 9.8p1(&) M ERRA -

o A :
TR ABE IR OpenSSH 77 7E 5t = 1% £ (Race Condition) & i@ (CVE-
2024-6387) - ARG DA 2 RHNEEZ N B RERTER
BRI - ZRAEERENR  BRRERETER -

Bl YBR[ £ .
0 =144. .

OpenSSH 8.5p1 £ 9.7pl A&

o ERIKR:
1. https://nvd.nist.gov/vuln/detail/ CVE-2024-6387

2. https://www.openssh.com/txt/release-9.8
3. https://www.ithome.com.tw/news/163737



https://nvd.nist.gov/vuln/detail/CVE-2024-6387
https://www.openssh.com/txt/release-9.8
https://www.ithome.com.tw/news/163737
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2.5.3 GeoServerFES EEZZ R

CVE #&3E ||CVE-2024-36401

S EM  IGeoServer

ELCHERAIELEBEEN  BESEELMBETE
BERWE |z @
https://github.com/advisories/ GHSA-6]j6-gm7p-fcvv

o AR :
MR AEZEIR GeoServer FEZIVAEE A (Code Injection)ifmfE (CVE-
2024-36401) - KRG DRl 2 Ein I EE AR REZERRRNITE
BRI - ZRE 2 ZRERE(PoC) B AR - FBRERERIETE
e

Bl YBR[/ £ .
® =TE4DT

> Geoserver 2.23.6(-F =) AR AR A
> Geoserver 2.24.0 & 2.24.4(R )R
> Geoserver 2.25.0 & 2.25.2(-FR2)iRA&

o ERIKIR:
1. https://qithub.com/advisories/GHSA-6}i6-gm7p-fcvv



https://github.com/advisories/GHSA-6jj6-gm7p-fcvv

@ AMBAR AR E HED D
m Taiwan Computer Emergency Response Team / Coordination Center

CVE #m3% ||CVE-2022-24816

HEEM |IGeoServer

BN CHEREELIEEEN -

BRSREE ([T AR
https://github.com/geosolutions-it/jai-
ext/security/advisories/ GHSA-v92f-jx6p-73rx

TRR#EETE

Tl
W
it
ijils

® ABIMMA :
MR ABEIRTE GeoServer ZFIRZEZR JAI-EXT & - H jt-jiffle EX
FIERZ IV E A (Code Injection) )@ (CVE-2022-24816) - K& 5 7 i
AlZEENEEZEINALREIERRTERRERS - ZREEE%
ZAA  BERERERLETEE -

Bl YBR[/ £ .
® =TE4T

jt-jiffle B4 1.1.22(-F =) ARThRAS

o ERIKR :
1. https://nvd.nist.gov/vuln/detail/CVE-2022-24816
2. https://github.com/geosolutions-it/jai-ext/security/advisories/ GHSA-
v92f-jx6p-73rx
3. https://github.com/geosolutions-it/jai-
ext/commit/cb1d6565d38954676b0a366da4f965fef38dalch



https://nvd.nist.gov/vuln/detail/CVE-2022-24816
https://github.com/geosolutions-it/jai-ext/security/advisories/GHSA-v92f-jx6p-73rx
https://github.com/geosolutions-it/jai-ext/security/advisories/GHSA-v92f-jx6p-73rx
https://github.com/geosolutions-it/jai-ext/commit/cb1d6565d38954676b0a366da4f965fef38da1cb
https://github.com/geosolutions-it/jai-ext/commit/cb1d6565d38954676b0a366da4f965fef38da1cb
https://github.com/geosolutions-it/jai-ext/security/advisories/GHSA-v92f-jx6p-73rx
https://github.com/geosolutions-it/jai-ext/security/advisories/GHSA-v92f-jx6p-73rx
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2.5.5 Microsoft Windows MSHTML PlatformZ&E S B gL EFE

CVE #m5% |CVE-2024-38112

HEEM  IWindows

ELCHEROELEESERM F2ZEHMmBETE

BRREE |7 AEILA R
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-
2024-38112

® ANAEGRA :
7S A E 238 Microsoft Windows MSHTML Platform ZEZIHHITIE
=\ 1 (Remote Code Execution) )l (CVE-2024-38112) - nnFF RGN
A ZERNEBESRREAE THEEEER - MALRERITE
22N - ZWRECERENR  FEREIWETER -

B4R L .
0 ==,

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems
Windows 11 version 21H2 for x64-based Systems
Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems

VVVVVVVYVVVVVVVVYY ]



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38112
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38112
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Windows 11 Version 23H2 for ARMG64-based Systems
Windows 11 Version 23H2 for x64-based Systems

Windows Server 2008 for 32-bit Systems Service Pack 2
Windows Server 2008 for 32-bit Systems Service Pack 2 (Server
Core installation)

Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for x64-based Systems Service Pack 2
(Server Core installation)

Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)

Windows Server 2016

Windows Server 2016 (Server Core installation)

Windows Server 2019

Windows Server 2019 (Server Core installation)

Windows Server 2022

Windows Server 2022 (Server Core installation)

Windows Server 2022, 23H2 Edition (Server Core installation)

VVVVVVVVY VYV VVVY

o ERKIR
1. https://nvd.nist.gov/vuln/detail/CVE-2024-38112
2. https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2024-
38112
3. https://www.trendmicro.com/en us/research/24/g/CVE-2024-38112-
void-banshee.html



https://nvd.nist.gov/vuln/detail/CVE-2024-38112
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38112
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38112
https://www.trendmicro.com/en_us/research/24/g/CVE-2024-38112-void-banshee.html
https://www.trendmicro.com/en_us/research/24/g/CVE-2024-38112-void-banshee.html
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2.5.6 Cisco BRI EEZ 2 RE (Secure Email Gateway)F1E & & I 2 2 %)

CVE #m3% | CVE-2024-20401

=2 Em |Cisco Secure Email Gateway
BREEMEMEGETLUER - W BAEMENNE
FRRMEE  ||BEFENE - 55 3T Content Scanner Tools 2 23.3.0.4823 ()
2B -

® NAEMMA :
Cisco Secure Email Gateway FEEERER ARG - ZmiHERFHR
XU EABTBIENGER - ASRIEFEEHMEEN - Z B8
REFARKLEBABENERNESE  EHFTETARHEMENEEEGAE
BRiE - EMATIBEA root #EIRMERE - BilEREHARE - MITHE
BRERNE  NESFENEE LEAKAPERTS (DoS) -

B2 %83 A NN
0 =10

EF AEH(incoming mail) i ESF - BRI KRB BIBINEE
i + ¥ Content Scanner Tools ARZAR{EAS 23.3.0.4823(4A =)

o ERIKIE :
1. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-esa-afw-bGG2U
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2.5.7 Cisco BRISSM On-PremEZES B IEZERE

CVE #&3E |(ICVE-2024-20419

=2 Em |(Cisco Smart Software Manager On-Prem

BRICEHEHMUEETLUER - B BEHMENNE
BRME  |BEFENE - 3 Cisco Smart Software Manager On-Prem £
Versions 8-202212 (&) Z# A -

® ANAMHA :
Smart Software Manager On-Prem 7% 7£ Password Change /&)@ @ 5% /%)@
OERTAKLBENERNEBEZEETAERENEN - 61B5ES
EIEERERE -
ZEMEAREENEFEEASEN - WEBEOLERAOZEE
RIS S8 X T B HTTP KAz 99 %8s - AIIAIH=ZRia ol e
PR BE LR EEAENEIRZE Web Ul 20 API

o HETE:
Cisco Smart Software Manager On-Prem 8-202206 () Z BT AR 2~
o ERIKIR :

1. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityA
dvisory/cisco-sa-cssm-auth-sLw



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cssm-auth-sLw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cssm-auth-sLw
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£ 3T - EXMEEEE

[[REZMIRIZEEEZ S H] 2024-03-26 ~ 2024-09-30 AAERIERL 24

RERTE — ¥ — 4R L #tmAs

SEENE | 2024-03-26 ~ 2024-09-30

EENMEL | R ETEE

JEENAENE | https://www.cisanet.org.tw/Course/Detail/5286

Fﬁﬂ!ﬂ%ﬁ!ﬁl
—H—iR LB
7

@D 2
E113435 1182113495308 g )
SE— = F13:30-14:00 &

[;EENAS / Event Deails]

SEEE %Z*“E’\\ 2024 % 10 B 12 HE] & "#MABEHEEEREABERESR
THESIEWE )  EEEARTIGEELEHERRBEEWNS

HY B B8 BAREER SRR ELEHERE  E2E

To £ 200 BT T SR |

HHMEMREEZBERE (MUK EHEEEEAAERNERZE#

EEEMNE)  BUEEEERLIHESIENE  HEZBRMEL

REEERBLN - BEAR - SGEEEE -

({5 8El] BMEENAMUEEE

[EWEM] MEZEAENILERES

[#1TEM] PERBEMNREGSE

[HE488 [ ) 02-2553-3988 7314 816 ME B
security@cisanet.org.tw



https://www.cisanet.org.tw/Course/Detail/5286
mailto:security@cisanet.org.tw
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[EZEPz] 8/6 LinuxiEEEIE(EER)
yEENASE | 2024-08-06 09:00 ~ 17:00

hERBESENNEGE-AENRAEZEDIIAEEE (AlthmPLUES
LLI1EE&3ER22-1 5 FEk T K12 542 C&E )
EENAENLE | https://www.cisanet.org.tw/Course/Detail/5265

EENHNES

A
oz o N N
Zigca= st {
Linux

b e

sEanmE (B
JR2{& : NT 8,40070/ A

ESE : NT 7,60070/ A (R —E BRI Z)

MIBEEE : NT 6,80070/ A

BEREM - 2 - E¥ R TRER

[;EENAZ / Event Deails]

RLinuxZ2 AR ZHM - Linux{FERA EWEZ I B ESEZERT
BRAR - AR IR AL E RS REMHEIARE DUR RS - BLEER -
Linux =R AZ R ARESRMMANEE - SHELinuxRFEKOR
BEWEELASE -

AEEEEBBAERLNnUxARZEZNIER  FEEREREIHEH
LinuxZ# ol BESE BRI INEE - RAHEA T BEETESEE - LUEE
Linux{EZE &4 2 B8R IERE ] - WEEBLINnUXFERARNELH

2B BEAZE
ZRetix -



https://www.cisanet.org.tw/Course/Detail/5265
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[EWEM] PERBEENIEHE
[B48% 0O ] 02-2553-3988 771 816 M EE security@cisanet.org.tw
[#=Z[#LE ] 2024-07-30
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[ ELE[R-BRBBYT] 8/15-8/16 * 8/21-8/23 ISO/IEC 27001:2022 =3:H

ZEEIE L4 CQI & IRCA TEREZEIIFRRE
ERENESRE | 2024/8/15-8/16 ~ 8/21-8/23 09:00-18:30

hERBEENNERE-KERAZEDIIATEZE (AP LES
LL1EE83ER22-1 5% HE& T K12 542 CI& )

SEENAEIL | https://www.cisanet.org.tw/Course/Detail/5177

EENHhRA

\/\/k

aso EH| R3E IR ﬁ%;ggs( |
SO 27001:2022

e ARRSEERM
L EERERIRRE

LS (BRE]

JRf& : NT 56,00075/ A
B E{E : NT 53,0007/ A (FREI— B B TR A)
PIEHERAIARERRM/RITEE  FREEPEA
BEREM - 28 - BE¥RTRER

[;EENAS / Event Deails]
R EER O ISO/IEC 27001 2—ELXBHNEMLEEIEES -
O EMABAVEENREENEE - NELERAERAREAL
ELEH L ZERNEZEE AT  BAREFEHEAIP  H
BELEEBFALTBEINRIR |
[EWEM] PERBEENTEHE
[B48 8] 02-2553-3988 7)1 816 MEE  security@cisanet.org.tw
[#i=Z&LE] 2024-08-08



https://www.cisanet.org.tw/Course/Detail/5177
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[ELER-BFEBEY ] 9/2 BS 10012:2017+A1:2018 A ZEN SR 24

E n%*EE
JEENASE | 2024-09-02 09:00 ~ 2024-09-02 17:00

hERERAREHE- ARPAZEDIATHE (AHPLED
LLIAE B3R 22- 155 #ia% T A2 518 CI&E )

SEENAEIL | https://www.cisanet.org.tw/Course/Detail/5303

B%Eﬁl\\\ ijfl&—_ﬂ(

BS 10012:2017+A1:2018
/Ak :/H J:HI thji‘!‘fd\ I ﬁ

PEERR ca

EENHhRA

3
[oH

ﬂLlllﬂ'

M

*
E

[EA]
JR{E : 8,5007T/ A
ESE . NT 84507t/ A(FFRBMEARETHRBEARME)
NHEE  BaEAR

BEREM - M - BE¥ R TRE R

[;EENAZ / Event Deails]

TFELHEZREAENEE A4 (PIMS) WREAFIFRE - BEIK
HRE FREAENNEEY  EIEFENAMTRR BN EE
BEEEEZRF  KERNELZREK - HERRERAKSEEAY
B IERERIFE - W HEE BB A ER IR =B EEIRFERE
RIEEREMREE EZHE -

[EWEM] PERBEENIEHE

[ B48% 0] 02-2553-3988 314 816 MAEE  security@cisanet.org.tw
[(#=Z&ELE] 2024-08-26

LS



https://www.cisanet.org.tw/Course/Detail/5303
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[ ELEPR-BPRZEHT] 9/19-9/20 ISO/IEC 2700120228 22 B %A

# EEE%RE "B, IRRE (ZH)
JEENESRE | 2024-09-19 09:00 ~ 2024-09-20 17:00

PEREENINEFE-AERAZEDIIAEEE (AlthPLUES
LLIEBE3ER22- 15k e T K12 548 CIE )
SEENAIE | https://www.cisanet.org.tw/Course/Detail/5179

EENHhRA

PERBERRBR Ao

[ 1SO/IEC 27001:2022F & 2SI 2 4
\  EWIERE R SRR )

\

& A
-

3 ISO/IEC 27001782022 108325 B IE X A ¥ AR RXE ( 2022 RR ) -
s HLPAEE - HEMEED - AHSHAOISOBNSHNER - MR
IS0 EREHEMNERETTHFSMERER -
e

IERE2 RS HEMBISO/IEC 27001: 201 3F HBEE - #RHEH & A
FALAE ST AE - DUBEN R BAEA MAYRA B R AR IR AEDEZ - MIRE
SE - SHBSIEERER RS S ASRFHRES -

Ome=: )
E113$9E195(:) ~ 11398208 (=)
09:00~17:00 - #&—H

PEREEARE RS- ABDMAE DOLAEHRE
-]
(&l P L3EEE = FR22-15% MER T AHESF Cla )

LS

@an)

° AMRZEEAR - WEHAS - WRHE  ® B fA : NT24,0005/A
i o WiHE E/AREE :

= -3
o ISO/EC27001HEAHRRMRSIEA iﬁ%—j&ﬁmﬁ
L e il (113/7/19 RiIFSAUR B R M )

® FHISO/IEC 27001:2013F B HEESR ® [ AB3E{ : NT 23,0007/ A
o AW - HM RBREBE

ME R

© (& : BSIGE S AT WSS ZEEMRR(BMISO/IEC 27001 TR EER)
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_—EERR EFANEEEEZ4 - Broken Access Control

TVN/CVE ID | TVN-202407003 / CVE-2024-6737
8.8 (High)

CVSS CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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EHEIBR EEEE R4 - SQL injection

TVN/CVEID TVN-202407009 / CVE-2024-6743
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E 2 EH Secure Email Gateway - Stack-based Buffer Overflow
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BERFA ZHEEEIZ T Build_20240529(=) LAE AR A

ARHBE 2024-07-15

THEIEEL https://www.twcert.org.tw/tw/cp-132-7936-f6381-1.html

hEEZ IR Mail SQR Expert &1 Mail Archiving Expert - OS Command

Injection
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Z 15T WinMatrix3 Web E - SQL Injection

TVN/CVE ID | TVN-202407012 / CVE-2024-7201

CVSS 9.8 (Critical)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H
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SEEMm WinMatrix3 WebE41.2.33.3(F) LRI AR A

CVSS
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HHEER : 20248 7H 30 H

&7 E : CERT_Service@cert.org.tw

B4 : https://twcert.org.tw/

Facebook f#2Z&H : https://www.facebook.com/twcertcc/

Instagram : https://www.instagram.com/twcertcc/
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