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Microsoft Exchange#i &I
AERCEE & RIFEHN0-day i

ot

BELZMEBEBRIE (Trend Micro) BRI RMFTRS - IEHZATEIR 4
@775 Microsoft Exchange HY 0-day J®)fE - OlEiE IR B B BRRAITER
IV - SRR A RO EIER

ZNTIERIRERIRIEM 2023 &£ 9 B - BLIZBDE Microsoft @S HE
0-day J&fa - %2 4 {& 0-day ) HBIE #& CVE #%5% - 188 Trend Micro BEBH
4me% ZDIl - DFIMT -

> ZDI-23-1578 : #Z%®mE &5 ChainedSerializationBinder #8789 RCE J&
8 ZRbREZREESREEREER  REEULUANAZRD
REARAZEENERETREIIEER ( deserialization ) - W LU
Windows &= #ITHRZER SYSTEM RMITEEREIUN ;

> ZDI-23-1579 : 775 DownloadDataFromUri 75 AR0EE - TEEIRFENAD
REEBMERFE URI - OJEEZIZEFEHL Exchange Server AR EIE T

> ZDI-23-1580 : 7% DownloadDataFromOfficeMarketPlace 5% - BB
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1e URI B8 A ERYRE - o SEBCRERENENRE ;
> ZDI-23-1581 : /% CreateAttachmentFromUri 73759 - &Y URI &

re N ERIE - MOl SRR E RS RS

FrERAEEZERBRFEREEDRE S BEET - BUFEH CVSS 7 EE
B NE71R75 28 (W2 4H107) -

EsaRZZEY - UERSETAREHS -

o ERIIR :
1. (ODay) Microsoft Exchange ChainedSerializationBinder Deserialization of
Untrusted Data Remote Code E

2. (ODay) Microsoft Exchange DownloadDataFromUri Server-Side Request Forgery

Information Disclosure Vul

3. (ODay) Microsoft Exchange DownloadDataFromOfficeMarketPlace Server-Side

Request Forgery Information

4. (ODay) Microsoft Exchange CreateAttachmentFromUri Server-Side Request
Forgery Information Disclosure

5. New Microsoft Exchange zero-days allow RCE, data theft attacks


https://www.zerodayinitiative.com/advisories/ZDI-23-1578/
https://www.zerodayinitiative.com/advisories/ZDI-23-1578/
https://www.zerodayinitiative.com/advisories/ZDI-23-1579/
https://www.zerodayinitiative.com/advisories/ZDI-23-1579/
https://www.zerodayinitiative.com/advisories/ZDI-23-1580/
https://www.zerodayinitiative.com/advisories/ZDI-23-1580/
https://www.zerodayinitiative.com/advisories/ZDI-23-1581/
https://www.zerodayinitiative.com/advisories/ZDI-23-1581/
https://www.bleepingcomputer.com/news/microsoft/new-microsoft-exchange-zero-days-allow-rce-data-theft-attacks/
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FHEREZRAEGEAT D  EBRAFECHNRE - S5BHER
ZHRKE ; EABAUBENAKFIUES - EREREEAREREES
OESEFNARS - EE2RITAITER

FLRB/ANRNIERRENZEE %ﬁ%ﬁ - B EERNERS R

R EES - EJZzeﬁ?"\ﬁEJEEH;Lf’J%IQ 2N RERERF  HBERSE
'”Eﬂﬁ’ﬁﬂx%ﬂ%}\@%fﬁ %J\%miﬁﬁﬂﬂﬁﬁgﬁlﬁ,\HE%%@HWE%JK

- RREUESEARZERK - s AARERRNRS REFINEF -

FNBEEHEEREAE  BRSRBARENER  EEZLAAX
EFREN  BEAEMBEREZERE ;| BTRRBRRHEFHN
17 EERRERZZEZEAEN AR TRERERREIVEME - EE
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FSBUOUEZ e - BRUNRIRFNELZhEREER - B
KR IIERE

o ERIIR :
1. NSA and CISA Red and Blue Teams Share Top Ten Cybersecurity
Misconfigurations

2. NSA and CISA reveal top 10 cybersecurity misconfigurations


https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-278a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-278a
https://www.bleepingcomputer.com/news/security/nsa-and-cisa-reveal-top-10-cybersecurity-misconfigurations/
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5 - BREALRTRHERENER -

BHIRRIEHRE  BS5F 1 AEEPER 30 BREE - EFFRVAE
41,000 FriE ; MERRE - E@E - AAE - HA - 25ZEEEHER
= - RESfEL - kE1E Booking.com EIRE]EEE - EEIBRZABIZA App
NEIRZE 2 HRVENR - SRS E R email - AEZFIREZREREA
8 BEHBEEERERBA ER . SHAFEM - GRBECEERIAL -

HEZ—BEURE MR VAEPHNRES B FIFFRER
URRAL - WERERKBABAZN - RITIRFRERFEN - LUREE
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EZ & Perception Point 15t - BZRE L ABHEI BHARTREER
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FARAR R 22 B Booking.com 8914 R BN @S2 AIHAY email - EIEhR
ERETE-—HERRENR ;, FBELERORR - REZRENNRE
#& - WIFFER Booking.com AL - MEH i ER BIEKNAEE - AMEMEE
FAIERER - RO RIREMN -

BRAFPHETREETREN HNEEAREEHEENES U
ARRSER - H‘ZHEEW AEPRBAEIETR R - ARRIEEN R LB
INHER -

o FRIKIR :
1. More travellers using Booking.com conned by scammers posing as hotel

representatives

2. Warnings over 'scam’' Booking.com emails asking travellers to provide bank card

details or risk havin

3. Hotel hackers redirect guests to fake Booking.com to steal cards


https://stomp.straitstimes.com/singapore-seen/more-travellers-using-bookingcom-conned-by-scammers-posing-as-hotel-representatives
https://stomp.straitstimes.com/singapore-seen/more-travellers-using-bookingcom-conned-by-scammers-posing-as-hotel-representatives
https://www.dailymail.co.uk/travel/article-12670327/Warnings-scam-Booking-com-emails-asking-travellers-confirm-hotel-payment-providing-bank-card-details-risk-having-reservation-cancelled.html
https://www.dailymail.co.uk/travel/article-12670327/Warnings-scam-Booking-com-emails-asking-travellers-confirm-hotel-payment-providing-bank-card-details-risk-having-reservation-cancelled.html
https://www.bleepingcomputer.com/news/security/hotel-hackers-redirect-guests-to-fake-bookingcom-to-steal-cards/
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RALFEMNELENER - BRE 41% WERETARELRERZ - E5 371% £
RAS=TTHNELZEZ - 36% EFTRASELBERHE - FI98EH 12% it
FEWBRAMEL RER AR EMNER -

ERZIALMEUAHHERENEZEARASHEEX - BEFER
B IR EERMLUEE @ Lt ERhEENHGHEEE -

o FRIKIR :
1. The State of Trust Report 2023

2. Generative Al could erode customer trust, half of business leaders say


https://www.vanta.com/state-of-trust
https://www.csoonline.com/article/1071129/generative-ai-could-erode-customer-trust-half-of-business-leaders-say.html
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ZachXBT &=~ - IREAHE BB CNEEMEENERBEN BB FE
LastPass & + M X KRE AL LastPass B2 EE N EIRFEBHEZME - FEANE
IEEMBOBEE — BB ZIEERE—
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o ERIKIR :
1. ZachXBT @zachxbt

2. LastPass breach linked to theft of $4.4 million in crypto



https://twitter.com/zachxbt/status/1717901088521687330
https://www.bleepingcomputer.com/news/security/lastpass-breach-linked-to-theft-of-44-million-in-crypto/
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BUIRE<ELE  GRIES-BEXMEITE  TREIEXEX -

o ERIIIR :
1. Wallet Drainers Starts Using Create2 Bypass Wallet Security Alert

2. Ethereum feature abused to steal $60 million from 99K victims


https://drops.scamsniffer.io/post/wallet-drainers-starts-using-create2-bypass-wallet-security-alert/
https://www.bleepingcomputer.com/news/security/ethereum-feature-abused-to-steal-60-million-from-99k-victims/
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SENYE  LEARARESENER  SEIHARN 53T ORE B
5ol - BEE -

o FRIKIR :
1. Alliance of 40 countries to vow not to pay ransom to cybercriminals, US says

2. The US and Its Allies Are Pledging Never to Pay Hacker Ransoms


https://www.reuters.com/technology/alliance-40-countries-vow-not-pay-ransom-cybercriminals-us-says-2023-10-31/
https://themessenger.com/tech/ransomware-us-international-hacking-ransom-pledge
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SIRVA MZEX AT 8 1999 FRAmMEEMREE  HItEEEASHMES
MBRENSEEZAHAIBEAELVEY - BREINEXREXRZZE ( Royal Canadian
Mounted Police ) * NMIEAREEEZEWFTEMNKFEAENZETZE -
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RE RS

ERSZBUREUBNIINEME - BIREZEED - BRBEEHES
BRETEASHRERNERS -

o FRIKIR :
1. Message to current and former public service employees and members of the

Canadian Armed Forces and

2. Canadian government discloses data breach after contractor hacks


https://www.canada.ca/en/treasury-board-secretariat/news/2023/11/message-to-current-and-former-public-service-employees-and-members-of-the-canadian-armed-forces-and-royal-canadian-mounted-police.html
https://www.canada.ca/en/treasury-board-secretariat/news/2023/11/message-to-current-and-former-public-service-employees-and-members-of-the-canadian-armed-forces-and-royal-canadian-mounted-police.html
https://www.bleepingcomputer.com/news/security/canadian-government-discloses-data-breach-after-contractor-hacks/
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ot
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o ERIIIR :

1. #StopRansomware: Royal Ransomware

2. FBI: Royal ransomware asked 350 victims to pay $275 million



https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-061a
https://www.bleepingcomputer.com/news/security/fbi-royal-ransomware-asked-350-victims-to-pay-275-million/
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SxHafEREs  UEOERUBRATERANEREEFL  BEG=
BEARZBEIEA 30 B Lihes - 1R 2023 £ 11 A 21 HELZRABRIATT
&) - EFRERTEIN S EE Kiev » Cherkasy * Rivne * Vinnytsia il -

EHTBABEHE  ARRNBREZPEEER 32 FEK - REFTERE
Hin2EBNE - WIS EVEEFTEREAFY) - ERERER - 2hH
SIM RERAXEEBFILFERHF -

£ Europol ZERWFEBEL - ZHBERERIAZEABNHETE
HEITINE - FRNEESEEEIE LockerGoga « MegaCortex ~ HIVE * Dharma
%, HETHREE  ZEREERIELFEDULRFEEERERREERN
REMIIIRE - MUIBREEEENEE -

Europol thigt - ZERRBEISTBEBRENFRESE SQL FAKE - DK

REBDUREMENNREH KNG ELELZFNBEAEN - ZEEF
FB TrickBot + Cobalt Strike * PowerShell Empire 538 22 RIBIES E RN
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N4 - BRIEEIPEEREE - FIAREEFESTARE 250 BER2BANE K
E  BRESEZERT -

ERSAhEUMRBRIEEZERAABHENR - BeeEERT A
B RO HRRI - EMEBRNE  EXREANEK -

o ERIIR :
1. Ransomware group dismantled in Ukraine in a major international operation

supported by Eurojust and

2. ITlonan 3 minmespau rpuBeHb 30UTKIB: KiOepmodmimis Ta ciaiaui Haumomy Bukpumm

XaKepiB, sIKi aTaKyBaJId MIPOB


https://www.eurojust.europa.eu/news/ransomware-group-dismantled-ukraine-major-operation-supported-eurojust-europol
https://www.eurojust.europa.eu/news/ransomware-group-dismantled-ukraine-major-operation-supported-eurojust-europol
https://cyberpolice.gov.ua/news/ponad--milyardy-gryven-zbytkiv-kiberpolicziya-ta-slidchi-naczpolu-vykryly-xakeriv-yaki-atakuvaly-providni-svitovi-kompaniyi-1780/
https://cyberpolice.gov.ua/news/ponad--milyardy-gryven-zbytkiv-kiberpolicziya-ta-slidchi-naczpolu-vykryly-xakeriv-yaki-atakuvaly-providni-svitovi-kompaniyi-1780/
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4.4~ HBRIRERIN

4.4.1 ~ Discord ERXELZBIABEIRAN - LEBILRZEEENEE T

zomonp 101 ,,'mo‘mlm : :.

131110!0
U

rmmow

0!010!0! ”ﬂQmmom . | ' : | I ' I ' I

Discordig R&E G A ERER
DB ILE & ENEEREE

ot

FINAB L 2# 53R & Discord HRI S mirERIEL - 2 FaRESEF
RZRMNAERMTEEHRERERNERS - UEREEERE CDN RER
MERREE -

Discord £ B| B & L B2 {H 52 BleepingCompter FUERFHFIEY - ZF A1
£ E CDN F182% URL BEEMWEEA T - DUINREZME - RHE
REELZE2MWERIRIE - Discord #5H - F¥EM& ol Z e D EREZFEa L
WRRHEERESE  HEZTENETERE AN R FEAERER
EESEE

Discord Bl LB HIERER URL - ESFFREREZHEEME - URL
R EAPRAG PRABTE 24 /NG LU - BIESREA URL B =128 - L8
5% URL ROIZH -

EZE XI5 - Discord FFTEUAZIMNTAT E AN E - RABRKRA
ZRE21RZE - NH Discord WERDZEAEREMNHBEHEESR - &
Discord #J CDN Hlﬁ‘%ﬁﬁk 7&:.&)%&1“ , SRR ETTERIFFARSEBIX
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IBEELME Trellix WALsT - 2/07A 10,000 B LRSI EES - £H

B Discord CDN FRFEHN B2 EE M & URL RAEZSEEZEE - o218
5 PEER I EE R ER A M & I 7E Discord Y& L -

BI4E RedLine Stealer ~ Vidar * AgentTesla * zgRAT * Raccoon Stealer %58
S#5E - #'EE A Discord RUERZRIERIIESHE -

EREHERER IR AIPRRERNES - LRBRSHERIE
SAEA -

o FRIKIR :
1. Discord, I Want to Play a Game

2. Discord will switch to temporary file links to block malware delivery


https://www.trellix.com/en-au/about/newsroom/stories/research/discord-i-want-to-play-a-game/
https://www.bleepingcomputer.com/news/security/discord-will-switch-to-temporary-file-links-to-block-malware-delivery/
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4.4.2 ~ Bloomberg Crypto B/ X WRSREZE - FALUETT Discord YR E

Bloomberg CryptoE % Xk
B, FAUETHRIRNRE

ot

KRB IR IS T ERTE ( Bloomberg News ) FrEBRIINE & 8 45
- HE X FELEEAREHAIERS - HEZEDRRAEREEZRNRET
n’E%ﬁ e S nE2RAL - LIERINR ZER0 Discord ‘FEE AEH -

RIBINZEEEFEEREIZ K ZachXBT 15 - ﬁﬂ%%ﬁﬁiﬂﬁﬁﬁ’\]@/\%ﬁ
b AT —EBIRATLE 14,000 B ER Telegram I KRB iE4S | Z3ELE
1 2h1e & E M2 —E7A 3 34,000 &KL EREE Bloomberg Discord Bl XK= -

12 ZachXBT & - Bloomberg JRZRH] Telegram #8718 - EEAEZHES
@BloombergNewsCrypto ; £ 2023 &£ 10 B - 2B EEZ 5
@BloombergCrypto - 1BIRFEEFAMNEZR ARREERZFEERS - WK
BENRAE -

T EEWMRE ATZE Telegram $55EE - %?UEEH%“/\%EB%?LE’\JEH
2 ERERERTHET Discord EWIIRZE ; MEMASEMITZELE
T EZ—{ERE/ Discord £ A& B 7 BiE RIS A48k, - ;c‘Kﬁﬁﬁ%EmJ\
H Discord BEAEH - EMBEERZNRE -

BEZEZRIEL  ARFZNEREMIGEEZEFH A Discord fLAFARTS - FE UL
Discord lRIFENRL BN BREENKEBRE ; ZFEEFHEFESH Discord
IRIZRIEENBERERIIBERE  EEBIERAENNBERES -

mE)
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AIHNRANE  BERNEBEEREARRIMIZEQARES - WiKH
ZPEERE ABRRE - AEEa ol g AuE P RERECRZEZEAEMN -

ERRR
1. ZachXBT @zachxbt

2. Bloomberg Crypto X account snafu leads to Discord phishing attack


https://twitter.com/zachxbt/status/1725632760012828897
https://www.bleepingcomputer.com/news/security/bloomberg-crypto-x-account-snafu-leads-to-discord-phishing-attack/
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4.5.1 ~ Google Play B84 Android VPN App {ERELZEIZIEE

Google PlayFita&Android
VPN applEn&RERIEE

Google Play HAIBREHE E2REIFZF S RY VPN ( Féfiﬁh/\i@ﬁﬂ ) App &1
. B —EELZERIRE - aBRNZ App BERIE TS BE=T78
BUEZRE °

Google ?'étlj - B HETE Google Play B9 App st FRTRAI P IESUEER - App

BHE R ENATTS Mobile App Security Assessment (MASA) BIZRZE ; M
MASA EJ/TEEE App Defense Alliance (ADA) #lZ] HRIFTE) App BEL e 1

MASA RIEXEEK App BERFE T & - TERRHRE - ERENL - NE -
FEVERRE A L/EPS ERE 12 (session management) ~ AESEAT « FEOEHERER
WmEAHH  HBEHESHEHEK -

Google E#1E VPN App EREEE A App ELERZEENTERARE
NEE - TZEREAZ VPN BEAEZXERNERENELHARNREREEE
2R EREMSENFI ; £ Google Play TR RZIZEM App - BIFERTR
FIBBIUIE =R MASA ZEETHEX WG - IRERERHEZ—EIR
EEEE -

FE=ELREME - LI MASA ZEIRE App RUIRES - @ikzsa2 €4
BeEETEYS - WHEEIR App PRIELZIEREASSH - RAIEZ App &
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st N T 2 N ET) 2% A
55 MASA 1R - o] DUEBR:

1ptaE @ 7‘%1{%% °

FR/X Google Play Z&E 1% Android 2 4ERIE 75 App Store - RILEEIESR
HE - HR®IE Android FERNZZE M - oIDIERIEERN

B2 4813
A

Google B RIZKFRETE Google Play =229 VPN App - E8 /B BB LS
5, BRIEB@BE =7 MASA REHESREESR

89 VPN app - B33F Nord
VPN - Google One * ExpressVPN %5 -

K2R Android EFBE7E Google Play NE& %8 App ¥

=2, =2 A =] 2K kdE
nZEﬁ 2

« - EREOILUEERS
e iR 1Y App - LUIRAZEM -
o FRIKIR :
1. More ways for users to identify independently security tested apps on Google Play
2. 1TENERRENZ MG
3.

Google Play adds security audit badges for Android VPN apps


https://security.googleblog.com/2023/11/more-ways-for-users-to-identify.html
https://appdefensealliance.dev/masa?hl=zh-tw
https://www.bleepingcomputer.com/news/security/google-play-adds-security-audit-badges-for-android-vpn-apps/
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4.5.2 ~ 528 FCC &M ERIH SIM-swap EAPTSEIEISINEE

ZEFCCHPIE
Bh%ISIM-swap B2 PSR B I 2

ot

ZEHIBEANZEE ( Federal Communication Commission, FCC ) HAl#E
HHFRE  BHERZREEFEERLL SIM FEEIERHEREGEEEIFE
BENZERERE  UREHEERNHZEERN SIM-swap WE -

FCCIETRY "BERAEAE R RE T {F/\4H 1 ( Privacy and Data Protection
Task Force ) 7£ 2023 & 7 A EELFIRTE - IR EEBHEEEEY
SIM-swap WEEMIFHESES] - P8 SIM-swap HEBERIEREEBEHEEEXK
HEFH SIM R BRFRBEBEEMEERZLEEH SIM | - #ELIBEUEE
EWFHPITRIESIHE -

BZIREAVSH SIM K12 - BIoJDIRAPFIsRAGETTE— D HNEEE) - AL
RSB SHNHPEAERM - LIEPIREW _REEREAREGN - NSHEE
BREAFESMRIBIRFZESE  NZHREHEEE D EANFBESER
% EmBRELGIBRNES  REEKX

FCC ATGMATEE R 7 " HEZZEBMIZEN . ( Customer
Proprietary Network Information - CPNI ) £2 " AhPgsf o3&, ( Local
Number Portability ) WTHEARE - BHlZKEERE R EEBEEZ EITH
SIM BB 2R EMEBEREERER - LWRETHEINIEREZEEDEE -
I BRRTEEIAEFE -
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FCC %/~ - #iRERIE FEBEEZYHEENZZRETRT - B0 XIiE
2= SIM-swap I EEE - B ERKENSFE -

HRESEPRBERBEERFIOIFTLREZH - EILBEIARY SIM-swap K
BRAVE | BEHBZNREBEINESFIR - BURHEHBUE -

o ERINR :
1. FCC ADOPTS RULES TO PROTECT CONSUMERS’ CELL PHONE
ACCOUNTS

2. FCC adopts new rules to protect consumers from SIM-swapping attacks


https://docs.fcc.gov/public/attachments/DOC-398483A1.pdf
https://docs.fcc.gov/public/attachments/DOC-398483A1.pdf
https://www.bleepingcomputer.com/news/security/fcc-adopts-new-rules-to-protect-consumers-from-sim-swapping-attacks/
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4.6.1 ~ Mozi ERAEEARRRAZEFE

Mozi {EkeifisE AR E
BN ERBHEEERE

ot

B2 /B ESET HRisaRMRHMSEL - —E=R% Mozi WEREEIZER
M ES5F 8 BNEAKNERVEEREES ; £ 9 AERES— AR
gLE EmEEEFE -

Mozi %—1@§D%E@ﬁﬁﬁlﬁﬁﬁﬁﬁﬂﬁ%lﬁl% ( Distributed Denial of Service,
DDoS ) BERHMEERME - 2019 FHRBHKETE -  TENEBEHEZRRE
loT RBE - HIINAKIEHE: - BUBEHEIEHRKE

Mozi FIERBVEIN AT - BFIFASTE loT RENELZ TSR - AIUERTER
FARKER AEBHEHNEHELRIES  KBEARENE @ FRER
HEEIEL (peer to peer ) EERAEAVEIE Z— - F5E 18 BitTorrent 8 DHT 1
EXHE - #45E B 125 E DDoS WERIE

1% ESET RUREEH - Mozi RUUEENR 2023 & 8 B 8 HEER 1A K&
b BREFLE TEENENFERERERE - &K 8 A 16 HlfFIE F&EH
BRI REES) ; &%E 9 H 27 HIF - B—1{E UDP LB 3 E A BRY
Mozi EEEAREEIRL - ERENRABEB HTTP ME—EEME - EREAMEE
Mozi BEHISEEMNEHEFLLE -

ZEMERENER FEA0REARENRMRT - [HIEEN D BIEE
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ESET DTz EmiE&iE L - E%FE’EMFU:T Mozi I EES) - 1B
BRAETEMRZEBEEREE - mEBRRNEE)) o ¥ =GR &S 1T ping -

BB SR B P A9 Mozi : %ﬁ’ﬂﬁﬁ%jhx? 4 ERTAREILER2Z
BB T AT -

EESE 0T KENEREEEEAE  BERELXENMJAKUEIE
B - WHERERRREARREN | RMEMANEZEETREEEEER -

o ERIR :
1.  Who killed Mozi? Finally putting the 10T zombie botnet in its grave

2. Mozi malware botnet goes dark after mysterious use of kill-switch


https://www.welivesecurity.com/en/eset-research/who-killed-mozi-finally-putting-the-iot-zombie-botnet-in-its-grave/
https://www.bleepingcomputer.com/news/security/mozi-malware-botnet-goes-dark-after-mysterious-use-of-kill-switch/
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4.6.2 ~ BB BERIGI LR 17,000 UInXER = EMER

ENIR B G BO% S50
17,0000 3n X & £} 8 MR

ot

BERRISWE - TH—REWEBLEME LB Ethyrial: Echos of Yore
DA 17,000 InXAIRIEE R - DIRIRSE PEFER P EYAEE = EE
FUMIER -

Ethyrial: Echos of Yore 2 F3¥8 17 322t 78 28 Mt Gellyberry Studios 728 HY
AR LA ELE  REERERERED  BXUoLIEESHNE
DIZFFiE iR - 2R D E RHAR SEPEER - BRIOFYRTE Steam & £
RS T1EkREEE . - RERXEHEE  AMmalEaHEREEK
.

EBEIEE - Gellyberry FRE 77 Discord IR E R AT - IEHZIEE
E LRALBRRABIARARRKE - GRATMENERNMEDIEEES
NMEHETE  BRELERZMEBAPUCFEES | 2 BN ERAE
iﬁﬁ%‘%fé%ﬂﬂi%E&Hﬁﬁé%\ﬁﬁ - AIEAREATZN - WEEFEERER

A HBIRAIRSR R AR E R E -

Gellyberry &7~ - R FFER) 17,000 BInXR - HIRSREREREEE
B ERAEYEGER WHEZES —EEMRRNVEREY - LIRE T
FEEBRABAEZ BRI IFERIEHR

Gellyberry 1357~ - B HREBRUNBBEF E X BB ERRRERF -

SESRSERENENBRENIRR - RIREKMBEREFRERER
WZREF P2P VPN - I H BRI ol 2 HRAY IP 486 -
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RAZENI KB M—ERIRT - RBERELSETFHERER -

WHERNMAPNFaEEE  ARICEZNEEN - UMeRSHBUE
SR IRTS Rl - SR EREREENNE -

o ERIIR :
1. Discord

2. Ransomware attack on indie game maker wiped all player accounts


https://discord.com/channels/540514574462615552
https://www.bleepingcomputer.com/news/security/ransomware-attack-on-indie-game-maker-wiped-all-player-accounts/
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4.6.3 ~ BB En R KE AT HSE BEIEINE

Hrg e iR KB JATIHSE B
EEE

\ﬂ_l

R ERE X H7 & # FEtn B2 K &8 172 5] Holding Slovenske Elektrarne (HSE) -

HRTEZSHBEWE  EXZATE D R FHEERERWE ;| BZATFRRMH
BIAZENTE -

HSE WEAMIE - SHE#ERBIRNEHER 60% DL L - RIEEE#%
R R 2 — - ZASMER 2001 FAHIVEHEDHARI - BRIBRN
HRHANBEERE , HESHEESZ% - 8 KNEE - XNESE -
[GRERE  EXEMEAERE - HSE ARt ER AR - EWA BT R
DA -

BEMERRE  WESHHREEN2023F 11 H22H - 23R 11
B 24 HEIRWEBEHE - BEIERTEELZTEMREE - WREREN - 5=
NEZFEFLREZGFRE  BRX baTEﬁEUEﬁS%%&EEEHMT%H%E—i%% °

1B HSE EE A BIRPRM - 2 ATl REEE I MERNEX - HX
B 24 - BAIERA Sostanj K7J£ERER Velenje R 1 ; :Z A SIRIH
BRENERBHREFRIFLES -

EMNELZEREL - BRUESHROIEEE Rhysida #BEEREERE ;
EEHEZTEEE FBI 22 CISA HEIE # ¥ Rhysida #1718 B 52K B 17 -
S B FER R E L ER -
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&
&

&

BELZERERN - HR Rhysida EER - BERE L Email RBHNZE
ERZEBUEARKRER - 2ZEREBARIABIEEAM "
BB Email PAZ BB SEVE

FERRERRIEINSRSBELERED - B EH AR
WE  MEWNERINE - ERFALEERF -

IIIII'
N

)CH F“

BERIZGR
1. Kibernetski napad na skupino HSE: 'Zahteve po odkupnini ni, a tudi dostopa ne'

2. Slovenia's largest power provider HSE hit by ransomware attack


https://www.24ur.com/novice/slovenija/skupina-hse-tarca-obseznega-kibernetskega-napada.html
https://www.bleepingcomputer.com/news/security/slovenias-largest-power-provider-hse-hit-by-ransomware-attack/
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4.7 ~ BRIERERIEE R

4.7.1 ~ Microsoft ¥t 2023 & 11 B Patch Tuesday 2B 11T E i {E# &

Microsoft#H2023%11H
Patch Tuesday®E#i{EHHe

ot

Microsoft HAI# L 2023 &£ 11 BAIITEZ EFIE®E " Patch
Tuesday ; - HIBE S8 AEZLZRAE ; HAP=2E 5 HEBREEREEZERRK
2019 0-day @A -

X H Patch Tuesday BB RHEZ/EHE 58 &8 - & EEA (2023 &£ 10
A) 8104 BELRBA R ; MEE S8 ERET - EB 3 EBR &
5, E4 SALERERSHERRZRERRKEW 0-day miE - FIMNE
B 15 EREANITEEIZNE (RCE) R/ -

PUREEERE D - EBREENELRBDEASBMOT !
> BWITHEREFRE : 16 @ ;

> BEXMEINEERERE : 6 & ;

> RRWTESEXERE 158 ;

> ERUEERE 613 ;

> FR#EBEET ( Denial of Service ) J@)d : 5 1@ ;

> BEFERFD : 1118 -
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R HH Patch Tuesday & 5 & 0-day Jm)ld - E A 3 A28 AAREEAN
mfE - 2RlE

5 —1@& 0-day J®JE 2 CVE #R3%% CVE-2023-36036 - 7/ Windows Cloud
Files Mini Filter Driver & - BR#THEIREARE ; ZRECEBLIRE - 12
SESHHTHEIRE] SYSTEM E4 - BRREZNMERLREEE NE
B - BRIMDEBARFIARES -

FE_ESEBRARWERE R 0-day JFiFE CVE-2023-36033 - 2FM
Windows DWM Core Library 88 1T RIZ A RE - BZEE A BILREE
1S SYSTEM #£[R -

F=E 2 AREEZ PR 0-day S A CVE-2023-36025 - 7% Windows

SmartScreen 7 - BREZFHEETIIE B TRE ; B2EE A B ER Internet
shortcut R BkiBE L AIRE R ERZE RIS -

® CVE #R%% : CVE-2023-36036 * CVE-2023-36033 * CVE-2023-36025

o XEEMRA) : Microsoft [E NZiE@E 38 - B%F Windows * Office »
Exchange % -

o FAAER: BEARFGEEED Microsoft BEFEIIEIE B Patch Tuesday E2K

EHRFENELEN  DIBRRRERENAREREMNREEHRE -

o ERIKIR :
1. Windows Cloud Files Mini Filter Driver Elevation of Privilege Vulnerability

2. Windows DWM Core Library Elevation of Privilege Vulnerability

3. Windows SmartScreen Security Feature Bypass Vulnerability


https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2023-36036
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2023-36033
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2023-36025
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4.7.2 ~ Google Chrome B&#H 0-day J@E@E

Google ChromeZ S HiH
O-dayimiFE#i

ot

Google 1R HEt ¥ Chrome 2|E 28 P Y —1E 0-day JR)E CVE-2023-6345
BRBEERH - B A Google Chrome FAESEIENEMEAES - B2
Google Chrome < F 55 7\ E# 3538 /Y 0-day Jm)fd -

7= [ 0-day Jm)& CVE-2023-6345 771X Skia IR 2D B EEXNET - B
B HEMER , REEUNAREKERAFRHEE - EMATERER
W5 - ®ZmEFTTER) Skia 8B5S ZREE - Bt EARZEHREY
ChromeOS - Android E2 Flutter & -

#Z o2 Google Threat Analysis Group (Google TAG) fE FHEZEHXK
FE&3R ; Google TAG RERLURFIEA 28 IRE1& 0-day &)@ ; MezEM IR
0-day il - KEGEIRREERANKBIEEZEAL -

Google T EMBEEZ B R TIEEL - 52 A5 E21E%E CVE-2023-6345 £ &
REEZARUEBEHNIEE - EEFHN CVSS BIEZEEn % 8.8 1
(WmNE107) - BREEMNKES "5 (High) -

® CVE #®5% : CVE-2023-6345

o FEEmMMRA): EEFRBEMAEFEH Google Chrome EEMFE - €11F
Windows * macOS # Linux ¥ & ; Google t 27 Stable Desktop channel &
HELHERT - EFELIENTE Chrome FEREINEE - i H Chrome BB E
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#1 2 Windows AR 119.0.6045.199/.200 * macOS &2 Linux fREHFE
119.0.6045.199 -

® MRRIFZE : 7% Chrome EABEFEIIENE Chrome EE 2 E # % Windows iR
119.0.6045.199/.200 * macOS E2 Linux IREF £ 119.0.6045.199 -

o HRIKIR :
1. Stable Channel Update for Desktop

2. Google Chrome emergency update fixes 6th zero-day exploited in 2023


https://chromereleases.googleblog.com/2023/11/stable-channel-update-for-desktop_28.html
https://www.bleepingcomputer.com/news/security/google-chrome-emergency-update-fixes-6th-zero-day-exploited-in-2023/
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473~ HEEIRAY BLUFFS WE . OJMISEFER T FFIZEAAST

EHBEBPABLUFFSE
ARG ERIFRISEARNE

ot

Eurocom lE THWEZEZX THEIRHHETEBEREBANENESE
BLUFFS ; SLEWEF A UN AEEBNES INZ @ - BRolFrin B ERE
2 EI - EOJEFIZEPRB AKE ( Man-in-the-middle attacks ) -

BLUFFS —HEBENEBHEFE - HEFREBHEANEARDNESTZ
i ( APMESARKEIRIRLE ) ; EEREREREEBETES
BERFBNEFRERBERSBIORBMAE -

NABEERENAES - BLUFFS oI IEELHRERAE - RS TRA LR
SKC &£ - #EBAHERNIR ARG ERBES BNNANS - LEEHE
TR PRENTT - EMERFRENPEAKE -

Eurocom AR ABAR R LIE R ENNEFE - BRFCRAZHESR
fE TH  oBRETERNE  ARNZREERET BHNEMRZE L -
EIE AR IEFEEER - FrA T Bluetooth 4.2 Fl| 2023 &£ 2 B A4 8 MR F IR
K Bluetooth 5.4 - EZBILRE -

Eurocom EMRRE T IRHE Y HZEHEET R EEENNELE
R BABEBHELENZEERTHNETRREATE—|%  2IJLER
BLUFFS RN TEREF AN EBEREZE -
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o FERAE . EEF1ZEH|EE Bluetooth SIG E3#%& Eurocom UGB - W2 &

MBEEMFETERNRSNEBESHBRENRS] - WA Mode 4 Level 4 - I
FESEE R ¥ A5 Secure Connection Only 23 + Bl o] &% BLUFFS I

o HRIKIR :
1. BLUFFS: Bluetooth Forward and Future Secrecy Attacks and Defenses

2. Bluetooth SIG Statement Regarding the “Bluetooth Forward and Future Secrecy

Attacks and Defenses


https://dl.acm.org/doi/pdf/10.1145/3576915.3623066
https://www.bluetooth.com/learn-about-bluetooth/key-attributes/bluetooth-security/bluffs-vulnerability/
https://www.bluetooth.com/learn-about-bluetooth/key-attributes/bluetooth-security/bluffs-vulnerability/
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R B REE)

éﬁh

2023 M EA KB IB E LTS

SEENAETE | https://www.accupass.com/event/2311290320541942390236
2023 ¥ e g
B2 E
e . RRABEPRES117ESE
B 2023F12812HE#D)

SEENERN  MBAEBNEN  HE#ENEFESHREH  NTHER
SIEIENLENEZHE  EXCORREMEEN "RMKE, - L
H9)REBRPREBFERAHMEE  CRRNREEZZIBENZRSA

%E’JEE& A LA & B 5R = KB FF Bl XE%WEZ&@% B

REBERBZER  DERMELHEBABRSE - :.E'!?%f
7Jl] HEREFERRELTI
EENE

SEENRSRE 112 % 12 B 12 H(Z) 09:00(R %) - 11:40
SEENMEL REARBHIREFEAARE L7 BZE (RiEmEBHE—
E% 56 5%)
FHWEN REARBELZSHF /N
MHEN EERIKEEEERENE
EEEE A2 REEAIL
et . AERE
BB A - MEBE FXRETE 02-25997287



https://www.accupass.com/event/2311290320541942390236

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

W EELZEMRE 2024 EL R R Z

SEEN4E1E | https://nds.kktix.cc/events/hackermeetup2023

W mEREM
Bt 2024 ERARKRAANE

0000

2023.12.14 (W) -2023.12.15 (&)
AREVEREME AR 1F ERETHSHE

(EMHRCESC+H=R—8R 6 )

2023 FEIREERINBER LS EEER - BEAREFEHEBMHE
SER  KB=—FHEEE BIEHBFTANRE (FBELZ2ZE
] -t RSEEFHEHETEEEBRLZE=RE - TE2REZH®E
APT WEIETR - BYOD HEInFIE KSR Z N - BRABLER
B REIE RN RRIRB R AR AR - & 7 NIERERSE
BEERINEXE - LRV ERB SN BN EREZ S E TS
REESHENELRBZEEZMm - »  SEBLIHAETLHEE
o AR EBBFBAESERE LA ERESNE LI EEK
E—EEIFFEE'\S%ES@U(%EM% S EHRIEZEEABRRE ORI EE L

BREE

q |
/

/)I °

AERIL - EMEUFBRIERKRELET [PV sEXEMBE
2024 EZARKRIMMFE ] BEELERXRERABREDZHEMMAR
B HEREgECIEEMRNEHRE - Ul It EEE R
BRBENAEE -

BEEN  BRBEBAXMEES - BB
EMEN : FEEABXERMEREE SRR AT E R0
HATEN : NDS RERBIFHBNZZHE

B1Eft 8% : UCCU ~ #8512  Women Code Tech 1 £%

iF M :2023F12H14H (H)-2023F 128 15H (A)



https://nds.kktix.cc/events/hackermeetup2023

i R BERZEZEESRIERMEKE IFEEREEE (SR
CeBCt=E—K 6 %)

EERER S RGN AL -




EENARDS

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

EENE

Qw Qiﬂﬁnﬂigﬁﬁﬁi‘l%k?ﬁuﬁ sEe

HEaEEE

BIREEREA N SIEmE

{2012 15 wiconnan

o BELRABHED M

Bt AREEZRIE=EY A% 24%)

CEET4E]

%ﬁzz‘ﬁﬂﬁzﬁ%ﬁs_ﬁé—sg%@w BB EHaEELTERBER CIOIT
KIBANFERS - £2023F 12 5 158 ( 2837 ) 14:00-17:00 - 5

i TEENEEXERELANSERE,  FEERSELH QT
IR - URBEEZFREBFRAZNLEES - zl:ka%%%%ﬁ%%%
XELTENZESNEEZRENEZTATHNEK - BEFTIFH
ZIE | §E@ontE |

~
>

g4

OCEBE]

EEEH  ERREERBEUEZANSIERE

BEEN  ABEHEMNARRHABET

EMWEN : CIOITEEANMT  SZ2EZETEME HEHTEER
ZEBBATEBE

BMEN  BMCABRENLIERR  BERRABENIRESZ R
ABEMIRER  ELRKABRENIER

Lﬂ}

il

\\);b

2L RNRERS

SEENHE - 2023 F 12 H 158 ( 2817 ) 14:00-17:00

H2URE : 13:30-14:00



https://isipevent.kktix.cc/events/f2ce8bcc-copy-4

A wvoertac

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

EIRE NN 2l iR
BEERR StEEZR
(K EERFHEF)
15:35-15:50 FIHIKE
15:50-17:00 [ %5
EES MRshEE
EIRE NN 2l iRaE

EERN SHEELZR

4y

KR

Aﬂ“’?ﬁ g

//\Fl

eI

SEENMNE  ERAERAREED L 2 BB EE

EEIRFIEER ]

13:30-14:00 R %

14:00-14:10 BHI5E G

14:10-14:25 FEERLTEBRATEBGE B A

(K EERFHF)
(#FR=RA]
REBRRERD  FERHRBERE  EFBEXFERLRE
BERFLXSHEEEEER -
EEFERIIMZR - SMERERRESTHAL AR REES
FBNE - RRIRE - BATURN - KRIRBRHEERE - UoJgEE




£ B AR SRR B R O

Taiwan Computer Emergency Response Team / Coordination Center

R IrELYEHBEE-EEENLTZEEmMMEEANE
TEENAANL | https://isipevent.kktix.cc/events/098efec3-copy-1

 HRBERRERRBEATERHE

E%ﬁﬁﬂ&?éun—
ﬁﬁiéﬂii)\taa;k

2023

12 16 14:00~16:00 ,\!
8 /= i g L”.‘;JZ:’“" —

[EEN 4R

HEHEER AT IBESTE1E 2023/12/16 ( 7N ) 14:00 -
16:00 - 224 T4 ‘?t‘ﬁ EEBE,  HmERBEELHTO MR
W B FEEB AR ABMNZZR/IE - KB TXOne Threat Research
Director SAFASEEEREE  HNZE "ERENLZTEMITEEA
NEXR, NWEE - BEF)FHIZME | $5BoME | |

[EE &)
BEME  seem . gL erEREE ERENELERTREANER
BB REMENRRERED

LI REMEEERREERAS BEHE

205 RNEBES

SEENEER ; 2023/12/16 ( 73 ) 14:00 - 16:00

%_I

HEFSR : 13 :30-14: 00

EENMNEL - R LM (RER - AERAETBZECERZENESE
8 )

[EERiER]
13:30 - 14:00 5560 - HFEHEIAS

14:00 - 14:05 JEE1FH 15



https://isipevent.kktix.cc/events/098efec3-copy-1

BEERARGHREREHEP L
m Taiwan Computer Emergency Response Team / Coordination Center

14:05 - 15:30 EERHE B

15:30 - 15:50 QA & k5

15:50 - 16:00 #5358

EELED
REHHRBRG  BEESRSEY EHERBERLRE -
RERADSHBEEAN -

EEERIMZR - SMERERHRESTHAL MR REES
FE/NE - RRIFRE - KRATLUEN - RFIBRBHES - 0J8E
BERARSSEE -

=




SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

[ EZLEPR] 12/19-12/20 NIST AR ZEELE B IR E

SEEN4ETE | https://www.cisanet.org.tw/Course/Detail /3971
dBta’);

%%Eﬁ,miﬁ

[R& : NT 22,500 75/ A

B E & : NT 20,000 76/ A
ERSM « BM KcirieiB

SEENHER : 2023/12/19-12/20 09:00~17:00

EEMIE - PERBEMEEHE-ARMAZE DL AEEE (51t
M UEPLLIEE 3R 22-1 SRR L RKESEBCE®)

EENE

SEENNSA / Event Deails :

2013 FHEBR KR EBERE R R EZE KM ( National
Institute of Standards and Technology, NIST ) B2 IkKE AR SRR Z S
ERNEBANEBERASE , EBRENAFF - HEREMR TG
BREE 70BN —HEIEN - BUEHE LR NIST ERMARL B
Msth SIS HARKHMEE -

FHIRSMABIBMARRERIE - G 7 YA E NIST HERL 2 EZK
HENAMIER - BRI EAKIE ; WINER BRI NIST 48
BLTEFREEMEELRAES - FilZE 1SO/1EC 27001 K FMiEk A
AIERIEN - RIZETHXNEIBOES - NAENRINREEE -



https://www.cisanet.org.tw/Course/Detail/3971

=

3
il
=
i
il

Ht48 85 : 02-2553-3988 /)14 388 ~ 816 &)
security@cisanet.org.tw

WZE L . 2023-12-11




SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

[EZE[7] 12/25 €RIEZ F Z H R B HERIE
SEENAEDLE | https://dtu.cisa.tw/course.php?id=80

W gé

&S
%@%@

ZH
[R1& : NT 6,900 7o/ A
BEEE : NT 6,200 7o/ AGRIEZRI—EB#HA)
BUHEE : NT 5,600 7o/ A
g ERSM « BM KcirieiB
SEEIHER - 2023-12-25 09:00~16:00
SEENMAL . PERBENEMEHE-RNEHAZE D01 KEEE (&t
mhUEPLIEEE 3R 22-1 S5 T A8 518 C &)

JEEIAA  Event Deails : THIStHERIKBHNELZNRIERS - 238
AR - SRR ERERBSESHELALE - ARERIFITEE
ERMELRENERRAN  TMRNEFEER AIALES - B

i BERESAAHBESI TS EHRRG IR ZEZ/E -

B8 O © 02-2553-3988 771#% 388 ~ 816 B EXREE - MEE
security@cisanet.org.tw

H2ELE : 2023-12-18



https://dtu.cisa.tw/course.php?id=80

SEBEFARGHREIEERRE PO
m Taiwan Computer Emergency Response Team / Coordination Center

$£6%E- - TUNTRRBALS
B ———————————————
TWCERT/CC LA zEEEREAEZ RAEMMNTER

hEE S NOKIA G-040W-Q-Improper Input Validation

TVN/CVEID TVN-202311011 / CVE-2023-41355

CVSS 9.8 (Critical)

SEEm NOKIA G-040W-Q: G0O40WQR201207
hEE S NOKIA G-040W-Q RIPF K& IhEE R FH#E ICMP

[0 E f 32kt redirect /F3K - REBRBREZ IR BIDREETT DoS WE
BEMREIMNE -

BER7TE BEHEIAS AR E GO40WQR231013

yNCEI=E: 2023-11-03

THRAELS https://www.twcert.org.tw/newepaper/cp-151-7505-a0c94-3.html

thEEE (S NOKIA G-040W-Q - Broken Access Control

TVN /CVEID TVN-202311007 / CVE-2023-41351

CVSS 9.8 (Critical)
SEEm NOKIA G-040W-Q: GO40WQR201207

th#E S NOKIA G-040W-Q =F7E Authentication Bypass &
b RERBENERNBEEZREUITEERESH(BEZEE
[0 e i 2t E)bypass BaEtEHl - DUFHE URLBA RS - EREBEEDEEE
BMEAZRS  RIBERTHERZRRIES - HRGEETES - W
G AR 75 -

BRAE BIFIEMRAE G0O40WQR231013
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~rFBEE8 2023-11-03
1BRAELS https://www.twcert.org.tw/newepaper/cp-151-7501-6155a-3.html

= NOKIA G-040W-Q - Weak Password Requirements

TVN/CVEID TVN-202311009 / CVE-2023-41353

CVSS 8.8 (High)

HEEMm NOKIA G-040W-Q: GO40WQR201207
f#=EE S NOKIA G-040W-Q FEBZHEIRHT - RInNEE

Bl pan o —REREEDEARER  FHAREBEENENEREER
- EMARIREENEGEIEEHR -

BRR A E EHFRERAZE G0O40WQR231013

YNESISE:L 2023-11-03

1BRAEL https://www.twcert.org.tw/newepaper/cp-151-7503-a27ed-3.html

Bl15 &5 Vitals ESP - Arbitrary File Upload

TVN/CVEID TVN-202311014 / CVE-2023-41357

CVsS 8.8 (High)
HEEm Vitals ESP: 6.1 and prior
BUZEH Vitals ESP W ESEAARETZSMHE - EhNEE
FE5] e e UEREERE AL - iAIbREEBERmERE - SRIA
FEEERZFEBRENIT - FBLURF R PEARTS -
FERE A BEAISEN - DISSAARSBESE
yNGISE- 2023-11-03

THEELS https://www.twcert.org.tw/newepaper/cp-151-7508-6d1ef-3.html
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ASUS RT-AX55 - command injection - 1

TVN /CVEID TVN-202311002 / CVE-2023-41345

CVss 8.8 (High)
HEESR RT-AX55: 3.0.0.4.386.51598

Fh8 RT-AXS55 HEEREHEARESL token TNEERE I IASEIFB
B KRB ZERKEEJHNALREET Command

FET A i 2k o e T A 03 e
Injection % - MITHMAERIES - WBHIAE R FHE IR
7 o

BERTT % EHARAZE 3.0.0.4.386_51948

ARBH 2023-11-03

1ERAE LS https://www.twcert.org.tw/newepaper/cp-151-7496-96e2c-3.html
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B1TEA - SEERAEEHEEEZ 7RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HFHE : 2023%F 12 H8 H

#Rm¥E : TWCERT/CC EIfX

& T H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

EEFB ¢ http://tweert.pixnet.net/blog

Facebook 442 & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @ TWCERTCC




