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* The cyberattacker had actually gained an initial presence in SingHealth’s network as
early as August 2017 by “infecting workstations”, the Solicitor-General said

* The attacker was able to gain access to an end-user workstation via a publicly available
hacking tool because the workstation was running on a version of Microsoft Outlook
that was not patched to address the use of that hacking tool,” he said, citing the Cyber
Security Agency of Singapore’s (CSA) findings.

* Between December 2017 and May 2018, the attacker moved sideways in the network,
making use of malware planted in one of the initially infected workstations to gain
remote access to and control of the workstation. He then used that computer to
distribute malware to infect other computers.
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* The attacker moved in a targeted manner, planning his route in the network to reach
the SCM database, which was the attacker’s ultimate objective,”

®* From May to June this year, the attacker used a compromised workstation and some
Citrix local administrator accounts to remotely log in to Citrix servers. One of those Citrix
local administrator accounts had protection measures, including a password - P@sswOrd
— that could be easily deciphered.

* At this point, the attacker had not yet obtained SCM database credentials that would
have allowed him to log in. In fact, the attacker had made multiple failed attempts to log
in to the database “using either non-existent user accounts or user accounts that had
insufficient privileges to gain access”.

16
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®* CSA’s Mr Dan, who said the attacker was able to run bulk queries because the system
did not have existing rules or controls to detect such behaviour or the illegitimate use of
certain SQL programmes

* The Allscripts SCM software was mentioned as there is evidence there was “insecure
coding vulnerability” in it and it is “highly probable” the vulnerability allowed the
attacker to easily retrieve SCM database credentials from the Citrix server on H-Cloud,
which can then be used to log in to the database. And IHIS was said to have known of
this back in 2014.

* The cyberattacker eventually managed to access a H-Cloud Citrix server through which
users were accessing the SCM database, and CSA hypothesised that it is probable that
the perpetrator stole the needed credentials through this avenue. The SCM database
was successfully accessed on Jun 26 but no queries were made on that date.

17
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The real activity started the day after, when the attacker began sending queries to the

database up till Jul 4, running “numerous bulk SQL queries from the Citrix server against
the SCM database server (via the open network connection)”. These activities were only
terminated by IHIS database administrator Katherine Tan on Jul 4.

The data unlawfully accessed and exfiltrated from Jun 27 to Jul 4 this year belonged to
1,495,367 patients comprising their demographic records. The attackers also made off
with 2,001,008 dispensed medication records pertaining to about 159,000 of these
patients.

Among the first two witnesses for the public hearing on Friday is IHIS assistant director
(Infra Services - Systems Management) Lim Yuan Woh, who had first discovered on Jun
11 that certain accounts had been compromised.
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What Is GIAC?

Global Information Assurance Certification (GIAC) is the leading provider and developer of Cvber Security Certitications. GIAC tests and validates the ability of practitioners in information
security, forensics, and software security. GIAC certification holders are recognized as experts in the IT industry and are sought after globally by government, military and industry to protect
the cyber environment.

Copyright © 2017 Symantec Corporation SYMANTEC PROPRIETARY- LIMITED USE ONLY



http://www.giac.org/certifications/categories

595 e A i B 1 AR 75 o

% < - Server

* Endpoint

—Jata
Desktops

Threats . Malcode
* Vulnerabilities * File & Site

Reputation . Compliance - Asset Value
Restriction

« System
« Organization Function

28



socC #ilTF 5 - 7 R4

T AEBERRENEH

DOWNLOADS

B E T KRUIRD
2] 1] of of of of of of of o[ 0f 0 0

2.1 JKEER

INTRUSION ALERTS

MALWARE ALERTS

WEBSITE VISITS q
é

BEHAVIORS

FILE APPEARANCE MALWARE CALLBACKS

TRAFFIC PROFILING
CRASHES

FILE

HASH

URL

BEHAVIOR

BRUTE FORCE
ACTIVITY

RECONNAISSANCE

FORMS

55,000 ROWS ADDED EVERY SECOND

30,000 INCIDENTS PROCESSED EVERY DAY




Customer Sample

H Validated
Incidents

B Analyzed Incidents

B Critical Incidents

EEXEZEEREFE

Industry Peer 1

Horizontal
Scan
Anomalous Traffi%Ao/impted
Increase:
Source Based
6%

LG

Industry Peer 2

2,000,000,000
1,500,000,000 /
1,000,000,000 /

500,000,000

M Analyzed Incidents
H Analyzed Incidents
M Validated
Incidents M Validated
M Critical Incidents Incidents
M Critical Incidents

Customer Sample

Symantec Managed Security Services — Cyber Security Group

Industry Peer A

Industry Peer B

Copyright © 2017 Symantec Corporation SYMANTEC PROPRIETARY- LIMITED USE ONLY 30



v Symantec.




$ 14: FE' iﬂ *E ;:I:I—J v Symantec.

o APT INEE

* RNINAIEEIRIMEE ( Spear Phishing Attacks ), = .
o JKILTVINLEE ( Watering Hole Attacks ) P e e B R

- s\ B - R TE RS
© WMEER . BISHE SRR ARISE (10C
o UEERIHAZ I HIIRIR M iR B R R ARt (10C)
o 4AULHNADDOSKE o AMRAR AT
* PEARHE . BT BB
¢ ZHLDIZQH:'IEE__[%EI:/)ILE o
.+ —HBIABHS + Hit

o NIIREPFITEE
* mEAR

Copyright © 2017 Symantec Corporation Copyright © 2017 Symantec Corporation SYMANTEC PROPRIETARY- LIMITED USE ONLY




B E S HEEE X




Hith =4 k#5518 H

14 = 32 [ Bl | 4K

v Symantec.

RS SR
(APT Hunting)

ESHEREFEERE

SHEEIEERR
BB REIES

REESHEHEH
E=IEitE A R

ERSHEERKE
BRIBE

iﬁﬁﬁﬁﬁﬁﬁﬁ

BEREMERER

EREE KA
2t Ry

it

AGEH B RSEE
EHBEREST

B EGE
RAEREIRER T

eV Rl
. HEZEERY
SHEEEKE
BRI

S EEEKE

S BRI
£75

ok = ERIEFE R
iDL

RARTERIEER
RBABHBR

RERGRAEEN
T WREEWA
RHIEFR

HENEREES |
SRRFRER &
RECER

MREEWAR 7
%ﬁ%f#%#ﬁﬂﬂﬁ

Copyright © 2017 Symantec Corporation SYMANTEC PROPRIETARY- LIMITED USE ONLY




Cyber Security Services

Ecosystem at Work

Customer Premise

- ]
Transder E )
Automated W Correlation
Collection ﬁ;ggregated and
8 Analytics

B2

DeepSight

v Symantec.

Global
Intelligence
Network

Analy5|s

MSS Operations

s IE

Copyright © 2017 Symantec Corporation SYNIANTEC PROPRIETARY- LIMITED USE ONLY

Incident
Response

9

A




ATTACK CHAIN @symantec

= I IR fR HY i 15




KILL CHAIN v/ Symantec.




v Symantec.

Thank You!




