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WindowsE B & e fE
MSMQ QueueJumperizif

ot

BLHEZ TS ¥ Microsoft Message Queuing (MSMQ) 77 B 5E AR 75 oo
H—EREELRBIZELEDS - 54 Windows 2 #EEEEIEERERHER
2. BEIRE - BAIAETES Windows AFBERZEZEMZT -

MSMQ FRFE Windows ZRADIIHIRM - 2—E0IZE App EEHAS
BANBE RO - OILIEE PowerShell Z3ZEHIE ( Control Panel ) 2REX
A -

B2 Fortinet ] CheckPoint JE FEZEXRIEHE - £ MSMQ F 5%
BB Em)E CVE-2023-21554 Of:ZFZ S & DIRFEM MSMQ BEHIE - EAFH
SERAEHENBET  BIETHE  WHEHKEATEEEZEE -

REZmE R 28 Windows RA - BERITHE EZZIWFABERA - B1F
B #7 AR A Windows 11 22H2 2 Windows Server 2022 * Microsoft A& 2% H

AIFE LAY 2023 £ 4 A% Patch Tuesday BT EZEBETEEIL—TRE -
1B4E#E Check Point FUfhET - BRIMIBL 36 & Windows MSMQ @ AR 23 151 k<
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STRRZRANERMIEE - HILBEERERENRERZ | -

Microsoft 5t - BRICERERZEENRILRE ZBKNERIB®R - I
Windows 2#tEEE - BIEREREREJBEFRNEE - BRIENETE

® CVE #w5% : CVE-2023-21554

o X EEm : Windows ZhRAIFZEZ4 - ©45 Windows 11 2022H2 EA
Windows Server 2022 -

o fRISE : EEBIE A Microsoft HETE LAY Patch Tuesday EZERHE -

o FRIKIR :
1. Microsoft Message Queuing Remote Code Execution Vulnerability
2. Haifei Li @HaifeiLi

3. Windows admins warned to patch critical MSMQ QueueJumper bug


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21554
https://twitter.com/HaifeiLi/status/1645846394098552832
https://www.bleepingcomputer.com/news/security/windows-admins-warned-to-patch-critical-msmq-queuejumper-bug/
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ZEBEZL /A5 Password Manager FTHISR RAEMSIEL - LFHETHE
HARTEASE - DELUERFENEABNFTIRERASNEEIR
5% -

Password Manager X 2023 £ 3 B#t ¥} 1,000 BB — 0 LIEERZE
AEBMWEREEN TFEETESHRE - FHRE T EHRBERESFEHA
SIRIEHEERTS ( BE A ASIA Email ~ 858 - TEZ ) WK -

RBEPTSIETEmENT

> A7 % RENEFAEREE - NEERATINEAERN ;

> BB U4 ZTHEARBNLEEZBLINEAEMN - EHASEE
RIRRTS ;

> TEARES 1 ASGBI2IRBNEERTEENEAERN
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> 1R ZHEANHEZAEBMNERRASIRFESRE 2 £2L E;

> 10 BAFE 1 BAERSHNBELINEAETN - RTERQTREFE

BEOHIBLEEHFERR
> 58% REHEFRIN - EitPIEEERE - RSB Z T ARS T B/

> A% REHERN BEERATIEBRCRKEARMND ZHMM ;
> 6% RIMEBEBRMEATLHRATERNEAEN -

> A4% REHEBENTFINRIATWER] -

WMEMHESHERAEEAMNATNEAEN - ERAOT

>  #156% SEAER ;

> R 429 ZEREBSAINE FSBEERA ;

> #39% ZERE AREETEM AN IE -
BSETANSFESERHNEERAASERBNLERRE - 25% 25

BRRN TALZE, N FRR TEEALE ) ) BINEF 41% RRBEIR
PrEREAE  AATEEWEMRERE -

EEAoThEBEURMTIRRENEE £ ABMBRURIEUEZABHNR

I EE] BB FEEIR - BREREE TEMMERR " 2 RRRE
5. -

o ERIR :
1. 47% of Workers Admit to Hacking Accounts With Former Employers’ Passwords

2. Ex-employee password abuse: 10% log back in to ‘disrupt’ business, report


https://www.passwordmanager.com/47-of-workers-admit-to-hacking-accounts-with-former-employers-passwords/
https://www.scmagazine.com/news/insider-threat/ex-employee-password-abuse
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212 - BXMBEMETEM 2023 & 3 HMENEBHSFTREFCE - S 459 7
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‘ ‘ Time 035343
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— BN RARRARRRRRRAARY

et thi2023FE3 A BEKE
HETIHBETE

Ot
EZME NCC Group HEIEERAETERIEDL - 2023 £ 3 ARZ ATERE
PSP FEEWEBBEEHHRZNEY - HECHRR 459 IEEEINE - B 2023 £
2 B1E0 91% - thEg 2022 &£ 3 B1EH0 62% -

NCC Groups TER S5 - 2023 & 3 B #IBREHE ARG E
- 2R % CVE-2023-0669 H 0-day mia BRI IR EIARERANREE I
£ . 3% 0-day A Forta B9 GoAnywhere MFT Z2EXEH TH ; — @S
%3 Clop B9EhEESEFIFBLEIRIE - 78 10 RATAE 130 KB HHBWE -

EUETEEAYZ Lockbit 3.0 - 7 2023 & 3 BpicirEl 97 REBHEE
&) - #% ~N2K2 Royal * BlackCat * Bianlian * Play - Blackbasta * Stormous *
Medusa * Ransomhouse 55 ©

FEISBEREBNERMNAR - UHEXRES  —EHRE 147 LB
WEEH  MFTASERERN 32% - 2R = KKEZE Clop * LockBit A
Royal WEZWEHE - ERGHEERGE R - BEZE - BERREE - EXHM
BI2E - SRz - BiEHBERS -

EUSEEBMEAHIKRE  B—¥D LBRSBREMNEMNAINIEE
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R BB REREZFIRN - HFFZEH ZEF A 0-day JmiEETT

BREE AL BN IR S E R N RA SNEZERA - LR
SHEERERE RENSEZWEOER -
o ERIUH

1.

Ransomware attacks increased 91% in March, as threat actors find new
vulnerabilities

2. March 2023 broke ransomware attack records with 459 incidents


https://www.techrepublic.com/article/ransomware-attacks-increased-march/
https://www.techrepublic.com/article/ransomware-attacks-increased-march/
https://www.bleepingcomputer.com/news/security/march-2023-broke-ransomware-attack-records-with-459-incidents/
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2.1.3 ~ 2022 FRAFITEFFARIE R SRS - E 31 857

2022FBAAEEZFIRIE R
SRS, E31EXT

ot

SBANDRFEHEEZLZEE (AustralianCompetition and Consumer
Commission, ACCC ) fatiE - X (2022) F—F2d  BAFDRAS
NFEERIE IR TS IE 5k - FIBRE 2021 £ 5Z 80% - BREF 5E 31 B=

dl

BaTIEL - AR RRENRSAD  EASBREXREKBRE
FAEURERR - ABERED 15 B350 | ERZERInETERFMR - MERE 229
70 - BERSN RS RER - AERE 2.24 835

ACCC 15t - EERRRGRWNEBREMNBGZEEN - 815 ACCC i
Scamwatch  ReportCyber - DUKEIN £ B1IETER R4 ES (Australian Financial
Crimes Exchange, AFCX) - IDCARE £ &1\ ; M AT ACCC Scamwatch %!
HEFEREHIREER 24 B - I|MEHELL 2021 £ 7 16.5% - BEEHESE
TR E S ERANENER 2 BT - FIEERSIES0% -
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EENEL  ERFREESEEEMNRZAEERNINESH BRI
o ANt 2022 FREABERINREH 2 EEE - Scamwatch T EERIE
FEZEE - IEMEEFERE (R E BUN BB KRB R2E1TER -
ERREBARTESNAANERZMT - BRLEHLUERANSER]
ARANSEREBNRSES  LREMMFER -

o ERIKIR:

1. ACCC calls for united front as scammers steal over $3bn from Australians

2. Australians lost a record $3.1 billion to scams last year


https://www.scamwatch.gov.au/news-alerts/accc-calls-for-united-front-as-scammers-steal-over-3bn-from-australians
https://www.bleepingcomputer.com/news/security/australians-lost-a-record-31-billion-to-scams-last-year/
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221 BIREFIA Rilide BIBRRAEGIB _BREARELENARNZER

o

RilideBIE R T =R AT BB —
PEEREARSRE, MHUNZEEH

ot

B LM Trustwave SpiderLasb fE FAIIFFEAE - HHARIR—ERS
Rilide WEHTEE Google Chrome BB IEAEY - EETEAAERESH - 1
BEREH TAERAETEIARERERS  UBNAENIIREREE -

R AEEL - Rilide FFEEAB EHE I Google Drive Z|E = ERE
% DULRSIBET&EZE - BER LAREERZEIN -

WA B BIRTHRAEMK AT Rilide WEZIEIEES) ; Hb—KF B
Google Ads R¥EZEES - W HI A Aurora Stealer ZRE|A B REES ; 55— KAIGE

Rilide MM ITHESEN MR - miFRETAERN—2E—8 - &FEH
FtIgABEE - MAEEATIHEEASTHA - WEAEZEH G RF P
BB EEMEZY -

MERZEERBT - ZNERABLEHBEREEEEBOMEE - ILRZ
BEAEGMEEARTIAREEING - UWHBIAFPNSBHEEN - 65
MERBHEEEAEM - HF EMail EAEMES -
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ZREAEHTSE I ABEREBIEEENE - @REHA " Content

Security Policy s - &ZINBEMIERET BN EZE B RRIEINTERE A - LUESR
SR BTN AE I E ( Cross-site Scripting, XSS )

Rilide &157ARVE Y - S S WEAFPEARN _MERBER | ZEXEHZ
FTHNBN _[EEREREHRmASE - ERFPWALERN _[EEREREHE -
Rilide BiFEVSAEREHBRAZNE SERKEZESHEL - DIBNHEFPRINEZEEE

===

Hl=E °

RUMSE THARREAEAR BURSER  ERENEFER
ERETE  MERE  EE TR -

o ERIIR :
1. Rilide: A New Malicious Browser Extension for Stealing Cryptocurrencies

2. Hackers use Rilide browser extension to bypass 2FA, steal crypto


https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/rilide-a-new-malicious-browser-extension-for-stealing-cryptocurrencies/
https://www.bleepingcomputer.com/news/security/hackers-use-rilide-browser-extension-to-bypass-2fa-steal-crypto/
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MBEBRSMKuCoinEAH
TwittertRSHE R HEZTEBRIGED

ot

ZIRMBMNEB B RSP KuCoin - HEIBHET Twitter tRSFEH S
% BERZIRSRERENRES - MHAZIRRIEEERINE SBIAEE -
AaAE 45 DIENBRIEMZRARMBIER - BAREERAA 22,600 =TT

& KuCoin EEE 7 Twitter lRIEP MW ELBHIEL - ZRENR 4 H
24 HF 7% 0:00 (UTC+2) IFEZIABRZERENSERE - R4 45 0E - 1
EERARBANEEREDRENIFEER - KuCoin 8 &t ERIBRNE D
FHBELAZERFE -

5212 &R A KuCoin WE 73 Twitter 1R5% - EMEBEM KuCoin 5EfHEH
FE 1,000 BA - FRIBWINEBEBABBGKEE - #FXLHZ3E 5,000 LR
X ER 10,000 MUAKXE ; EKAPEREETRENNEEBAZEEREEM
BEBEE  ABRUDTEBECHNBEREEPESEENNEE -

\

\

HACHFRFZOETDEE BEZSEMRINFRSISHPHNENUE
& ° KuCoin 15l - £1E 45 DEAN—HRRE 22 EXR 5 - BEHER 22,628
USDT -« KuCoin 15t - B IERFPE—SHEILEREEN REIE - AR5
[FERETH#EZEEERNNBEEEEZE -
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H Bl KuCoin i RZEBEE 73 Twitter 1R S AIEREZEE BN - %

NEIIEFEEE Twitter #E1TRHE ;| ZASEGERBERI AR Twitter _PEERE
AR 24N - SHEIRIRL 2 HERININRFHFE -

ERBRENEZEBEMRET BN RES 78T - EEREAY
REGESRENNIZRNRZIIEIRSES - LIREBIEREX -

H

o ERIIR :
1. KuCoin @kucoincom

2. KuCoin's Twitter account hacked to promote crypto scam


https://twitter.com/kucoincom/status/1650336619730436099
https://www.bleepingcomputer.com/news/security/kucoins-twitter-account-hacked-to-promote-crypto-scam/
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» Hoh—jmilE B AR BN E

CISA fn<m BB BT 25 ENL
MEMEHEH 5 TR

ot

ITHEYERSTEWRE "HBRLEBEMRMELEF 1 ( Cybersecurity

and Infrastructure Security Agency, CISA ) - HEIEEETHW "S4EZ R

8 1 ( Known Exploited Vulnerabilities, KEV ) /BE DG AECEBREEF
RUEBHNEZ

ol - I ESK =R B A E N R EMREMEERIESTA -
HEESEHMA KEV BETHRED  E—EGREENRES "&E
( Critical ) S 4RAY®)E CVE-2021-27877 - IE#R =% ALPHV/BlackCat #fE &
e EERIEINE -

sZomm 7R Veritas BRI Z EHEEGEER - BIRE 0I5
PURIARFTHATREIR -

PITRIEEZTRITERSES -

B MESIA KEV BYJ@E CVE-2021-27876 EA CVE-2021-27878 #3171R
Veritas Backup Exec 2@ - thEE:E

FEERRERUFNAK LNWERESR - W7
E=Ez0E -

HAE—EETE Samsung FENZ AR BB 23RY 0-day J&)E CVE-2023-

26083 TN A KEV o - —{El#E 2022 & 12 BRI E Al RE s - HRZF
TR ERPEIRE FREEIEN -
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2 5 {85 A KEV AyJma %4 CVE-2019-1388 - 82452 Microsoft Windows
Certificate Dialog - B%1=R & 0] HLUIR AT HITHER -

RIBRE - MITETE NREMN - 787 2023 &£ 4 B 28 HAISEAE
HORBREEIESE - 828 CISA Wan S RE =BT BATFABEUERL - B
FEETAANIFAEMETHIE - DU/ BRZERENE R

EERSZIATWEMNEIENMK CISA IR BB EEBFTREIER A FNEL
ol - UIBRBEBEREEFN A REEENENE R

o FRIKIR :
1. CISA Adds Five Known Exploited Vulnerabilities to Catalog

2. CISA orders agencies to patch Backup Exec bugs used by ransomware gang


https://www.cisa.gov/news-events/alerts/2023/04/07/cisa-adds-five-known-exploited-vulnerabilities-catalog
https://www.bleepingcomputer.com/news/security/cisa-orders-agencies-to-patch-backup-exec-bugs-used-by-ransomware-gang/
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F3E 33,000 A

EXiiEEE 5%
9,800& E i E=FR D T

ot

BOMAIZ 2B 48 (Europol) I HEEBUMNEEHS ( Eurojust ) - H[EK
ETZEH—EREBFREENTRKE ;| ZFREES K — S5 AR IK
BIERIE - SE A 33,000 A - NEEFSE 9,800 BETT e

Europol 378 - BURTTEIRZS (2023 ) F 3 BRUM K 2 H#ELT - ERIHNE
ZE 15 & - HPEE 5 BIEANERER L - FUAMBEREARMNAE - ZHE
DA eINE=F -

Europol &% - ZAESREEAN HFEBESNABEREANNES - sFERZE/N
BIRE (=P 250 8ot ) - BNolESBSFE - LIK5|IRES £ - =5
BRERS RPN T EAEMEE .  BREERNRAERSRE - JER
EENHM ; REAENRELZ  ERAEZIEER  ELEEESHIHGER
FENM—Z  EMREZEBRMBERK -

SR EEE RN TNES RSN RS EANES TER,
D - EFK 100 REFEE - WBAHEEOSEIRNERSEES ; D4E
BEiEE  HERERERPONESEE  TROEhMEERSHEET
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5 (BB

LT - BNEFERGENTE 2019 7 2021 FZEHELT - FEREENER
KREUNEE - 6556 -~ B - A - fufRds: - 55 - WEER -

EERHATE ZAHE - St E[RE Europol £
21 5 BRFREED T - W RNMFHFIBRSE 2.21

B & i IE s —EE

RIS ERERE  ZXBEEE

(CEVIv
ZREREERABNLEE e PERILBSHR
E‘Z/}ﬁ}% —_kjj__b HI-'nI:I

AR ERVE SR -
HEFRRSER MBI QE - LIS BRIFER

SRIE -

o ERIIR :
1. Europol @Europol

2. Police disrupts $98M online fraud ring with 33,000 victims


https://twitter.com/Europol/status/1646538974918332421
https://www.bleepingcomputer.com/news/security/five-arrested-after-33-000-victims-lose-98m-to-online-investment-fraud/
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2.3.3+ APT BZIZEREF 453 Cisco Bz B R ERS S FNINE

REXEREEERTE | APT48
HM A Ciscolif B #a w2 B E

5% 40 ( UK National Cyber

ég{_
gglz
N
)ﬂ]]ll
ol

] - EHEL T EWE - BIEER
Security Centre, NCSC ) - EBIBKLETBERK L ER ( Cybersecurity and
Infrastructure Security Agency, CISA ) - EBIEZX %2 F ( National Security
Agency, NSA ) ~ EBI#FBFEESF ( Federal Bureau of Investigation, FBI ) - &
Bl =Bl A58 E an AR Cisco B S 38R E LB - 15 APT28 ZIRE B2 IETER!

F Cisco BEH=A0RE - LUBREBRIES R NE -

&2 APT28 F| ARV Cisco FsH#RIR)E - 2 CVE #R5% CVE-2017-6742 Y
—EZE SNMP ZEInTERRENERE ; REZLNARABFEETIR &
3 FAMERAEEEAY Cisco BEHRES - AEHELRBASRBHFELES - RS
Herf R RRERZEHSEaFAILRE - EEREE SN RAZRERE
A#% "Jaguar Tooth , WEEEEE - WHHREGBBENSEEEEN  IARA
MANMBEREAEN -

SZORBITER Cisco ¥t B#1T C5350-1SM kA 12.3(6) FIAY 10S BEEHES -
i Cisco B 2017 FPES2EEZRE - BB A Cisco IBHIEI KRB IEE
B - EXZIEEBOIR - ZREMBEIELZ EEWEIE Cisco WEfEHZ



Q SE TN AR EREHED
m Taiwan Computer Emergency Response Team / Coordination Center
%5 Cisco ISHzsEHEHEERE  BUNBRRITEENEEMMRA -
AN - ERE NI E S SNMP IR AL ESH
NETCONF/RESTCONF 2R#ET2InEIE ; MIHBLRINEE R SNMP S84
B tEYEXCEFEARE -
EEFEHZ AR Cisco BARNEHAZHEEIRE  BURlBR#KFE
MESEMARZA - & SNMP R ABZ £ M E S NETCONF/RESTCONF KR3ETT
EIREE  NELHIINEZEE SNMP EEEER  EYESHTEEFEAZ

[=]

I

i}

o ERIIR :
1. Jaguar Tooth Cisco IOS malware that collects device information and enables

backdoor access

2. US, UK warn of govt hackers using custom malware on Cisco routers


https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/jaguar-tooth/NCSC-MAR-Jaguar-Tooth.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/jaguar-tooth/NCSC-MAR-Jaguar-Tooth.pdf
https://www.bleepingcomputer.com/news/security/us-uk-warn-of-govt-hackers-using-custom-malware-on-cisco-routers/
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2.4 ~ tRERERERIN

IR EFIA Facebook BHE - fRE ChatGPT Ml B REES

[ eoplq
| connect and share with the p

Eiig&EfIFFacebookES
BB ChatGPTHEfh E=HXES

ot

BEZERRIN  AREBIRBRZEFEETE Facebook EHIEES - RE
OpenAl ChapGPT W& % - ER ERAMUEHZERENE - AREERRSE

B o

FERIEFBELTEBIER Jeremy B. Merrill BRIEE SR P IECIEL -
HAfth A A\ #E Facebook FLEZ 13 #EL ChatGPT RAIEERNBMNES ; BEE L
ChatGPT E#&RIE/AE] OpenAl I K7E Facebook FETHIESZEEEE -

Jereme B. Merrill {5t - EEEEMNWHEEZRUEE RS "OpenAl s 3%
"GPT. - BV EIRE S Google Bard ATEZENXTE ; MELESHK
X - EREEE—(AES  MRELAEWS THEEHE  MXESHHE
=& - Ll 7888, 1FREFRIERNES -

PR REEL - Bloge FHEIBE3EE - SHEAKEERN - 31&
RFBEANENAEREBIVER -

Jeremy B. Merrill #—27E Facebook BEERIEXF &L " Password 888 |
ETHESE - KB 7T 59 BER (2023) FARADAGEINES ; MEL
BEZ¥HEEARSBELS Facebook M#BE - SiHFKITHA HBHZ
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o MBEANEMES BIRRMERETHRER -

Ok

2B MIFX K15 Facebook ;8 RIS R:FIRES AREBIR - Facebook 3=
NEZEREENHSZEFRABZ RV 24T - M Facebook tIEFENEAH
FERANEBEFRIEES] - Facebook tTERIR - ZIREEAMHE MATHSE
IR IR B ARBRBICES

725 F B 7E Facebook * Instagram * YouTube 2 Google St E=
SIZEIEREUEANESR  BLRSEE  J7EERMR -

o FRIKIR :
1. BESEXRE
2. Fake ChatGPT preys on Facebook users

3. Fake ChatGPT, Bard ads con Facebook users: report


https://www.facebook.com/ads/library/?active_status=active&ad_type=all&country=US&q=password%20888&search_type=keyword_unordered&media_type=all
https://www.washingtonpost.com/politics/2023/04/12/fake-chatgpt-preys-facebook-users/
https://www.foxbusiness.com/technology/fake-chatgpt-bard-ads-con-facebook-users
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2.5 THIREELHE

2.5.1 * Apple 1€ 2 {BITJIXEE iPhone 1 Mac Y 0-day if&iH

Apple &18 2 {ETRE
iPhone #1 Mac #J 0-day il

ot

Apple 7R H BT L HThR i0S 16.4.1 ~ iPadOS 16.4.1 ~ macOS Ventura
13.3.1 - BAM(E 2 B IRE IR WER 0-day JFiE CVE-2023-28206 £ CVE-
2023-28205 ; iPhone - iPad £2 Mac FAEFEIIBNEITEHT -

12 Apple B2RMVELBMIEL - Apple EFEMERBEIBRIEL - EmME 0-
day JRll 2B RZERERBARKNEEE -

g8—1@& 0-day J&JE % CVE-2023-28206 - :277h% 10SurfaceAccelerator B A9
HASARE - tiENERNERKREE  EMEREREUNTESERS -

ZIREUNAFENEE App KRBZURE - UARERESENE
EFRTEEREDNE - RN CVSS BIREENPSEZEIS D (Mm% 10
7))  HEREEFATAERSSEHRE "E&E, ( Critical ) -

5 —EAEREFBERM 0-day JFIE 4 CVE-2023-28205 - 275 WebKit
AN REENEERRED ;, ZEEUFEIEENTZATRENBENA
B FRIEBEENENEE  BENUESEERE LHTEEZANG -

R 2Em ERIE 20 Apple Zmn - &% iPhone 8 B2 &AL + iPad Pro
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T ZAIPAAWEE - iPad Air 5 3 fCERBERKEL - iPad 55 5 UEBEE - iPad

mini 8 5 BB ERE - FTA#1T macOS Ventura #Y Mac ZAEMK -

EESSZ Y iPhone ~ iPad ~ Mac FHEFEIBI AR ZEFTAR i0S 16.4.1
iPadOS 16.4.1 * macOS Ventura 13.3.1 + LUEEE M@ 0-day J&)E

o ERIIR :
1. About the security content of macOS Ventura 13.3.1

2. Apple fixes two zero-days exploited to hack iPhones and Macs


https://support.apple.com/en-us/HT213721
https://www.bleepingcomputer.com/news/apple/apple-fixes-two-zero-days-exploited-to-hack-iphones-and-macs/
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2.5.2 ~ #EEIRAY "B BHEE L Android BEERE - ERER/IRTT - HF - MEEE App

FHEEAndroildEEHEE R
R1T. BUN. INZEE¥App

ot

HlE

BEZME Cyble [E FHEZMFEAE - ITHH IR —1E Android BEEE
"Chameleon , ; EEBREEZHRINMIRIT - BUTEASIE SIS %

789 App - ALIEIERESHZERENE -

& Cyble EZEXI5H - Chameleon $HxE K B8 £218 A R/ oaiZE A A9 Android
TEIREEFRAERESKE  BRoBREABANTEERSEN « KEE IKO iR
#7E2 CoinSpot IR EHEZF R -

MEMER - Chameleon EEHITRIETZENSE - DUIRBRZEELHHE
B RS A RO 1E0R) - Z2BIZRER - Chameleon B RURA Android EBZEE D
£ root ( H%K ) SFARY debug BT - MUBFE DA BT »

MRBRRIRIEZE " IEE 1 B - Chameleon EZKFEAZE R TS EHE)
PR - 1 B 15 R Google Play Protect (&I - W AEEREZEEE TR
BR&% App ; % Chameleon BEGR I HIZHIEMRES - BEARKREERR
2K~ ISR - Root AARR ~ PREEIR - i5HEMIEREREER -

%3 Chameleon R EZ R AMERT - AR L, webview FERIEZ
WHBEERN URL - SAEPEIAS - BEERSAREREIE - DET5EE
BEINEE - EfEF8HE cookie ~ MITHRBWMARNTHREN  TANRREA
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B BIFHEEZHNFEER  BERABMERNERBEIRN -

e EEREARESS -

/.

#£%% Android AP E NEZEET App I - FEER T Google 75 Play
Store HFENEERVIEMREE N - 2BEAUE =S ERAEXFIESAER
HE N EEOUERARER -

o ERIR :
1. Chameleon: A New Android Malware Spotted In The Wild

2. New Chameleon Android malware mimics bank, govt, and crypto apps


https://blog.cyble.com/2023/04/13/chameleon-a-new-android-malware-spotted-in-the-wild/
https://www.bleepingcomputer.com/news/security/new-chameleon-android-malware-mimics-bank-govt-and-crypto-apps/

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

2.5.3 * 60 EIZAEEEEEE Goldoson B9 Android App i& A Google Play Store -
TEXEE 1 ERUE

,f\q

i

60fE ZEEEEEAndroid App
THEHXEZELIEXMU L

ot

B McAfee JE FRIBEZIRAE - AHiE3IR— (B % Goldoson HY
- REBZTE 60 8_Z2% Google Play Store B9 App REFRE &%
EL App WARTEHRESE L RRUL -

i

==
=

|

ale

/

cl
C

i
It
i

N 7N

[

%=,

27 Goldoson B _E28%! Google Play Store (RN EREIEZ App AH
NEZEREWH :

> L.POINT with L.PAY - 1000 ER &

>  Swipe Brick Breaker - 1000 X &

>  Money Manager Expense & Budget - 1000 X &

> GOM Player - 500 X &

>  LIVE Score, Real-Time Score - 500 2R &

> Pikicast - 500 2R &

> Compass 9: Smart Compass - 500 BR &

> GOM Audio - Music, Sync lyrics - 100 X &

> LOTTE WORLD Magicpass - 100 B8R ~ &
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> Bounce Brick Breaker - 100 &% N &,

> Infinite Slice - 100 X &)

>  SomNote - Beautiful note app - 100 R N &

>  Korea Subway Info: Metroid - 100 X &

B AEEY - Goldoson BEE e — B2 & |HE A& Android F1%

AN MEBRBNFEREANZIEEEEN  SFLENERAEZENAE - WIi-Fi &

Bluetooth (E#R 4B SE - FHEMEMA GPS BEENE  EEREEFH
EAMBBE Y  RESSARBESETESE -

-

McAfee 51 - Goldoson BEEVSIIEER - ZREGTLZRBEPERSOE
EREPRIME ; Android 11 BABBMAHZESMBINSERWTE  BRE
FEREZERE S - 1B McAfee iR - BIEZERAEFTMZAHY Android - EELEERE
g]EED - 18 10% o[ ESE SRR -

McAfee T/~ - ERARZE R F2AREREEAENINS=HER
[EEIETT App FIZE - TEHEL App RERBREREIS - SFZERBECSKBECS L
2221 Google Play Store Y App HFIEMEIEW SR 22 - (BEE=FNERER
BEP - OJREERBHEE M App TAKRIEIE -

#2% Android AP FRE S 7E3F Google Play Store 0 & App 9h - IR
App ZXXKBZHER - ERIESZEE I Z7EEETHER -

o ERIR :
1. Goldoson: Privacy-invasive and Clicker Android Adware found in popular apps in

South Korea

2. Android malware infiltrates 60 Google Play apps with 100M installs


https://www.mcafee.com/blogs/other-blogs/mcafee-labs/goldoson-privacy-invasive-and-clicker-android-adware-found-in-popular-apps-in-south-korea/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/goldoson-privacy-invasive-and-clicker-android-adware-found-in-popular-apps-in-south-korea/
https://www.bleepingcomputer.com/news/security/android-malware-infiltrates-60-google-play-apps-with-100m-installs/
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2.6.1 ~ Google BRZE=2{B# %S — Chrome 0-day i@l CVE-2023-2316

GoogleBXZEREH
#3EHChrome 0-dayii

ot

Google T HEREH 2023 & 4 ALK E R Google Chrome 2Bz B
B - DUEEZH383RAY 0-day Jmld CVE-2023-2136 ; P& &£ Google
Chrome £248& Chromium B B0 FER & BIIBIER -

IEREZERA 0-day JlE CVE-2023-2136 /X Skia WS ka2 &
m A - Skia 2 Google I FRYBIRES & C++ 2D @ERIUE - RE—%
%l API # Google Chrome BB - XX ~ Uik ~ & - BIES - BZAE
REBEERTNEZRBETH -

—MRHER - RIREBDANRE RS UERRFRRE LR L ECIBIEH
B RELURIRATERREIB L B EFIRERMR -

Google I HEBERMNHRELBH T - WoRFFAFRAPRZ 0-day JRiEARE
AEIEHE - ERNEEH CVE-2023-2136 BABHANEEZIEWE -
Google RRFANE - EEFZHIZ B Google Chrome EHEZH S EMEERE
HETELH  DEREMREEANARMENRSENKNBARETIE -
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Google #T LAY Chrome iR A% 112.0.05615-137 - PR ¥ CVE-2023-2136
29 - —FHEE 7 I T EIRIE ; ABF LR ERERR Windows £
macOS fEZE %41 - Google 37~ Linux R ARG FIRHEL -

$ZZPT A £ A Google Chrome E3482 Chromium 223891 FHZE FE 1]
FH - DIRBEERRZEENEE A ARREEE R ENER -

o ERIIR :
1. Stable Channel Update for Desktop

2. Google patches another actively exploited Chrome zero-day


https://chromereleases.googleblog.com/2023/04/stable-channel-update-for-desktop_18.html
https://www.bleepingcomputer.com/news/security/google-patches-another-actively-exploited-chrome-zero-day/
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2.6.2 ~ #EEIRAY SLP imE oI EMM A B RS 2,200 f5HY DDoS E

B0
%D6§S

K
TATERCE:

AW SLP R E SRR
=iE2,200fE8DDoSH

ot

EZ M B Bitsight £3 Curesec JE FHIEZMRAE - HREERIR—ERF
KX SLP 13 E PRI JRia CVE-2023-29552 - O B B2 & AL 8 AR DDoS
WE  WESEEMARRETSE 2,200 £Z -

SLP =2 Service Location Protocol W#4E%E - = —{EHIE] AL 1997 FEHEE
R BN E  AREEREE A  EEE B ILESER uDP &
TCP - SBRTIR 427 RAEITE @EE -

H SLP EAREBEME 2R - BRALK - SFZEUEREEENIE
REBEEINBREEEZ N - SROEBIRRERNEBNERESEH TR ZE -

12 BitSight 5 - CVE-2023-29552 EERIA O BALRENRZES &
PR S B 2,200 1589 DoS 28 -

BEWEL  FELRINEEANMEEES - EtZ ; 81 VMWare
ESXi Hypervisors * Konica Minota £ ERZALENZRH - IBM Integrated
Management Module - Planex BSFIZ8 581 ;| BIEFTEIKABEA 2,000 X2
ThENIPFARY 54,000 K E - ABEEIEIAEE N - clgepiAmiziRE ALE
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)RR DDoS W EERIERS -
HER  EEBREESNEZ  TEHEEE - =E - B 73
CNEX -~ JEE - FAR) - B -~ 68 - AR RBE N XEEREE 1,000
AREHEA - ZEEERE - B BFE - Fig - </ - Bik - RBEWS

i
= °

\)

ZERSLMEURENREMERAEREEARBIEERT - YR
BREINEGNARKEREIIE , BUOEHIMNEGRIREDENE - 1R
MUK i S ae i 2 LM fEPmit - DI EBRARRE K S EAREE -

IIIII’

o ERIIR :
1. New high-severity vulnerability (CVE-2023-29552) discovered in the Service
Location Protocol (SLP)

2. New SLP bug can lead to massive 2,200x DDoS amplification attacks


https://www.bitsight.com/blog/new-high-severity-vulnerability-cve-2023-29552-discovered-service-location-protocol-slp
https://www.bitsight.com/blog/new-high-severity-vulnerability-cve-2023-29552-discovered-service-location-protocol-slp
https://www.bleepingcomputer.com/news/security/new-slp-bug-can-lead-to-massive-2-200x-ddos-amplification-attacks/
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2.6.3 ~ BZIRE T Google EAfRFE S E1E Bumblebee BEEES - AALAETTENIBINE

BRENAGoogleflRFES
##EBumblebeefh RS

ot

BEZME Secureworks TE FWELZERIITHIEY - RBIR—EER
Bumblebee U2 EEEE - R Google EAEFE S SEO 185 ( SEO
Poisoning ) 7374 - RUZEERZ BRI RFVERERL - B

x =z e mgh
2R -

BRI EBRIRAIGAIAN B SRR TS - B245 Zoom - Cisco

AnyConnect * ChatGPT - Citrix Workspace 5 -

12 Secureworks 35 - Bumblebee ZR B fe e FEEIRMN 2022 £ 4 5 - &%
PIRERRE R ENEERS Conti FTEFEE - FAREZIREIZ ER BazarLoader & F5
mig  HEEANSREZEANLAEBWFIE - DIERNITEBERE -

£ Securewoks IR EIMN—EKBEER D - BRE XU —EERZAN
WordPress 815 - 5217 —1fEE 7 Cisco AnyConnect BRE FEHEH - £EE T
MR & ELE T N E S8 A Bumblebee 22 EEER Cisco AnyConnect 24572
= - AEHNHA Google BRFESRSIFZE ME Cisco AnyConnect EREZRIE F
ELi-

ERENEZER - RV ZLKFIEIER Cisco AnyConnect b + BH 5

—1@& PowerShell script 23 Bumblebee EEZ 852 - ZZEINT SN BB E
Y
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BTSSR -

Secureworks FIMITERZZRE 7£ 4 Zoom ~ ChatGPT - Critix Workspace 89
SRTEE ARG FE - £RIUBE NEE - AEFA Google Bk
FESFHLKERE SEO ~ HIRRIBIF N ERBILKS I SEEEA -

H}|
Hﬂﬂ]'

¢

ZRERE M UEIER - HERSERE  ITRBECESAELERE
TG &L - mIFEARES AR AREL B R ADS M E -

o FRIKIR :
1. Bumblebee Malware Distributed Via Trojanized Installer Downloads

2. Google ads push BumbleBee malware used by ransomware gangs


https://www.secureworks.com/blog/bumblebee-malware-distributed-via-trojanized-installer-downloads
https://www.bleepingcomputer.com/news/security/google-ads-push-bumblebee-malware-used-by-ransomware-gangs/
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2.7 ~ BIBRSmIA &R

2.7.1 ~ HP #&18 90 RAMEE XM LaserJet EFEIREDTHNBREER D

HP &5 90 RNIEEZ K
BHHOREPNEREERIRE

ot
ENRMEEAM HP HAISERELEIR - 5L E N2 Laserlet R 5B EENZER
RS —ERERE CVE-2023-1707 - OlsEE A FPHEIENING ; ZAE
1R 90 HRMEHIEFEEE - DUBEZBREER A -

|

aZmimTE# 1T FutureSmart )82 hkZs 5.6 I XA IPSec (Internet Protocol
Security) NEEM R EEFENRME £ - ZIRECFERIREFINEEAFE
H HP (IR EBEEMAEAEEE LBEHAS - EBLUEEHEEH -

RIBE HP WEZ BRI - ZmERY CVSS TmEBREENTSEIL D
(moR107) - HERBEEARS "B&E, (Critical ) 4 -

S 1E CVE-2023-1707 JRialf & %3E 50 ;X HP 3R AR E S ENRE AL E L]
RIEEHTE S EMTERITE HP Color LaserJet Enterprise M455 ~ HP Color
LaserJet Enterprise MFP M480 - HP Color LaserJet Managed E45028 ~ HP
LaserJet Enterprise M406 - HP LaserJet Enterprise MFP M430 ~ HP LaserJet
Managed E40040 52 5 TE -
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HP F/~ - BRICEHFAPF MR E 2 IUREEARIEREIFREEE -
MEE LERBERFT MR ENEE - S E 90 KAEL ; BEANESEKERSED
A - HP & A P ol oS RIS AR E) FS 5.5.0.3 AR -

\\\

® CVE #®5% : CVE-2023-1707

o FEERMMK): 2EHPEAELERMAE -

o FERAZE . EHE HP N 0 RANELERTRE - BEERYER HP 1HE
EHEA - WERBEMRFNEE I AR - SiFENFR ISR E FS
5.5.0.3 kA -

o FRIKIR :
1. Certain HP Enterprise LaserJet and HP LaserJet Managed printers - Potential

information disclosure

2. HP to patch critical bug in LaserJet printers within 90 days


https://support.hp.com/us-en/document/ish_7905330-7905358-16/hpsbpi03838
https://support.hp.com/us-en/document/ish_7905330-7905358-16/hpsbpi03838
https://www.bleepingcomputer.com/news/security/hp-to-patch-critical-bug-in-laserjet-printers-within-90-days/
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2.7.2 ~ Microsoft #H 2023 £ 4 B Patch Tuesday BB BI{TEMERE
o7 AEZRRE - A 1 @ 0-day imiE

Microsoft#i2023448
Patch Tuesday¥E#i{Ef#id

ot

Microsoft HEIHE L 2023 & 4 BBIITEZEFIEME " Patch Tuesday 5 -
HEEZZE I AEZLZRE -  HPB 7@AZER " &E , (Critical) BREEN
- BB 1{Eo-day At EREBE  BLERECSHMERARKESSE -

XA Patch Tuesday IE B RBEEER LEH (2023 F3 A ) W 83 @X
ZRAZ ALY ZTE,;, Hb 7 EEREESRNEE - 2ELEHER
EnMTERERBEE  tERERRERETEERAN—E -

PURBREKR ) - EREENELRBEDFNT
> EPRIEFRE ;20 @ ;

> BZUENEEARD : 8 @ ;

> RIEHITESEIERE : 45 @ ;

> HEAURFERE ;10 @ ;

> BR¥EPEER ( Denial of Service ) J&)f@E : 9 &

> (RERFERRME : 9@ -

KBIEEM 0-day JmEHE 1 {E - 2 CVE #5k4 CVE-2023-28252 {9
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Windows Common Log File System Driver J&ia - B FRIZFH (Elevation of
Privilege) Jf)@ - Microsoft 154 - BxREJDIBBERERE - GRS HFHKD
ZMAITHEIR - 32 CVSS BIRiZEF»EE 780 (M m 1073 ) -
H

{BREENAS "S1 (High) F4& - MEUNEEMBERPIEL - SHZ
ay o CEBRIREREZARKEELE -

® CVE #®5% : CVE-2023-28252 &

o S EEMARA) : Microsoft fE FZiEEFE - B13E Windows + Office -
Exchange 5 -

o MRAZE  BEAZAMEIEES Microsoft BEEIIENMKEBIET - IRPREE

E%%mwmwwﬁxmﬁﬁﬁmﬁﬁﬁ%vu@%@@%ﬂﬁxﬁg%
BB -

o ERIIR :
1. Security Update Guide
2. Windows Common Log File System Driver Elevation of Privilege Vulnerability

3. Microsoft April 2023 Patch Tuesday fixes 1 zero-day, 97 flaws


https://msrc.microsoft.com/update-guide/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-28252
https://www.bleepingcomputer.com/news/microsoft/microsoft-april-2023-patch-tuesday-fixes-1-zero-day-97-flaws/
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2.7.3 ~ Google Chrome Z=&{218 0-day i@l CVE-2023-2033

Google ChromeZ2{E1E
0-day#mi#ICVE-2023-0233

ot

Google i1 H &t %t Google Chrome 2| E g8 —1& 0-day J&)E CVE-2023-2033
ESRMELENRAE ; BB ZRNCERRERNFERRKEEE - £
FIZFEIBIEH -

=& CVE #R 354 CVE-2023-2033 #Y 0-day J&@fa - 758 Chrome V8
JavaScript Engine 2N - BRFFEVEE R - —H2KER - EEm o ERIRE
NAREHNEEREKAERFE - EENIUHBEEFHERIRIGENER
BARRERERN  WoIAREENTESEINS -

et

Google EHBRMNELZBH P RN - Z AT BER CVE-2023-2033 0-day
mm B8 KREERARRERENIBE - B8R E R IR RY 34

Paxaed

B

#% CVE-2023-2033 0-day J® /B CVSS EMEZEETFNSE S8 N (MR
107 ) - BRREEFAES "S. (high) -

5{E CVE-2023-2033 Jml B & EZ/FE 2 4 IR A’ Google Chrome - &
& Windows * macOS &2 Linux iR -
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EFZEE1EDE%E Google Chrome RIS EFEH - EEREA P
49 Google Chrome E# EARASRAS V112.0.5615.121 BB EFARA - LI %
BRRREZBREHTHNENRAESNE - SHERERRFHWK

ﬂ—<<<,t$

RFEXIB

CVE #®3% : CVE-2023-2033

o S EFERRA) : Google Chrome AR7ZN V112.0.5615.121 JCRTARAN °

o fERITE : EEFF Google Chrome S EAHZ Chromium B Ezs 7 FF
% EUAZEBABERAENTEE LT - BFEEFEATH Google
Chrome HHE 2B 28 B 2 RASRAS V112.0.5615.121 BB E AR -

o ERIR :
1. REREHREEM

2. &I Chrome EZEBHEE 1 2023 FE—EZHIRE


https://chromereleases.googleblog.com/2023/04/stable-channel-update-for-desktop_14.html
https://www.bleepingcomputer.com/news/security/google-chrome-emergency-update-fixes-first-zero-day-of-2023/
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REERFHEMEMETLREERE R  BXTERBETSERE

TEE -

BBEZE  ZARRNEBAI—RUEFBELSAFEZEHRIR
5R/QR Code By "REBHA . Z2EMEBEFER - LUNEHLEER |
RNBREZE  DNSWR—HEEBNE - SERRRETEBNE

% B LERIEER -

mEEH - BETF2AMIIRIT/QR Code BV "IREIBHN , 2IRFIR
SZE R FE -

RGBS EBERKOE - BEEAZ)ATNEZRE - RSN
RE R 1TEA -

EAATIRHIZREEAR - EMEUSRENHN DTRE KB ZE
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4, FEDRBAEPEMNETEEEREZ  BEXBERBUETSERE

TEE -

5. NENMATEZPAEN 2 BmeilE - HEEERERAENE A

ABh - EMEMNBEIVEERFRER

o

6. AEEFEmMABRGAREDHRM LEIANERBEORE - B
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SEENAENL | https://forum.twnic.tw

'l;;k ICANN APAC-TWNIC

WITH 39" TWNIC IP Open Policy Meeting
Taipei, May 22-24, 2023

FHEI : ICANN ~ TWNIC

F§ TWNIC  ICANN E## TWCERT/CC 1#3# - 55/U/& ICANN APAC-
TWNIC Engagement Forum - IEs@ B #t ¥ 23K R - IP Ui KA
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T2 4 J@ ICANN APAC-TWNIC &1ERmmIBEESS 39 f@ TWNIC IP
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<Day 1-Day 2>

® 5/23(_) 8:30 - 17:45(Main Conferences)
> TWCERT/CC £ 4 16:30-17:45 Tech Session
® 5/24(=) 8:30 - 18:00(Main Conferences)

> TWCERT/CC ££4 14:00-15:15 Plenary 4 Security Topic: Addres

sing Domain Name Abuse
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SUNNET CTMS 1Z&llXEfM - Path Traversal

TVN/CVEID TVN- 202302004 / CVE-2023-24836

CVSS 8.8 (High)
SEEMm SUNNET CTMS #53IIKEm v7.0 1227
SUNNET CTMS 12 _HETHEETFTE Path Traversal J&@)a - &=iHIX
Gl BEPEREEREARZ  ofBIRDE8EZGEET - &
WA LEBEZEEARFEHBEENT - EBEDIBRFERFELPENRTS -
BRAE BRI EITRAEN/H R
yN::I=]:l 2023-04-10

1BRAEL https://www.twcert.org.tw/newepaper/cp-151-7033-878ab-3.html
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#Rm¥E : TWCERT/CC EIfX

& T H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

EEFB ¢ http://tweert.pixnet.net/blog

Facebook 442 & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @ TWCERTCC




