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Who is Synology ?



Synology Inc.
Founded in 2000

NAS



TAIWAN

JAPANSOUTH KOREA

CHINA

UNITED STATES EUROPE



What is NAS?



Network Attached Storage



Network Application Storage



Hardware: NAS, Router, Surveillance
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Agenda
Synology PSIRT Framework

Synology PSIRT

Security Organization

Bounty Program



沒有絕對安全的產品，
我們能做的是當事件發生時盡快修復。



Synology PSIRT





SambaCry 

CVE-2017-7494

DSM

5/24 16:06 

Bug created 

5/25 10:23 

Bug fixed 

5/25 11:19 

Advisory published 

5/25 13:35 

Bug verified 

5/25 16:12 

Patch released 



Fast Incident 
Response

Sambacry for 24 hours

HeartBleed for 48 hours

CVE-2017-14491 for 24 hours

Krack for 24 hours
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Synology PSIRT Framework



Incident Response Flow
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Traffic Light Protocol



Traffic Light Protocol

Purpose

Easy applied to different channel

Sensitive information control

Color to separate level



Traffic Light Protocol

Color

TLP:AMBER

TLP:RED

TLP:GREEN

TLP:WHITE



TLP:RED
Impacts on a party's privacy, reputation, or operations 

Extreme Sensitive Information

May not share information with any parties outside of the 
specific exchange, meeting, or conversation.



TLP:AMBER
Impacts on a party's privacy, reputation, or operations, if shared 
outside of the organizations involved.  

Requires support to be effectively acted upon

May share information with members of their own organization



TLP:GREEN
Peers within the broader community or sector.

Awareness of all participating organizations

May share information with peers and partner organizations, but 
not via publicly accessible channels.



TLP:WHITE
Information may be distributed without restriction

Minimal or no foreseeable risk of misuse



Product Life Cycle



Synology Products OS: DSM, SRM, VS960HD

Hardware: NAS, Router, Surveillance

Packages: Multimedia, Collaboration

Mobile and Desktop Application



RELEASE 

LIFECYCLE

MANAGEMENT

DSM

General Availability

Production Stage “2”

Extended Life Stage

End of Life

FEATURES
FULL SECURITY 
FIXES

HIGH/CRITICAL SECURITY 
FIXES

BASED ON 
EVALUATION
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Severity  Rating



Synology 

Severity Rating

Important

Critical

Moderate

Low

Not Affected



Severity Rating

Critical Impact
Needs to be fixed as soon as possible

Highly risky for systems that have not been fixed

Possible to be automatically exploited by
Unauthenticated remote attackers



Severity Rating

Important Impact

Should be fixed ASAP if services are provided to
authenticated remote users

No immediate impact on unfixed systems

Suggested to apply mitigations before the next
system maintenance cycle



Security Organization





SPONSOR POLICY

INCIDENT
RESPONSE

SECURE
ENVIRONMENT

SPONSOR POLICY

INCIDENT
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SECURE
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FIRST

Security 
organization



SPONSORFIRST

Security 
organization



MITRE





MITRE

Synology Security Researcher

• Report the vulnerability 
• Ask CVE ID

?

?

MITRE

Security 
organization



MITRE

Synology Security Researcher

• Report the vulnerability 
• Ask CVE ID
• Discuss the disclosure schedule

MITRE

Security 
organization



Become CNA
Transparent Communication with Researcher

Schedule Control



Synology Bounty Program
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Response Disclosure 

Policy

14-day grace period for high risk vulnerabilities

90-day responsible disclosure policy timeline

corresponding security advisories are provided

vulnerabilities details will not be disclosed





Conclusion

Fast Incident Response Flow

Security Organization

Vulnerabilities Discovery



Thank you


