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Who is Synology ?

Synology



Synology Inc.

Founded in 2000

NAS
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What is NAS?
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Network Attached Storage
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Network Application Storage
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Synology Products

Hardware: NAS, Router, Surveillance
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Agenda

Synology PSIRT

Synology PSIRT Framework

Security Organization

Bounty Program
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Synology PSIRT
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& SAMBA

CVE-2017-7494
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5124 16:06 5/25 11:19 5125 16:12
Bug cregted Advisory published Patch released
DSM '
SambaCry o . o o
CVE-2017-7494 '
5125 10:23 5/25 13:35
Bug fixed Bug verified
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Fast Incident

"Resporrse

HeartBleed for 48 hours

Sambacry for 24 hours

CVE-2017-14491 for 24 hours

Krack for 24 hours
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Incident response

Software Release
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Incident response
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Re: Security update CVE-2017-7494 for DSM 5.2 77
Oby gentilkiwi » Sun Jun 04, 2017 12:54 am

Amazing to see the build was ready for 5.2 only 2 days after 6.1... good technical job (not on the communication part ()

M. James @JamesAgombar - May 3(
"" Great to see @Synology have already released a patch for the Samba
vulnerability CVE-2017-7494

Ji @schousda - 8m
\" y , Thanks to @Synology for still delivering security updates for DSM 5.2

A ~ Scar @HarveyScar - 11h
V D5Ggre he» mology takes their security serious!
Thank you!

(self.synology)
1 KR Bk

(2017-07-19)

Important Note

Bitquark @

o

* The update is expected to be available for all regions within the
region may vary slightly.

D

Fixed Issues

« Fixed a security vulnerability regarding Samba (CVE-2017-1110 All the Synology devices I've seen have been pretty nice, plus they security.
Synology pushing out updates like crazy, +1 Synology!

.




Simone Margaritelli @ @evilsocket - May 10 v
Which vendor has better quality NAS devices? ( requirements: 2 bays, diskless,

RAID 1, ssh+smb+nfs )

14% Western Digital
25% QNAP
22% Other

93 votes « Final results

Q 6 11 4 G0 B8

Bitquark I ek
@Bitquark N pr—

Replying to @evilsocket

Synology devices are nice, and they actually
seem to care about security.

4:27 PM - 10 May 2017 Synology




Synology PSIRT Framework

Synology



Incident Response Flow

Synology



Incident Response Flow

Report

Triage

Remediation

Disclosure
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Incident Response Flow

Report

Triage

Remediation

Disclosure
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Report

v
Validate & Triage

Remediate

‘ o
Disclose

verify reports

confirm schedule

I receive reports

l publish the internal announcement
prepare an update

I confirm the solution

I fix the vulnerability

prepare the release note l prepare the public advisory

publish the advisory

publish the update answer enquiries
according to the advisory

stay active for the
activity on social media

. publish the CVE if eligible

supervisor
security team
PM
engineering

public relations
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Traffic Light Protocol
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Traffic Light Protocol
Purpose

Sensitive information control

Color to separate level

Easy applied to different channel
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Traffic Light Protocol
Color

TLP:AMBER

TLP:GREEN

TLP:WHITE
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Extreme Sensitive Information

Impacts on a party's privacy, reputation, or operations

May not share information with any parties outside of the
specific exchange, meeting, or conversation.
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® Requires support to be effectively acted upon

Impacts on a party's privacy, reputation, or operations, if shared

TLP AM B E R outside of the organizations involved.

® May share information with members of their own organization
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® Awareness of all participating organizations

o Peers within the broader community or sector.

TLP:GREEN

® May share information with peers and partner organizations, but
not via publicly accessible channels.
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TLP:WHITE

Minimal or no foreseeable risk of misuse

Information may be distributed without restriction
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Product Life Cycle
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Synology Products

Hardware: NAS, Router, Surveillance

OS: DSM, SRM, V5960HD

Packages: Multimedia, Collaboration

Mobile and Desktop Application
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RELEASE
LIFECYCLE
MANAGEMENT

General Availability

FEATURES
FULL SECURITY
FIXES

Production Stage “2”

HIGH/CRITICAL SECURITY
FIXES

Extended Life Stage

BASED ON
EVALUATION

End of Life
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Severity Rating
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Synology
Severity Rating

Critical

Important

Moderate

Low

Not Affected
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Highly risky for systems that have not been fixed

Severity Rating Needs to be fixed as soon as possible

Critical Impact
Possible to be automatically exploited by

Unauthenticated remote attackers

Synology



No immediate impact on unfixed systems

Severity Rating Should be fixed ASAP if services are provided to
authenticated remote users

Important Impact

suggested to apply mitigations before the next
system maintenance cycle
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Security Organization

Synology



s

Panasonic J§ Microsoft (@@  @mazon

S e
10@ CISCO



Security
organization

FIRST

SPONSOR

INCIDENT
RESPONSE

SECURE
ENVIRONMENT

POLICY
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MITRE
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Security
organization

MITRE

« Report the vulnerability
« AskCVEID

Synol ecurity Researcher
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Security
organization

MITRE

«= = - = - ecurity Researcher

Synol

« Report the vulnerability
« Ask CVEID
» Discuss the disclosure schedule Synology



Become CNA

Schedule Control

Transparent Communication with Researcher
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Synology Bounty Program
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Hacker community

BOUNTY
PROGRAM

129

VALIDATED REPORTS
9/2017 - 6/2018

42,000

REWARDS (USD)
9/2017 - 6/2018
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l1ackerone

I‘Ia Cke rone FORBUSINESS FORHACKERS  HACKTIVITY

Hacker community

BOUNTY
PROGRAM Synology /1! DIOYY,

WIWIVISYTIOI0GY.COMEERA SYNOI0GY,

Synology is dedicated to improve user privacy and information security. To optimize the enviro

create for our users, we are running the Security Bug Bounty Program to

reward researchers who identify potential vulnerabilities. Please read the following guidelines de
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BOU NTY Iran India Taiwa Pakistan Hong Kong
PROGRAM o
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Security Bug Bounty Program

Synology is dedicated to improving user privacy and information security. Safeguarding your
data is our top priority; therefore, we are running the Security Bug Bounty Program
(henceforth referred to as the Program) and inviting security researchers from around the
world to enhance our product security.

To thank the researchers who devoted to improving our security, Synology Security Team
would like to offer monetary rewards to those who have identified potential vulnerabilities

and list their names on our

Scope & Reward FAQ Acknowledgement

Synology

BOUNTY B
PROGRAM




90-day responsible disclosure policy timeline

Response Disclosure 14-day grace period for high risk vulnerabilities

Policy

corresponding security advisories are provided

vulnerabilities details will not be disclosed
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report received

report acknowledged
report validated

vulnerability triaged remediation advisory published




Conclusion

Fast Incident Response Flow

Security Organization

Vulnerabilities Discovery
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