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E-commerce Security

Wireless Station The onfine store transmits Payment gateway fransfers
© the foormatted order from the . the fund fo the merchani's
web host to the payment - bank account
gateway :

Payment
Gateway MEPS

Buyer's : Online

Informations

Cerification Anti-Fraud
Authourity “
Online buyer purchases a a Consumer's information is
product at merchant sie. encrypied whie being

| § | the int i https://www.aiu.edu/online/AIUFILES/Electronic%20Commerce/Electronic%20Commerce%200utline.html



Six Dimensions of E-commerce Security

1. Integrity: prevention against unauthorized
data modification

2. Nonrepudiation: prevention against any one
pﬁrt rom reneging on an agreement after
the fact

3. Authenticity: authentication of data source

4. Confidentiality: protection against
unauthorized data disclosure

5. Privacy: provision of data control and
disclosure

6. Availabilityz prevention against data delays
or remova

http://www.uky.edu/~dsianita/390/390wk4.html



E-commerce Threats

1. Client computer threats
e Trojan horse
* Active contents
* Viruses

3. Communication channel threats

e Sniffer program
e Backdoor

* Spoofing

* Denial-of-service

4. Server threats
* Privilege setting
» Server Side Include (SSI), Common Gateway Interface (CGl)
* File transfer
* Spamming



Countermeasure / Defense Mechanisms

* 3. Server protection

* 1. Client computer protection

Privacy -- Cookie blockers; Anonymizer
Digital certificate

Browser protection

Antivirus software

Computer forensics expert

e 2. Communication channel protection

Encryption

* Public-key encryption vs Private-key encryption

*  Encryption standard: Data Encryption Standard (DES), Advanced
Encryption Standard (AES)

Protocol
*  Secure Sockets Layer (SSL)
*  Secure HyperText Transfer Protocol (HTTPS)

Digital signature

Bind the message originator with the exact contents of

the message

Access control and authentication

. Digital signature from user

4 Username and password

*  Access control list

Firewalls

International Computer Security Association's

classification:

*  Packet filter firewall
Application level proxy server

*

*

Stateful packet inspection


http://www.junkbuster.com/
http://www.anonymizer.com/
http://www.surveil.com/rates.htm
http://www.uky.edu/~dsianita/390/firewall1.pdf
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How to Minimize Security Threats

1. Perform a risk assessment = a list of information assets and their value
to the firm

2. Develop a security policy = a written statement on:
what assets to protect from whom?

why these assets are being protected?

who is responsible for what protection?

which behaviors are acceptable and unacceptable?

3. Develop an implementation plan = a set of action steps to achieve
security goals

4. Create a security organization = a unit to administer the security policy

5. Perform a security audit = a routine review of access logs and evaluation
of security procedures

* ¥ X ¥
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Looking Ahead

to the Future of

Trends Shaping E-Commerce | ¢

Automated return process. This solves one of the lingering problems with e-commerce — buying
products sight unseen. An automated return process can limit chargebacks and friendly fraud
along with enhancing customer satisfaction. Update your return/refund policy to respond best to
the way customers are shopping and buying.

M-commerce adoption. The m-commerce sales numbers are only increasing, which highlights the
need for merchants to shift focus to a seamless and secure mobile app experience. Brand loyalty
depends on a successful customer experience.

Personalization. Virtual assistants, instant messaging marketing, and customized page display.
Customers want the brick-and-mortar personalization experience extended to their m-commerce
and e-commerce shopping.

Customer insecurity. Today’s customers know the risks of e-commerce, the threat of fraud and
data breaches. Customers must have confidence in merchant payments security. Remind
customers that password requirements and security measures are for their benefit.

More and more customers are “preview shopping” online before visiting a brick-and-mortar
store. The omnichannel experience gives merchants the chance to capture customers both in-
store and online. However, it all comes down to providing customers a truly personalized,
dynamic, secure, and customer-friendly shopping experience.

https://www.verifi.com/in-the-news/looking-ahead-future-e-commerce-security/



E-Commerce Security of the Future

Verified by Visa in 2018. In April 2018, Visa is making changes to its Verified by Visa
program to phase out static passwords and problems with its enrollment process. These
changes are being made to address threats to customer security.

Mastercard Identity Check. Often referred to as selfie pay — Mastercard allows
customers to verify their identity with a photo of their face or a digital fingerprint.
Purchase speed and authentication happens immediately, giving merchants and
customers what they want.

Real-time security. The customer transaction happens instantly, requiring merchants to
Frovide real-time verification and authentication. This depends on completing back-end
Laud and authentication checks while the customer is browsing and adding items to
their cart.

General Data Protection Regulation (GDPR). In May 2018, GDPR replaces the EU Data
Protection Act. This legislation places new demands on merchant responsibility for data

security.

Multilayered intelligence. Multilayered intelligence extends to merchant-customer
knowledge and using the right security solution at the right time. The guessing is
eliminated with a multilayered approach.

https://www.verifi.com/in-the-news/looking-ahead-future-e-commerce-security/


https://usa.visa.com/visa-everywhere/security/improving-security-in-ecommerce.html
https://newsroom.mastercard.com/eu/press-releases/mastercard-makes-fingerprint-and-selfie-payment-technology-a-reality/
https://www.e-xanthos.co.uk/blog/gdpr-means-ecommerce-businesses-prepare-2018/

Do Not Stand Still

* If there is one thing we know for sure, it is this: change is coming and
it’s coming fast. Merchants must be ready to evolve and anticipate
customer demands and fraudster threats. The proactive approach is a
must. This means acting today to be ready for tomorrow.

* Know that the tools, technologies, and expertise are available to you.
It’s time to take the first move and be ready to seize the opportunities
of e-commerce in 2018.



https://www.verifi.com/order-insight-merchants/
https://www.verifi.com/company-chargebacks-and-payment-protection-for-cnp-merchants/contact-us/
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Number of new malware specimen
(count in millions)

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

BRI E: Malware Trend 2017, G-Data Security blog, https://blog.gdatasoftware.com/2017/04/29666-malware-trends-2017
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Russia hacked the US electric grid

n

* The Russian hackers used decades-old tactics to
gain access
Stage 1: Reconnaissance
* ‘%’L’* TRk o 4 2 PRI H
. ? PRy '“'
Stage 2. Weaponlzatlon
* Emailit 2 sz #
o KFuir#
Stage 3: Delivery
Stage 4: Exploitation
Stage 5: Installation
* Establishing Local Accounts: symantec_help.jsp
* enu.cmd

* netsh firewall set opmode disable
* netsh advfirewall set allprofiles state off

® ee Systams Affected

Alert (TA18-074A) Mors Aty
Russian Govarnment Cyber Activity Targeting Energy and Other Critical Infrastruciure Sectors

Overview



https://www.us-cert.gov/ncas/alerts/TA18-074A
https://www.us-cert.gov/ncas/alerts/TA18-074A

“We think that by far the most effective mitigation work that
we've seen on the Android platform over the last three
years has been the investment in attack surface reduction.
The deployment and tightening of selinux policies and the
addition of seccomp sandboxing both result in an attacker
needing to find more vulnerabilities in a smaller attack
surface.”

Mark Brand - Google Project Zero




Access controls are K

‘hard” mitigations which
can be applied without
kKnowledge of exploitation

’\ techniques.
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Internet / Intranet
Gateway

ifi
&3 Bluetooth

wrile write Compile
=y 4\> =
exec Application Behavior
y s
&

o’@ " < Linux A
Operating System
Monitoring \/@ > i s

/ Application Whitelisting Mechanism f

Lightweight hypervisor

"N

Program behavior
whitelisting

~ /OS Integrity check

Virtualization Layer

po ‘ 10T Gateway, Service Portal

NB-10, WiFi, Zigbee, Z-Wave, NFC, LoRa WAN

Control Network
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« DLL /shared object
 Script
« Kernel driver
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C:\Users\yiting\Desktop\curl-7.54.1\projects\generate.bat

e CA\Users\yiting\Desktop\curl-7.54.1\projects\generate.bat

EnERasASAEENIRRE -

[clMonitor
#% minispy
wl_test
¢@ OneDrive
0 Fg
4T

Windows
[%] build-openssl.
[%] build-wolfssl.k
[%] checksrc.bat
(%] generate. bat
|} README
(B wolfssl_option

# wolfss|_overric

C:\windows\system32\drivers\minispy.sys

minispy.exe - Application Error

@®% The application was unable to start correctly (0xc0000142). Click OK

I ! to close the application.
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GENERAL

# Dashboard

BH Hosts

Operation=

Operating Systems

Ubuntu 14.04

Whitelist Hosts List

Admin Status

If

Agent version

Kornel

$.3.0

Next
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Trusted Executables

Database
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Application Whitelisting

NIST Special Publication 800-167

Guide to Application Whitelisting

Adam Sedaewick
Infrmanow Techuology Lalorarony

Murugizh Souppeya

Compater Socwity Division
Informanon Techwaodogy Labvoratory
Karen Scarfone

Scarfowe Crberzeruniy

Cliflow, VA

This peblicstion = available froe of charge from:
et dot oo LOLGRENIS TSP A0 16T

Octaber 2015

O o
o %,

4

LS. Department of Comenence
Peway Prither, Secredery

Nationsl butiase of Siasdards 33d Veckselogy
WitV May, Uader Seproasry of Cnmemerve fur Sandents and Tachaabagy snd ONrecsse

https://www.us-cert.gov/sites/default/files/cdm_files/FNR_NIS_OTH_AWL _Strategic_Planning_Guide.pdf

IS @ must for national security

Homeland

Security

APPLICATION WHITELISTING (AWL):
STRATEGIC PLANNING GUIDE

Purpose

Ihere are many options and facets to deploying Apphicaton Whitelsting (AWL) i an existing
al enviroament. This document highlights and summarizes the types of chosees, and
the related docisaons, that need 1o be made prioe 10 starting the planming peocess. 1t also provides
a high-level dingram for an incremental deployment process. This document is designed to
assist in the development of a plan for implementing AWL that bas a higher chance for success

Background

It seems that the extended security commmnity has come to & consensus AWL is voe of the
most important secunty lechnologiestechnigues an onganizabon can and should implenent

There are plenty of commercial tools and vendors that advestise thear ability 10 perform AWL, A
few of the products in widespread use have built-in AWL capabilities, and there are plenty of
mformative and easy 1o understand guldance documents on how 0 use those capabilities. Sull

there uppear 10 be fewer successtul AWL implementations thun bo

¢ stanes or fatled artempts

One of the main reasoms for this 3 because there are multiple drivess that can constrain
mmplementation (e g, resources, missson, techn

ogy), multiple dimensions of an
plementation {e.g., ease of adoption, resource investment, deployment options, ssoe
resolution processes), and multip ide path" options for cach dimen that need to be
considered before any planning activity can be; options ane not
ndependent, bus work ogether to define an implementation sirategy for an oeganization

i

n. These dimensions and

W rough the experiences of both successil and umssccessfisl AWL imy
stilying what worked and why, we have developed a geners] “plan™ for success. This plan
bes areas where an orgamzation needs 10 understand their operational activibies and
environment paor to making implementation decisions for AWL. These arvas include:

* Which AWL methodolc I ApprapTiaic

o  Whether o use free or commercial productsservices

o What staff skills arc available

« How long it will take for users 50 get used 0 restnetions

DA Ons,

Cr

sdel

is

o Which organizations will be casser 10 migrate

https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-167.pdf




Application Whitelisting as a global cyber security defense strategy

*
) . Awstralion Governeent
TR nirslian Cyber Secaris Cennre

AUSTRAUAN CYDDS SECLURITY CENTRE

PROTECT

JANUARY 2018
Implementing Application Whitelisting

Introduction

1 WWMMMWuwa‘NmﬂmmlwmﬂWmmmwmw
As suoh, g tooms part of the Essential Eight from the Svacegles

mmucmsaamm
z Ths on whart ap g I, what
Whitelsng (= not, and haw o w 9
What application whitelisting is

2 A 3 is 0 securky desigred 1o protect against makcous code (akso
Nown as gng on When proparly t ersures tat ooly
athorised ' (8.g. prog ihraries, scrips and instalers) can bo
aeocuted.

Whic w2 Is prmarky
makicious code, £ can aso prevernt the
Implementing applcation whrieising scross an entrs organisation can be & daurting
urdertaking; however, Y on af loust of hgh-1isz usErs SUCH A5 Sonkr
managen and Ter st sysiom administrators: ang stall members from fuman rescurces.
sales. markotng, finance and legal areas can be a valuablo Nrst step.

What application whitelisting Is not
- The folowing aporoaches, while s3i vauadie %or defonos-in-dopth, are not considerad 1o be

-

10 prevent the execution and spread of
) Or use of naed

>

appication whitelistng:
proviaing a porsal or other means of ¢ for autonsad app
Ut Wl OF sl coment Ters 10 privent wiers bom downloading soplaalions from the
Irerrat

c ching the reutaton of an using @ choud-basod servce balone I is oxaculed

d  using anestgonoeasion frowal N an atlompt % identty whathar notwork traffic s
bl by an

Pago 1 ¢

UNCLASSIFIED
Rel 255~ '..‘.":.'.l‘..‘.'..’:..
— Ill-- e
Application Whitelisting Explained
IT Security Bulietin for the Government of Canada
mS8-08 Last Updmd" March 2015

1 Introduction

Appication wivtelstng is one of 1he Top 10 Securty Actions in CSE's Tep 10 IT Sacury
Actions \g Project Gowseremeed of Canads Inteened-Connacing Netweeks srd Infurmation {ITSB-
BY Version 3). Implementing the Top 10 Socunty Actions as @ packnge would prevont the vast
majorty of 18 intrusions 1o which CSE curmantly responds.

This documant prowickes high-level guidanca on what application whitelsting i, what & is not,
and how % apply 1l electively I & Windows-Dasad envionmant

2 Why implement Application Whitelisting?

Applcaton whitelsting = designed to prevant 1he expcution of unauthonzed
a0 malicis DIOGIAMS. & M 10 ensws At orly specilicaly sekciod
programs (EXEs) and software lbrares (DULS) are abis %0 run, wihile no
aners are allowed 1o execute.

While wnlm whilolsting s primarty implemented Io mnimze e exscution and spread of

L wh g can also prevent e instaliation of use of
unmmcnzndmnm
P Qg appl ¥ RCIOKS AN aNnlive orY canbea langing
. However, deploy mnmmmwmmmma«mmma

vﬂunnhnmnop Highvalue and often-targeted empioyees might includa:
*  GONOr exRCUtives and their assistants,

« holp cesk stalt, system administratons, and oiher users with administrative privileges or
priviwged Aocess:

*  usSors who have acooss % sensitive nformation;

o users with remole sccess, and

"

Canada

https://acsc.gov.au/publications/protect/Application_Whitelisting.pdf

https://www.cse-cst.gc.ca/en/system/files/pdf_documents/itsb-95-eng.pdf
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1.

Core Security
Training

2. Establish Security
Requirements

ZEERSFAIE

* https://www.microsoft.com/en-us/SDL/process/release.aspx

5. Establish Design
Requirements

3. Create Quality
Gates/Bug Bars

6. Perform Attack
Surface Analysis!
Reduction

4. Perform Security
and Privacy Risk
Assessments

7. Use Threat
Modeiing

>3 omon ) i amaumaron

8. Use Approved
Tools

2. Deprecate Unsafe
Functions

10.Perform Static
Analysis

14.Creats an Incident
Response Plan

Execute Incident
Response Plan

11 Perform Dynamic
Analysis

12 Perform Fuzz
Testing

13. Conduct Attack
Surface Review

41



Enl{cER2ERE

— R ENE(E4Z0 IR 35 Z 40 2 2 an 2 33 A 5l

HR TS 4

( ==t

Bl )

EoN ol e L @%%ﬁéé&%
B ¥ % PRI \’? HEgEE
— %5 B 40% > } 'Y 100g ,»,;fﬁ/EJPRzzu

PRIF3T 4o — B £60%

42



[ wmzz \
| s E )

i L B 22 R IR 7 3R

— REEEAEATBERFRS R

<

T o P PRI e B
0% > * "f’lOOg BEXA S
Y
e



ELRZFHRAEMETH

- B HE:
-ITRI_PT TR A% BFHE A THH]
- OnwardSecurity SecDevice FERFELIE HIZHE > N\ T HH]
- OnwardSecurity SecFlow EAR
- ArgusHack-Carrier FERTEL(E FHHAME > A T ioH]
- OpenVAS B > BFEET N THH]
- Nmap TBHRFES - BFEEY A T A
- Metasploit A L]
- W3af ERRH - THZI A T
- Burpsuite TS > BFEAI A T
- ZAP ERRH - STHZY A T
- Arachni TBHRFES - BFEEY A T HH]
- Nikto ERRH - STHLI A T
- JRHE ST
- SonarQube TBHRES - BFEEY A A
- Il RE
- AIR Cloud Platform (Xensor) =R > BCTEAY A THA]
- GCBAgHI:
- D-GCB RS - BFHEY A M




FamRl R RE
T
= 1

e T

g

<

i s A2 R - SR S 48 4R (2/2)

T

IS | »n
I- " "llll-.

2 & R - IR PR

i s 1R - S AR (1/2)

S &R -IRS|R

45



BREAR DI EGHEEES




[ ) ri]i;]: E‘; A Y .;]/:!‘j:_"/( N
A Z"F:F— 7}’}9}
c FX®RILBHIE —



EENRZEE{CHY =251

B/ YA/ ES L VAN 1N
‘BARKGLE
cRFE BB/ ERAR

c 4B p A X 2 RBEP
A RHEHANGFRBRFVHE
s AR T 2R B P




