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REFERELSMHERA/ABRKKRETIZE SOP - EITHH¥ LARRIFRE
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BEETERE EETEBHELZACIERBESHINEAN ? , EERIIRALIEQD]
BESRIMEERANESHELE - BEREZHEZNTHRET - BRSEKX
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BRERUBRZEE
HMA TRFHAE) %8
I 82 1 5 5 B 2 A 1

FIRMBEEMRAM Palo Alto Networks (& T B9 & % Bl 5 i 7T B X
"Unit 42, - FHBERAERSHEL - BREB " FHEE,
( domain shadowing ) F/AZBE}ZIRFNENEFHE - WBEABIRE
# .

wmEEL - ZEBEA BRERENSIVETON - £ 2022 F4 HF6 B

ZEREEIR T 12,197 B F A=A -

BEZEREFN - FFHAEZE & DNS RIFWEWRE ; REEUZETF
RIS EERSBEEGRER - AR Mg —EFHEE - IFRECE
FIERINER  RETSEREWELE

EENBFIHRNREEHERYEHE FBEM A - HEAE5E
IR, MAPERUEIREEERERS AT FHIEHRZENNRIE
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% 28 ERERLE - BRSNS AEBRAEEEHE - FrLIAMERES
BB SEHRENNEE AP EREERDS -

Unit42 15 - £ FREBNENIIBAREE W EFHSEN BB CE
B - AEEREBES T AZM DNS ;L8 ER ; 7 VirusTotal PHEEET
#% 7 200 MBS 4 AIZA - /DB Unit 42 3 RIAY 12,197 1EIZEHA) -

& Unit 42 st B R B FEBNBRERERG DTS - JUEBERZIZES
7 16 B BRMN - MEMAEENFEERSE - B EUME - TEEH
RN 1 649 B FA - RETSERRERE ; HPAREIRMEEM BRI

7 BREBNREABEENEE - REL19F -

HREHREBE FUEBNF AR ERLHE - FILFEUNENEE
Z WHEEERRECEANAEANEELERER , —RAPTEEARLNR

SEE - ERSEE  NEPNEERE  OFZCENASCHEAR
R -

o ERIKIR :
1. Domain Shadowing: A Stealthy Use of DNS Compromise for Cybercrime

2. Domain shadowing becoming more popular among cybercriminals


https://unit42.paloaltonetworks.com/domain-shadowing/
https://www.bleepingcomputer.com/news/security/domain-shadowing-becoming-more-popular-among-cybercriminals/
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#eatiad - #i8 80% REHILZRPESEME

—

o Vel

!JE%HEH:'I > EBiBES0%

RERUERRARES
BEBEnESEE

=L/ Norton HE T L EI Norton Labs WEREXK - ITHARR RN
RIEEL - BEEB 80% WARMAN  SRAKEEHAL LESIE
NEMSHANBERT - EEBLAW Google ZHEMMRBEESEE ; &
EITRUREERARPBALRERE

Norton Labs B XA F B AILZRARNER - Y —ERECE
B EEEREARFPETIERNES  WEESEREA
"JELLYBEANS , EMESEHERT  ABWERILFIERBEREET O
fERBIRDTEZER 100 BEAILD - BSE 81.3% MULEAZE = 54805 7
MEBERERNEEEZERDEIRTY "JELLYBEANS, EEEET - 2&H
F@ARIENESHET  WEEANE=SHET ; MELE=A40F -
RAZHIMBERBESHBEZNERES -

RO TIELERERITEMZEEPAIEN - Norton Labs T AZEEVS
"JELLYBEANS , FA#FH - SMPLEEE =5 49105 ; Norton EIFs 1 353R A A
AR SEE#T - 5 75.8% E48 Referer header 2K1E% - HESE 71%
%8 URL NERSEREX



Q woertoe P T TR T E TN
i T T e ot T e T
Norton 5t - AR ABEILEHEBE AN RRIOBEIREIR - BEEIEBTE
HEMRENRTPIREREESEEPNESAEEAE =R - E14
13% ; HAth 75% AuLE X AR EREL TEE =S 2 ZAFPEBRER | K
BB

YL IERPWMARNBERFERASE =HRENMHE - BArRBLE
freetant , AB% f@eELEWm ABMEBACTERS 2 EGIER - ZHH
PRI E—DPHNEE - BERPUERTERBEREDIE AR ILEH %
&l - SR ERBIGENIEEINEERVEIESS - B0 Safari - Firefox & -

o ERIIR :
1. 8in 10 Websites leak your search terms

2. Over 80% of the top websites leak user searches to advertisers


https://www.nortonlifelock.com/blogs/norton-labs/search-privacy-research
https://www.bleepingcomputer.com/news/security/over-80-percent-of-the-top-websites-leak-user-searches-to-advertisers/
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FEEEE > 2022 FF—F
21K 34% B AENEA
BEEIETREFA

BEZME Okta HRIBRRFERS - IBLHER (2022 ) FEHE—FF =
KABMNEARED  ASE U ARERERHINREIER
( Credential Stuffing ) WE ; #EEMHMEEHENENREEZSRIE

o

il

fth 2% A 32
-%E./\uu

PIRBRBIERNE S RARFEEEBERFERY B IRERE R IRE
BAER  ABREARHTZERBIMARNEAEZN - flEBEABRER
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ETE—DHRE , MIR—EFREIEA - BIRARSTIER BRI BRI
BAEREKR  ERAHKAEST  EREERESA -

HHII]]
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LI - BERBEAKNEBNRAIBEREFAE LH ; LE2IKBEARER
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# - ERBS/SaaS MLt EE RN BE P RFWBEFHE -

H4h Okta thigd - BREKEBNFEHESTEPKNERPBAKRELREE
AKE  BREAZBENEFRERRIE 10 B0 L - HItEREREREEXE
fa] - EILBEF -

AL EEEEERRINTENEGRERAKE - GEERHSEER
FAPERIEIEREAZEK ~ 3RH proxy BRI %48 - B o ziksk FLAF#E
%, HRAIEEBREARRE ZEERR—AZM - WHBEWRBAZERE

NI

o ERIIR :
1. Top Insights From Our 2022 State of Secure Identity Report

2. Okta: Credential stuffing accounts for 34% of all login attempts


https://auth0.com/blog/top-insights-from-our-2022-state-of-secure-identity-report/
https://www.bleepingcomputer.com/news/security/okta-credential-stuffing-accounts-for-34-percent-of-all-login-attempts/
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AETE S E 68% & — RIERMAIMZEEH

BEZME SecureLink HAISRAEMSIEL - HiEFXEETIRHER

TEREZHRM L BREXEREAR ;, HPESE 689 BMER
- HREHRIERXAASMEBERSENEFINERBEEITEZEE -

HEEL  HEFTEQEUENE TR 40NBES  EAZSBEER
Bkl - DUERIEERE - REEENE ; AMEBEMEANHEZ
4 - WNE=ERIFY ( Operational technology, OT ) ~ T 26 4% ( Industrial
control systems, ICS ) FoJ#2 T {EZEEE=H =3 ( Programmable logic controller,
PLC ) £%#4t - [RATIFRETRHEINNTHIEHE - SFERISEZB/HKRER
BELAROHINERR - KREERIDNBEEZHERET] - M REZ R

'.Ellll'

g

R e - #8318 50% RisEEBRARBENBERE R RELMERNIR
HAE= —REZixz2Z2E  BEERITEHERRNEREHER 2
AETHEMRK - —BRZ BHHREZERRE

mBERETIBE  BeE 2% REFBUARHEE =N HET ELRN
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R - EERREANSMELINERTN  AMETES AN ENTFIERRAS
R e

BECMBRNREFEHRRREEBERBHNTE - 5 41% EERFE
FREFHEIERNIRS - UORBEEEABNAEZNGFE , EEBRREED
VB SAHSETEINSEAEMN - EMBEARSIAFEAETIZRFE -

E

ERREERANRENELIEARNELZER  RER LIEANEERE
RIMEZ SN - BT AR SEARERERERNVTFIER - FLIERER
hll ; BERIRBR\EFE B RERBRI -

o ERIIR :
1. Lack of Access Management Is Causing Data Breaches

2. How to Solve Third-Party Remote Access Problems in Manufacturing


https://www.securelink.com/blog/lack-of-access-management-is-causing-data-breaches/
https://www.infosecurity-magazine.com/blogs/how-to-solve-thirdparty-remote/
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3.2 FhEfEREZ

321 ZRMEBEBRZFAEAN npm BIEEHFBEABERER
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ZRMEZBEERRZFR
B NPM B2 EH
BEABSIZINH

EZME Mend [ETHERER - HAEIRIRHFZNEEBRZ AR
RRIERD npm BESEH - THERRBFEATRARENBINER
B -

SLEEBEABRBREIGN npm BN - KEHA dYdX KSFAWE LR L
& ; dydX 2—ERBEUXRSERSE FHNETPENBEE RS
( Decentralized Exchange, DEX ) - 12 ST ESEA DI KIS SE 35 7@ DL 3
FIMBEBENKESHNRS  BHR5E#81B 10 8=t -

EZEXREL - HAREABEEIEN npm REEHE
@dydxprotocol/solo 0.41.1 ~ 0.41.2 ] @dydxprotocol/perpetual 1.2.2 ~ 1.2.3 5 -
FINERRHERE BN EE A B EEEEH @didxprotocol/node-server-base-dev
HAIRIE T2

BELZHEZIEY - 7 Github P ED B 44 BABRERFERT @dydxprotocol/solo

ELEERANBZREMNEEBRZFEMA - AoIERES
‘8 U EERNRRERRENE IS EHRETH
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AfriEL - BEARNBEEIUE -

ZHRIISEZK - g%
£ Amazon AWS instance EFBEY IAM &
token ~ SSH key

ﬁ %24

AE:N - IR P Github £
IRIBE B EBEIN IP FEH -
dydX £ RE -EEXER

=&

ZREERE

RBEImE - BINRRESIAIE
npm PRRZERAEN - WaRNZFERVAENL - App IAREFINE - Z2F
SEELZEHE  HZERERRAZREBEEZG4

HEREBRELAFNFERENEGEREA
MR ERMH=

€y

[

=z
70N /%

Rt BRI B =t
SIEN - RN FREERAERREINER - BLIRESE
B iR - RERWE

ERARIR
1. Maciej Mensfeld @maciejmensfeld

2. dydX @dYdX

3.

npm packages used by crypto exchanges compromised


https://twitter.com/maciejmensfeld/status/1573289599949996033
https://twitter.com/dYdX/status/1573352758270480385
https://www.bleepingcomputer.com/news/security/npm-packages-used-by-crypto-exchanges-compromised/
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FEAER - RS (2022) F9B 6 HAIEE—RI9RBF -

B FERBNBTERTSEMNZER I HETRE -

ERETRN  EREZHRAZANREEZRRRE  EHHEZBPRE
BIREEMEUB NS  EERFBELRERSE  BREIZBILEDF
ROTTEE - WA —1ENU Veenendaal B9/ G ELZRHH -

]]IIF'

THEBRATSR - Z223BLHEERILTFRENAEER - BargLunl
BEBEABAELNE ; ZELHREI A HERE  BEESHEISE
ANRENEEEETP -

ZHEBIRATEY  ZRLEAIBABABRBRERN BN EMRINEEEE
B Electrum Wallet ZREBEINS EEZINZBEHE - Electrum 2 — &R R EL45 HE 8]
fusze - oI BERBEAEPNINEZESEE -

L7 BRIEARRHEARIERREFIANFARE - A BERE S ORE

TN WILEBBANRWERAMEA Y BREEIVIERY Electrum $28) ; HIE
MAOJEETE Electrum BEA /oSN EZBRENNEZEEDN - EFNH

HRNBFIEZESZWAREEN - RILEHZESEEZAUERNEZE S
EENERERE -
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REHALENERME  REENUEECHREL  TE2EEFENZE
ENEREEEEE  THESBEROANNEEREE -
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PERBREERFIIREELZ:  BRSNBEBHEEFEJERE
BEAFIR TREE,  BRBEARKERENHAERERE  BREAKER
eSS AEEA -

o ERIIR :
1. Man verdacht witwassen tientallen miljoenen euro’s aan cryptovaluta [English

below]

2. Police arrest man for laundering tens of millions in stolen crypto


https://www.politie.nl/nieuws/2022/september/13/03-man-opgepakt-witwassen-cryptovaluta.html
https://www.politie.nl/nieuws/2022/september/13/03-man-opgepakt-witwassen-cryptovaluta.html
https://www.bleepingcomputer.com/news/security/police-arrest-man-for-laundering-tens-of-millions-in-stolen-crypto/
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HINZEBREEEA
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TWCERT/CC
BZRE Sentinel One (AHBRABERS - HHZLATNELZARE
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TIEHE  HEHNNZEEEEAMEEERNSEEETEN
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Crypto.com @EKHMBHWABMBREEERE - R7YREREINIBREERS
Gh - IR NFT - EiPBRE - DeFi RBEZIRINEE | ZATKRFEE NES
B Staple Center 3X35E 24 - FNEZIREELE  HILRAZEERE
%R -

Lazurus BEMEBBRENMBEEEEET Linkedin £ "&A 1 - REBEA
AMEEREENEE - HUBRANEBEBEAEREEASERAECER - BR Sentinel
One IR B TEE - OlRAIRENM ; B2RE BB Linkedin FAsHEZE—11) 26
BEH PDF B4 BENEB SR EE - BENRNBFLUS Crypto.com HIPFER
AR AR - (BEAR—E T macOS MITH R EEAS Mach-O _ENMIME - HEE
— L ZEME - EERZIEERIIAOZEG E RS
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R TE Sentinel One FAE AR - Lazarus E&EBAEZEHIERES - BILE

RIAREEEIREBMLEERIER ;| A8 Lazarus REALURERSHE MNE & BEAHRAZE
ZENREABETHE  BETERINBNZELTABANNEEEE
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ERARIR
1. Lazarus ‘Operation In(ter)ception’ Targets macOS Users Dreaming of Jobs in

Crypto

2. Lazarus hackers drop macOS malware via Crypto.com job offers


https://www.sentinelone.com/blog/lazarus-operation-interception-targets-macos-users-dreaming-of-jobs-in-crypto/
https://www.sentinelone.com/blog/lazarus-operation-interception-targets-macos-users-dreaming-of-jobs-in-crypto/
https://www.bleepingcomputer.com/news/security/lazarus-hackers-drop-macos-malware-via-cryptocom-job-offers/
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ZEREENE
5B 5NE
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#BE1.62(5%=7T
EEHHUEE

FUEERSH AT Wintermute BRI EHMELRER - HEZATNE

PMEERIETS (DeFi ) BRIRRREWE - 5 1.62 E=TIBUE

EE
Wintermute WEEZEHEHEZE 50 B ENNBERBRSMER TS

DIREURE S - TMEIIRANBERE S - MBI s B MmN ; B2
Wintemute S1ERIRELINZ BB Fr - B4 Binance * Coinbase * Kraken -

Bitfinex £ -

#28 Wintermute )2 AR R RRZEHEBNAL - ERRNATIEER

BIF—1ER  AENBEEIREAEL - ZEE IS N AEAL
PAK B 52 B3t 2 2 28 Profanity A9 — B2 AR REREEN LERICE - W H A
INBIAREER -

BELZEZIEE - HR Profanity 5P EMUIL P ERBR] 16 £UHFH
BREEEFZEMUL - RItAREEEERNARIREENBNEZRE ;
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1. wishful cynic @EvgenyGaevoy

2. Hackers steal $162 million from Wintermute crypto market maker


https://twitter.com/EvgenyGaevoy/status/1572134273875951617
https://www.bleepingcomputer.com/news/security/hackers-steal-162-million-from-wintermute-crypto-market-maker/
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EEELZTERBTID
SEMUTRMEREEA
RIWE 2 RiE

ZHELZTEKEE "HBRLZEBERRIEEZE/ 1 ( Cybersecurity
and Infrastructure Security Agency, CISA ) HEI FEm<T - B3KELFS
BFE NS EMUNAERBZAEHRMNA "EMEXNERE . BE
( Known Exploited Vulnerabilities, KEV ) 89 12 B L EZi®wE - &

th &1#E Google Chrome 0-day & °

FELREZSHFOLEINZAREERARERANKLE  HhaFESE 9
B 2 Bt H &1 kA Google Chrome 0-day J&)@ CVE-2022-3075 « B 48884
RFF1E Deadbolt 1B BRI B E MG CVE-2022-27593 - LUK IEZR| Mirai
AKX Moobot 18 B 48 38 A MR E K EE A9 8 B & id CVE-2022-28958 B CVE-
2022-26258 %5 -

HiR IERINABETHRE - EEBHE Apple iOS * iPadOS * macOS 9
i A 5858 TR ( CVE-2022-9934 ) - Oracle WebLogic Server F9-RBR®E
( CVE-2018-2628 ) ~ Android OS #[R#EFm)id ( CVE-2011-1823 ) £ -
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RIE CISA 5l - EZEREMRENMAR "ESMERERED . &
% FRIEMIE MRS MEEEN - BNEKRERRZE (2021) F 11 BEH/H
s@Hl#R1EFE S| ( Binding Operational Directives, BOD) 22-01 Z R - FRHASSAL
HIMMATRBRIERHIESE -

PEXRNBEMS  SHITFBENUSE =—ERNERETHZIBEREE
¥ REER 11829 HAIZE5%A -

BESASERE CISA SRS RE MBI AE FEUBBLERTS - B
EEREBEERATNEEMNZRYER CISA BN RBELEREBEDS - 2
ZHEZhEES | BERE - Wt BENRERERESES -

o FRINR :
1. KNOWN EXPLOITED VULNERABILITIES CATALOG

2. CISA RELEASES DIRECTIVE ON REDUCING THE SIGNIFICANT RISK OF
KNOWN EXPLOITED VULNERABILITIES


https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news/2021/11/03/cisa-releases-directive-reducing-significant-risk-known-exploited-vulnerabilities
https://www.cisa.gov/news/2021/11/03/cisa-releases-directive-reducing-significant-risk-known-exploited-vulnerabilities
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REZEFREIHREZA
Uber. Rockstar%/AF]

HN7REAIRE

HEEHFEMEF—REBFE 17 mERL  ZBRBEBSREAEE
FS Uber * Rockstar EATHIZIZEH - -

MAMERBHFRREHN - BEZB/RA (2022 ) F9 H 22 HRMF
Oxfordshire & #5232 17 B REEIC - BATEEETIEN - AERRBITHEZRS
BB Z A=/ ( National Crime Agency ) E2EIZR 43 E5ICSEE NI ( National
Cyber Crime Unit, NCCU ) X[E)#7T -

AREILIIARRE  HILERREATMESRS -

HAMAZE S REIRHEANRRERGNFMRE  FEETERIBZ
ZHE Lapsus$ ZIEERRSEARRE  ELREEI/EIEE BB E
AY Uber ~ Rockstar Games - 2K S AEMNRZIESHEE -

£EL (2021) & - EZERZ RS Lapsus$ 1B T — ARSI KA B BZEF

Z  TEHA—BWHES "Whites 3¢ "BreachBase ; 89 16 GERBEZIZRETEE
S EB/A S BFE Microsoft ~ Cisco * NVIDIA ~ Samsung # Okta 5 -

STEARR  MABLMBER7BREE - FHRE 16 52 21 mA
Z HPgE-R 17T ENER, ABELRRIBETMARE - TE2ER
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HEWIEFEIC4 -

ZHAT—E BT " Teapotusbehacker ; HEZZERE - EHE EARK LS
REVBEE, " HGRIEETF 6,4 ( Grand Theft Auto 6 ) RIS D BRSSPz iRy R ER &2
F LUK GTAS ( L™ ) EGAT6 W =ZEXBHER -

ERHHABNTINZERGEHEZER  TEEHAR M EREBRRA
N AR EEENREZHEEER  HeE TNABMNARNASE
§2R% 0 -

o FRIKIR :
1. City of London Police @CityPolice

2. UK Police arrests teen believed to be behind Uber, Rockstar hacks


https://twitter.com/CityPolice/status/1573281533665972225
https://www.bleepingcomputer.com/news/security/uk-police-arrests-teen-believed-to-be-behind-uber-rockstar-hacks/
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3.4.1 - ELEXRBINEZEITFE - &M@ Microsoft Teams Y GIF ETHASZEINE

BETRERBRZEBENF L
i#EiBMicrosoft TeamsHIGIF
ETHNAREZSERE

TWCERT/CC

BIIE LR A B Bobby Rauch T3 IR — 28T T (E1L B¥sTamER R
Microsoft Teams Y ZFINEF % - TF A Microsoft Teams AY— %51
EXmD - BBRSHEGIF BEREFHNVANE - ERNBINESERE
WE -

ERIEL - ERIEBEFEATIZZNH—EHELS GIFShell (B =EERHE
## - X H Microsoft Teams —RIEZRE - EXEBEPEE " REGR
&, (ReverseShell ) - WPt OFREREBZEKRFTRBEIES - L base 64 4R
BB GIF 182 -

X]

AEVEENEET - BEEESLEREZE Microsoft Teams L{EEF4H T
MEERE  TEHEMPZE—EDAURNTIEIESHER stager - B
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MMEM TR AZB ] UEEZ log 18 - A LE stager 1718 & R #FIWFTE log

2 GIF BREANESIES Wi BB FIES - BRH GIFShell BEER
RERENIT ; RIRBEUDUDAEREBIERRERNE - EENAKE - B5E
MESE -

Bobby Raush @7 % (2022 ) F£5 5% 6 AZE#IREBWEFE - Wil
Bl3@% Microsoft - FABRIBELZZFEEES BleepingComupter I E -
Microsoft It R 7 ENME E DI ERERKBEF EZN—RIELRE - MERLE
BREFINERVRLTEARFPERA  RERFENRESECHNEZM
EAENERE - 2 TRRRAUNGER - BEERKRNRABITIEERRR
®ia -

—M RS TR ERNA BRI - AP ERS B ~IRE

GETHZETAEMAES  N2ERWRTRES NS EnSErERNE
B -

o ERIKIR :
1. “GIFShell” — Covert Attack Chain and C2 Utilizing Microsoft Teams GIFs

2. GIFShell attack creates reverse shell using Microsoft Teams GIFs


https://medium.com/@bobbyrsec/gifshell-covert-attack-chain-and-c2-utilizing-microsoft-teams-gifs-1618c4e64ed7
https://www.bleepingcomputer.com/news/security/gifshell-attack-creates-reverse-shell-using-microsoft-teams-gifs/
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3.4.2 ~ LinkedIn VB E&E4 - EERANRHAHEGNE
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LinkedIn FOE EiE4LE
BB AN A IRE

LB Cofense EHBHMIARRE - FLZATERARREEKRE
EESNARBEINEDER LinkedIn BYEEEL ( Smart Link ) - Bk
B Email BRESPAVELZBHEINEE - ISAFEENANE - UBEINER
TR B E R -

Smart Link 22 LinkedIn 243 LinkedIn Sales Navigator B2 F S #£R9TH
BE - OJLUBABE —EE  —RIEZE 15 @EEE  EHAKTEAESERE
DEE -

Cofense BIRMNNBEZETE - TEHE RN ET ;, REERBE
gk EMEREBHNEHAEZHE  2XHPXNVERIEZER -
RIRER FERRENEHEE  FREZTFEREGEEENEHEIMFHI -
EEHTIERZISD - 185 7 LinkedIn B9 Smart Link -

IR %845 2 H LinkedIn 2F3 L - WIEAZ A Email BTN EZL
freeZafligsl - AP —BER% - mEWEIRERERIUMNIBEL - XX
29 BATHEIREE , ABRREEELNER  ERPEEEFTRANS
IBERFEM - 8REFR FFARSR - FREHH 5\ CVV REhsE -
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ZBFRNEERAENVRGS - B
BELZEZRIEY - S8 LinkedIn Smart Link B2 EIEF % - BRI
REHENENEAP - BXEEFLENEANRAZRE R
HitEXRAPEBRRUFZNHE -
=

RRMER

EIEINEE
HEEESLEE QIR EITE - W EEI A PR R R A
AR RAER IR DR

- RRE
B2 EHEIRES BleepingComputer FLLEE LinkedIn #£55 - LinkedIn 3R7RA
A=liEE

R B IR IR TR 5 B 2
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1.

RBEEY

i
- EHERESTLEA - LUKBR
(SEGs)
2.

Threat actors abuse LinkedIn slink (Smart Link) to bypass Secure Email Gateways

LinkedIn Smart Links abused in evasive email phishing attacks


https://cofense.com/blog/threat-actors-abuse-linkedin-slink-to-bypass-secure-email-gateways
https://cofense.com/blog/threat-actors-abuse-linkedin-slink-to-bypass-secure-email-gateways
https://www.bleepingcomputer.com/news/security/linkedin-smart-links-abused-in-evasive-email-phishing-attacks/
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THREEZR

ﬂlll’

Google Play 2 App Store thE RS &S -

ERT/CC

ZApp Stored
BRLTWMERR ) THEZERH
=i#1,3008 %

BZME HUMAN E FHNEZIBE#HE X Satori Threat Intelligence
team - HRITEEMAITEIEZE 4 Android 2 iIOS NE A EREREIE

Google Play 1 App Store I - BIRZZESZEREEE - L THRES

Z 1,300 8
ERESREREEEEEHERAPFRT  ERRARIBETNAER
5 BEEERERME  LEERFEHENESHE - FLEESERPAMIE

MBS - EFRRAFEXRIESEBRESNIE  ZFHRFPFEXMHEEX -
BZERHRESEY  EXRVENESERTR  B—H2BR—KESR
FScylla, WEMFFERESHERS ; ZBETRS "Scylla, 2E—IEE
RRREFNE-NEFRESHE - ZRINME 7 EI% 2019 £ 8 AW
" Poseidon ; E2 2020 FEJEHY " Charybdis s -
WER - EREMAFYE LRIRNESEEE - SEEFTE D BRI F s
#/3E ; £ i0S App Store FH A 10 & - B1F Loot the Castle ~ Run Bridge -
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Shinning Gun * Racing Legend 3D * Rope Runner * WOod Sculptor * Fire-Wall »

Ninja Critical Hit ~ Tony Runs £ -

£ Android Google Play Store FRIBZ3E 75 BB S - Ef FNHE48
48 100 BREYW T : Super Hero - Save the World!  Spot10 Differences * Find 5
Differneces * Dinosaur Legend * One LIne Drawing * Shoot Master ~ Talent Trap

-NEW % -

FRRELLEER App &l EFRE 7 App Store - EILASZPHE ; BEE NEAD
FEF At 1R App HEEEFTEE T m - WBESR @ BlEte N g% -

o ERIKIR :
1. Poseidon’s Offspring: Charybdis and Scylla

2. Adware on Google Play and Apple Store installed 13 million times


https://www.humansecurity.com/learn/blog/poseidons-offspring-charybdis-and-scylla
https://www.bleepingcomputer.com/news/security/adware-on-google-play-and-apple-store-installed-13-million-times/
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B IR T AR
18R IEEY S AR B TRy
WERE

EZME PT SWARM BRIBRMAES - 5LZ AT EIR—ENA
RaZZHRE ( Certificate Transparency, CT ) #HIS2EN N B FE -
o UFIF TREEE N ) WE . O —XIRSKEME -

WEEL  ERANAELS T ERLE REBAMERALEEEN 2
SN ABE BB TLS BB AT IS - FHleNEZEFE/ DigiCert - RN
Let' sEncrypt £2 ZeroSSL 55 -

PT SWARM BB EEEREBZBNERET  FEPHIETHE ; &1
ABOILIRNIREE A - AENRERER—a@ka: LRFMBREEEHE ;
HRFFZ RE X R EMNAER KRB EMRE - 2o AMmER I UNRE
& TISEEEY ) SRR E -

ZATINIMRAS - SEEMBEERER NS E R RAILAA
IRER - RANEIRERRER L MRAENATIESHEERSHILE
15 Let' s Encrypt %3 SSL ‘RFBERIR BB - AEBLUIEBECTE Censys A8U4
EHEE—FEERS SSL REBZEBOAEILL - MEERAELAREERE AR
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RO A I 2 1 -
MRABEHZHEEREG L WHHE—RZREERT - HTAREEHNEHA
IARVASIE R - BERTG AR AE FHREIR — Az IE R AL S AV ; B
REUACENREREENTE - R E BIZERALEANPRAERL - WH
Ak ENIE -
EERAILEEERINIRE CT it - MANKIHIRERERWEN
g - WHERRRE -

o ERIKIR :
1. PT SWARM @ptswarm

2. Discovering Domains via a Time-Correlation Attack on Certificate Transparency


https://twitter.com/ptswarm/status/1556967258253139970/
https://swarm.ptsecurity.com/discovering-domains-via-a-time-correlation-attack/
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3.6.2 ~ BZfRE B SideWalk Linux iR AEIEEPIBEEGES - MW BEME
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ACEA=EL
SideWalk Linux iRZs
SEEMERRE
LA T B2 B2 ity B8 il

ELXME ESET  ETHELHRAAES - FHBER—EHLIIRD
SideWalk Linux iR B FAE S8 iE ; Z B MERREEE
SparklingGoblin 81 APT41 fd4 2 1)) - BRI EE iR EAI -

ESET fFERE i - #EIRM SideWalk &FY Linux b A& - BERAZ
£+ %4 Windows &M 5 32 AY Windows bR - [RIEHS 2020 FHELZMEF R
360 ME FRIE L HTFEEAI 360 Netlab 3838 - BAREMELMEPEERIR - %5
R PIEAR I APT41/SparklingGoblin %EE58H 2020 £ 5 A - AMKES
BE—FTREBNITFREN -

£ ESET MR EPIEE - BERXREEIFA SideWalk Linux MRZAE2 Windows bl
AR SideWalk TliE R EEVR - BB ERBEHASHBERLUZE ; BFEMIE
AR AR F ChaCha20 MNZER A - BRIRFEA—EYHRER 0x0B KIFTE
& - M= SideWalk F— &1L -

559N ESET 1173838 Linux hiRRY SideWalk £ FIERES - 1 Windows HI R A s
AHEENESE  HEEEHEARRNABEERETINEEE - EhEER
EmEBNEYRE -
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ESET &t - SparklingGoblin #T#A{# A SideWalk Linux RN EW R - 2
S5 2020 EARMNE—PIKRE ; ZBEERINARZRZ GRS - 81—
SHFREER - —5 Email @K - Uk—aRAREEELETSEHERZ

iz I fE AR Es

AREHEABER N APT B2IREEE - ERERIMT T2 ERR - B
BECIEMBEBEREBIRNEN - SN ARMNYE - BURINREZLE
FENEER

o FRIKIR :
1. You never walk alone: The SideWalk backdoor gets a Linux variant

2. Chinese hackers create Linux version of the SideWalk Windows malware


https://www.welivesecurity.com/2022/09/14/you-never-walk-alone-sidewalk-backdoor-linux-variant/
https://www.bleepingcomputer.com/news/security/chinese-hackers-create-linux-version-of-the-sidewalk-windows-malware/
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3.6.3 * Uber REREEEZBHRTIEENE - ABAIZR%A
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UberiZiB 8212 &
BT IRRE
AR RS

FREEMEBIRFEARBIZES Uber - IR (2022) £ 9 A 15 HE#%

‘NI]}

7N\

BEXZEHR  BhZATRERNBRMAERREUARIEREFIZA
RNEZREHR , Bz oREEERAFEARLENERAEEN
HYREIR

Uber 1?9 H 15 HEFRNERBR - ERLZ AT R —EELS
W HEGREABAIETSHHRE - #E 225 XRK 9 H 16 HBEREE
EZBW - FLENEERPHEEN (NHEPEETARBK ) INRHE
1% - Bz ASIE NBERTE - B35 Uber ~ Uber Eats ~ Uber Freight ~ Uber
Driver App SE#15 [ERE(F -

ABBANKGREL - SRUESHISEBRAREUETES —RFE
18 mAEZIRE - BBURKEBF ANEZLATAMAAKNEAEN -

AARME—PIEL  ZBREREL TINEMTREARBRE - 55
MASRANDRBANF AFZRERE T ABKREZEBHN - #EBR
WhatApp LS Uber IT ABTMZETHEE - EMIESMSREEHBNFE

-
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BEZERMEL - ZRREREB ST RERENEE - BEEIEA Uber A
AL - RN REMEEANENEEEZEFRIAFZEADSERNEAE
il ZBREEUNFEASEEAEMNFE Uber REIRIEZ4 - BlfEEmMAR
#t - 13 EDR #ZHIE ~ Uber AEBHY Slack EENMEISSE -

REEEZENH Uber ZEANBAFNZREE - E2ERRNEHHE R
M EEE - UK Uber 38 HackerOne 23R IR BENZ MM ETE
N BZEXREERRZUESRELRDEMHIMNRE -

Iy

PRSEERNBETELXEE  MBETHAMRIKEREKO ; NEl%
FNEZRFNEHORZNRE  UREREEESNGE - AREEHE—T
WEE -

\

/

o FRIKIR :
1. Uber Says It's Investigating a Potential Breach of Its Computer Systems
2. ber Claims No Sensitive Data Exposed in Latest Breach... But There's More to This
3. Security update

4. vx-underground @vxunderground


https://thehackernews.com/2022/09/uber-says-its-investigating-potential.html
https://thehackernews.com/2022/09/uber-claims-no-sensitive-data-exposed.html
https://www.uber.com/newsroom/security-update/
https://twitter.com/vxunderground/status/1570597582417821703
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3.6.4 - EXMB IR HUBI TREEZF R AN AIRERRRFE
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ELBBERIH
UedTEEEZEFRR
B AR IEEZREE

ERTXEEZHERFNEZMEE Otorio - FHBRMERS - &
s ABIRIRHHUBSIRARIEEMB I RIZEFI R4 (1CS) #=EM
RNREWEERE) ; ERNEHELRNERMERENEEES - ZERR
HNBUIRERETEREE  EXRERICERRRNERMERET -

Otorio FEREPFIEE - —E@R% "GhostSec s HBZIREES - HOAR (2022)
FORB4H  TEHUEHERD Telegram FEEHWHINBZALIEIIEAZ R E
ISR EPIERR 55 & Berghof o2 T0{Ei# #1288 ( Programmable Logic
Controller, PLC ) 28 -

GhostSec Afn ¥ ZERERMEEERE - B ZEREAINEZASTZEPLCH
EIBNE - YREEBEEFNEESRE A TE ( Human-Machine Interface,
HMI) - DIREE& PLC BILEF - ERHBEERZFENS=SH -

KE—E1E - Otorio BREMELZ M - a4 GhostSec /R 9 A 10 HALIN
BRAS—ZEMBEFEKRN ; BZBERATNESEPIUER - ZBRIE
HRFE KRG PLC 6% - ol MESRERKpH EREZE - SEZEA
chiB B2 %45 5 ProMinent 4= Z /Y Aegis 11 1528 -
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TEiEM R ET T ICS 81 PLC MIBZIRINEE 4T R - Otorio IRELBET
Internet EF) PLC SFEE 5% Shodan S5 FLIIREN - HPEHAGT
ZREMNEALSERNEARBAITEA - IRTIEL - EA PLC 2#E
A A B BEIEHIEREERE - BREZNIEAELINENTEER
RO E T L E -

==

BLHERIEH EENEAFNELHESEHEES  REEERER
EE T 2B LRHE - 52 OT ( Operational Technology ) BB LB EH
NINFERF -

o ERIIR :
1. GhostSec Strikes Again in Israel Alleging Water Safety Breach

2. Pro-Palestinian Hacking Group Compromises Berghof PLCs in Israel

3. Hacktivist Attacks Show Ease of Hacking Industrial Control Systems


https://www.otorio.com/blog/ghostsec-strikes-again-in-israel-seeking-to-impact-swimming-pools/
https://www.otorio.com/blog/pro-palestinian-hacking-group-compromises-berghof-plcs-in-israel/
https://www.securityweek.com/hacktivist-attacks-show-ease-hacking-industrial-control-systems
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EEEE

TWCERT/CC

BEZME Kaspersky #THIEEIR - ARIRBARREF BN YouTube

\

ERVEBEBERBHBRER - AN SEREEABHNREWERER -
AP THERE  FUBNAPHNHREEN  EEMRZEEENE
TNEEBIZIE -

Kaspersky 2§37 5215 & #HE 212 20 FIE AL B2 540 FIFA - Final Fantasy
Forza Horizon * Lege Star Wars * Spider-Man & - Z2{F 2 8 IS Sl AR ER 2 B2 52
F - WEFRRIBPNERES  EARRIBNIRMIZ - I FELZREEN
AR, -

Kaspersky f6t - EIRENKEZRENF - ERLZE—EZR

"RedLine s HERE#AE ; HEF—BLXETEBCKWEMR L - RedLine BIEFEEY
REFEEMANZEREEN - 21F 2828 cookie - FEEAEM - 5
ARER - BIREHSRBINEEAS - URNBEEEEAREN -

U9 - ZBEREEEFET R B LR RAOE T INR &S
W RREERNES LR -
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Kaspersky =71~ - %2 EES A —(E NirCmd 2FREDR - ol UIEAESE

HHEEEENER MR TERED - AItRFP#HUEREECER
ERITREEE -

Kaspersky R E#REHEL - RedLine WRRIZE - EIRNEEANHARE
FHFRIZIE 2R cookie EARE AR YouTube 1RSE - LESBERRIEBENER
WEE R - BEEESELA#E Discord WARRT MBI X REBEE
# o E—DREARERIEAN -

it

K]

EREENXERREENEEZINEMM )T - BEHE  FEF
8- Ve FE NEKERREREES - IS EHMKRERRET - LIRS
BRERENNEERR , ZIMEIEECESHEIFaaEEFaksR - 248
BAZRUBEMETASR -

o FRIKIR :
1. Self-spreading stealer attacks gamers via YouTube

2. New malware bundle self-spreads through YouTube gaming videos


https://securelist.com/self-spreading-stealer-attacks-gamers-via-youtube/107407/
https://www.bleepingcomputer.com/news/security/new-malware-bundle-self-spreads-through-youtube-gaming-videos/
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3.7 ~ IERSmIA &R

371 - BEZEXFEPWITE - 818 Node.js X EAFEIB 100 & 0-day i@

=B Johns Hopkins XBMMUEZMEAE - FERES (2022) &F
FERY Usenix Security Symposium EZ s & L EEFRMm - IHHEZAR
BRXFAEZHMEENERINSHT TR ODGen ETHT - HRERA
BRI A BERRY JavaScript REEHELS Node.js RIRENEARANED
1% - &5 100 {ELL_E/Y 0-day i@ -

SHEBEGINM LTENEFRIE  Z2oWENE  BUu—EBGZRE K
RERAEANPIEABNE T KERNTOX - alLIARE RIS PRR
- BRSO LEENBYREMUELENZSESEXNBRNZRE - 4l
40 Code Property Graph (CPG) BIOJBXGER N C/C++ B2 PHP 2GRV RIE 72
#r o

H#EH CPG FUEFRIALIN - Johns Hopkins K2R B B ZIRIE
A 88 B AR JavaScript B ESHRE 24T LR ODGen - W HLIL T BiF
i Node.js EEEZEHKHBEZRBABERN  HEXECHAHEREAR
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EHNFRIREIIRIEIR - 4R %3R 7 180 {& 0-day J&id -
ZBE FIRHIE LE 0-day A& - E478 70 ERIEESE CVE 4Rk -
BATRE R - ODGen D] LIEMEEEIR 13 AR REERE - 614
XSS ~ SSRF/CSRD - SQL {§< F A ~ [REY5Z ( Prototype Pollution ) ~ 1§%
AAZSE - ZEBRUARETETER A 30 &1 NPM HEZEH - 4
FREIIVHEIA 3,000 EELRE - HPA 264 BENEE TNHREEAE 1,000 R
REPIEH -
MABZFRR - BN RAGIE®R ODGen X EEMNENES B - UEXEHR
& EARAEIEFRENENES - 85 PHP & Java £R -

o MORGR : HRNIFRERRENEFRIBNEREEIFZERDZ NI
- HEASE NEIRERANEMRERR - MATERZEN BRI
K BREREZEBENLEAREREIE -

o ERIIR :
1. Mining Node.js Vulnerabilities via Object Dependence Graph and Query

2. Graph-based JavaScript bug scanner discovers more than 100 zero-day
vulnerabilities in Node.js libra


https://www.usenix.org/conference/usenixsecurity22/presentation/li-song
https://portswigger.net/daily-swig/graph-based-javascript-bug-scanner-discovers-more-than-100-zero-day-vulnerabilities-in-node-js-libraries
https://portswigger.net/daily-swig/graph-based-javascript-bug-scanner-discovers-more-than-100-zero-day-vulnerabilities-in-node-js-libraries
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3.7.2 ~ Apple # iOS ~ macOS E#f - EEEERIIRE AR EEHB/ 0-day imiE
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AppleE 0. macOSEE R
EE—ESEREE
K745 % A B9 0-day i

Apple T EE T LAY iPhone ~ iPad 81 Mac EfNEREE - L
iOS + iPadOS * macOS fEE £ MEH - LMEE—EEEBRIEFEARIE

FIMREZIZIER 0-day L imiE CVE-2022-32917 ; AFEIIENE#i -

EEREHMPEFER 0-day /il - H CVE AR5k~ CVE-2022-32917 -
BRFEZFAZOFHNEFTRE ; REEJLUARILUREZ R BEERE -
WHRARTER - UERKRNTESEIS -

CVE-2022-32917 HJ CVSS G2 BN/ 84 7 (M= 1073 ) - Bl
EEMNAG TS, ; BIRE Apple REMNELZREEY - ZRABEACDER
REAANRERARKEEE -

Apple #tESIE)RIE - #EH i0S 15.7 ~ iPadOS 15.7 ~ macOS Monterey 12.6

81 macOS Big Sur 11.7 JIBUETE ; X EIFZR) Apple 22 & B13F iPhone 6s E11&
#EH%TY - iPad Pro FT AL ~ iPad Air 58 2 fUEAE AL - iPad 58 5 BB 4E
A« iPad mini 38 4 CEARE A - iPod Touch 28 7 £ ~ #1497 macOS Big Sur
11.6 B2SEATARZA ~ macOS Monterey 12.5 B5EBTARABIFTE Mac #HE! -
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CVE-2022-32917 2 Apple BS (2022 ) FFLUIRIEERIEE 8 {E 0-day &
il
#Z2ZE K iPhone - iPad B2 Mac S5 - 7E Apple L EERMREME

WRBIR - B EMRERAIER - BMEIEHRAIERZZ - LRERZE
ZNAEARERKEHIRDEELE -

® CVE#®5% : CVE-2022-32917

o S EEM/MRT : iPhone 6s EAEEREAL ~ iPad Pro FRAEL - iPad Air 55 2 1
EE B « iPad 55 5 UEIEEHEY - iPad mini 55 4 BB EHE! - iPod
Touch 28 7 /£ ~ #1497 macOS Big Sur 11.6 E255AThRZAS + macOS Monterey 12.5
EASCRTRR A BIFTA Mac #%2Y -

o MRAE  AMREIERNARIOS * iPadOS * macOS 1EFE AR -

o ERINKIRE :
1. Apple Z2MEH

2. Apple fixes eighth zero-day used to hack iPhones and Macs this year


https://support.apple.com/zh-tw/HT201222
https://www.bleepingcomputer.com/news/security/apple-fixes-eighth-zero-day-used-to-hack-iphones-and-macs-this-year/

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

3.7.3 * Microsoft # i 2022 & 9 A Patch Tuesday EFEHEE - H1E1E 63 EiRH
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Microsoft# 120224
9HBPatch Tuesday®E ik
(e > H{E863BRER

Microsoft F{#T H#E L 2022 & 9 AR Patch Tuesday BRABIITEE
e —HE2E 63 EXATETIEEMMNERRE - HPEIFE 5
EmELERELTRED - FA 1 BEeBAREARKREHNE ; BREILL
BliEfEEFA P AY Microsoft ZEEMBEMERMERA - LR ERIRSE
FARE -

PIERIRI&E 73 - E55 KR Patch Tuesday SRIEMMNEZL B 2RI T :

> HATHERERE ;18 & ;

> EBZINEEiRERE ;1@ ;

> ERWTESEINERE ;30 @ ;

> ERREERM 7@ ;

> RIFHEENNERD : 7@ ;

> Edge - Chromium 2B : A% RE : 16 & -

R HBY Patch Tuesday T [EIFRFEME 2 XA 0-day EZL ) - HhBE—{E
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0-day JlEl B EBRIREBEBARERARKE ; ZmIEH CVE 4wk~ CVE-2022-
37969 - 7% Windows Common Log T8 X 2 MEREZT - BB JRLURAR
TR - RISRASRER ; EAZTRELME I DBAPPSecurity
Mandiant ~ CrowdStrike ~ ZScaler &353R 1R &M ARG EENEEE) -

S—EEEEMN 0-day JFmiEE CVE-2022-23960 - EHAS Cache

Speculation Restriction J&)@ -
59N - FE5E R Patch Tuesday FESERR 5 BERESHTE - BEMERF

B Microsoft Dynamics - M1ETZAS Microsoft IKE Extension - 55— E &R
Microsoft TCP/IP °

o MURIIE : & Microsoft ZTEMFEXMETIHFELRREES - B1f)
WEZPEENBINE - BZERRENME - LRBIREZFHEA
FRANAR M E RS TR A B I 28 -

o FRIKIR :
1. Security Update Guide

2. Microsoft September 2022 Patch Tuesday fixes zero-day used in attacks, 63 flaws


https://msrc.microsoft.com/update-guide
https://www.bleepingcomputer.com/news/microsoft/microsoft-september-2022-patch-tuesday-fixes-zero-day-used-in-attacks-63-flaws/
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£t ~r =42 i ) o N
F4E - EXWHIEREEH

—

[(EXZ2Rk] 10/12 BB EMLZE R EEEE
i B B3 ] 10/12 9:30~16:30

hEREENRERS AR =
ailtmAEERAERE _EK 2395 6 18 )
& ENAE IR https://dtu.cisa.tw/course.php?id=29

vEnn B X2
ERBEANES
REiEiant
EEL  PEREEMRREGE
izl [ EEEMNAABRRER - BARINERREREFMK

E BN RS

1 REERE  ABRRIMA - SRS EEEEER - &
EENE HBHEREEMESSFE  BUTELHEEAEMZENEEK

Fkz - ]NRBSIHBRIRERAREX - BBBERER ZEHF
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BEXMERRNSENNE-ERS

i EN B 10 H 12 H(=) 14:00~16:30

NipEBFEEMEE KERLW SO _12EEE

E BNt EL 3 ‘
(BEEBANHEEREAE 1 5R)
= S https://docs.google.com/forms/d/e/1FAIpQLSf314bs2_j56i
T sfh0Y34xuetmfOdgeFP1elT6CiEbgGi-4 LQ/formResponse
=53 ri— ax i ;
B ZPhENRES
SENNE CONTEE
FHEEEMI : TWNIC - TWCERT/CC
T Bt AR 1 (R 7 15?
SE SIS FEEBO X 40 KBHAEEE - AIHEBMEANELZHE -

Z
RERFETEFE  SREXHRFNINE - BARRMETEN
medsEEEEEZRFP OLTWCERT/COREE R E
BUER - WEFEERBART REELITNE  BAELER
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—RZEHUEETZELREERER °
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o
)
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[EZE03] 10/18 s3Rh SIS (VMS SSRAER 24 )

i BN i A 10/18 14:00~17:00
hEREENRERS AR =
&N Eh
(edtmAEEAEE _ER 23995 618 )
& ENAE IR https://dtu.cisa.tw/course.php?id=30
QC’/, Fegd | B=5e. [ L=l
a1 T
VM s;?;%ﬁ%i!%m
FWEMN : PERBEARBEHS
aRizanil AR LREER - HEHE 2EIASER
iR? - HWNSEZREERZRE  tENZZEENFESD -
EENE HHHENEENEAMNSEMTEERZNENEE L -

BRAUNEMEEFR  JANBEREEEENEERERN
BERER - NRBBHEZE N IR A MR ETE
@il RN RE LEERTHBEERAZRH - I
BIEATSMEER —ERFEETHNEE  HEENREES
BN - NABSHRCEBNMSIEZIRE - WK
RFRIBEHEI -
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IT & OT FTHE B RIEMEM

& ENhE 2022 10 A 19 H E8= AM09:00 ~ PM17:00

BNt AL MTTEESREANEE 3F E2E

= S https://www.informationsecurity.com.tw/seminar/2022_hig
htech/

-l

EMEM . BEZA
SRS EEERT 2021 FiE2 7 24.33 kWS IE, IRIE IKE W
SIS, 2022 FAERMK 25 )8, EP SRR EZENEE SIS
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BEBNESEBERES/)WNEE, VREFNFERITE,
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EEHHTAENRE | SHUEMEARY ,%:ﬁ/@
v Sy

FEMWEM . TWNIC * Nii ~ TWIGF
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SRR EREZEFRINAHSE - IERABE - HNER
AR B R ERRIRK OB EE - E—TERABHNRHAR
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[(BELXZ2R] 10/28 ENRZEZEANTEZERE
i B B3 ] 10/28 14:00~17:00

hEREENRERS AR =
(edtmARE&EEE _E& 239955 618 )
& ENAE IR https://dtu.cisa.tw/course.php?id=31

BERZ8bkR

E BN RS

[

HillZ=H

ATEREIE
FMEM . PERBEMNREHGE
Azl . BRI EEREASTERENLZEZMWILFEL - MA
TEZ(Artificial Intelligence, A)TIBER BIBREERE - ELX 2
MRAFERFEZ— - Al BEZ TIFEAR DR AR A
chOfEER0EED - Bl AUEEIR(web phishing) S RARER A
12 (unauthorized intrusion) & & & - & 8 # 28 2 & (Machine
SE E IS Learning, ML) 1 A T 8 #8489 B (Artificial Neural Networks,
ANNs) - @O DUERBEERE - WIREEASNASTENZRF
RO ERSZEENEEGIREA Al T8t - EFENBREMFB
B~ AR - botnet BBEMLZE B MRESEE -
KFERZ "EfLE28 ATLEZEE fF (Hands-on Artificial
Intelligence for Information Security) J #8280/ \ KR E
R - WHRAIRBEZZREBEN - UKSREHNEEEREMA
7 REBRERENLZEZNEMENF - BBFRIR Python =
RER - ETEZHEBENRR - KR8 2WEERE - BEHEE
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(edbmARE&EEE _E& 239955 618 )
& ENAE IR https://dtu.cisa.tw/course.php?id=32
R T
r
- =7 =T /
iPAS Bl &=
Ylzh T =6
1 2 -
BENT B ERIVE
FWEMN : PERBEARBEHS
izl . ARERFT B EEEREREN LT EHERNERS
A MERNEKRESR  TERENZZEBEEMAE - NEEEE
T g B - FRIEH - BoRE - BHERE  2ERE - AHEESA
ElimEE - ZIAERENZ /M 2 EBAE - UREERLE -
Bz E - 1’!5%5%%22% CERBINZE - EXM @Ry
REEZEE

ZERMIZR - BB ERIE IPAS ZET R AR -
FEZ BRI |

SEENHEN  BEXE
Email: security@cisanet.org.tw Tel: (02)2553-3988 Ext : 388



https://dtu.cisa.tw/course.php?id=32

BEERARGHREREHEP L
m Taiwan Computer Emergency Response Team / Coordination Center

(BEZ28k] 11/18 17E1ER APP Z=1%8l ( APK/IPA)
i EN B 11/18 9:00~12:00
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& Ef th Bh
(edtmAEEAEE _ER 23995 618 )
& ENAE IR https://dtu.cisa.tw/course.php?id=33
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{TENFEFHAPP
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EWEN : PERBEARERS
= izamiA  HEAC - BEAR - B4 APP ZEWHEHRE
, = EEHE . AEEZAMERERENRE  RAMERANEBERE
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58 TVNIBEAE

K82 E AR Smart eVision - Path Traversal -1

TVN /CVEID TVN-202209006 / CVE-2022-39033

CVSS 9.8 (Critical)

HEEMm Smart eVision ver.2022.02.21
Smart eVision BVE1E 2 2 INBEf=1E Path Traversal J&)i@ - %1

A, BEAIII L EIRETIR AR FZ TN ERE - BInKEEABEIE - BT

=] H 21 L.

= AL RBEEB S DS - TEHILMRTERAIEZENR

TE O -

BRF A B3 Smart eVision IRA<ZE ver.2022.06.16

yN:SISE:E] 2022-09-28

THEAEAS

https://www.twcert.orqg.tw/newepaper/cp-151-6570-9¢632-3.html

Kt#2 B B H: Smart eVision - Improper Privilege Management

TVN/CVEID

TVN-202209005 / CVE-2022-39032

CVSS

8.8 (High)

Smart eVision ver.2022.02.21

Smart eVision 7% Improper Privilege Management fE&& -
iR WEBEU—MERAEEREAR - AU BRETERRE

s RS A APl IHEE - ISIRSRIEHE - JSLUEREREZER  £RRIF
LA EACREAR TS -

R E 83 Smart eVision i< £ ver.2022.06.16

yNEEI=EE 2022-09-28

TERAE LS https://www.twcert.org.tw/newepaper/cp-151-6569-9fcf4-3.html
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Bt 82 E M B £ Smart eVision - Exposure of Sensitive Information to an

Unauthorized Actor -2

TVN/CVEID TVN-202209003 / CVE-2022-39030

CVsS 7.5 (High)

FEEm Smart eVision ver.2022.02.21

A, Smart eVisiorj %éﬁﬁ%ﬂ%%@lﬂﬁ%ﬁ%*% iR E A AR
PR - BT R AHZ R ES &R E ARSI E S -

BRTTE B Smart eVision lRAZE ver.2022.06.16

yN:GI=E:t 2022-09-28

THRAE LS https://www.twcert.org.tw/newepaper/cp-151-6567-01fa3-3.html

K82 E AR Smart eVision - Path Traversal -2

TVN/CVEID TVN-202209007 / CVE-2022-39034
CVSS 6.5 (Medium)
~EEm Smart eVision ver.2022.02.21
Smart eVision ¥5 2 APl IJgE/F £ Path Traversal J®fd - 7%
FE53 e i 3kt BEAU S BIRET R R F TNAR - EInNEBEU—REREE
A% - BIoIRHIDRE&ERS DR - FTEHAMEE -
FERTE &7 Smart eVision AR ZE ver.2022.06.16
yNEISEE 2022-09-28
THRAELS https://www.twcert.org.tw/newepaper/cp-151-6571-fc930-3.html
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Bt $2 E M B £ Smart eVision - Exposure of Sensitive Information to an

Unauthorized Actor -1

TVN/CVEID TVN-202209002 / CVE-2022-39029

CVSS 6.5 (Medium)

HEEM Smart eVision ver.2022.02.21

A, Smart eVision ERlEEHNEEEAE - BIRWNEZL—RE
RENERE AR - BlolA HoR B IS EEERIRRE -

BR7E B Smart eVision A ZE ver.2022.06.16

yNCEI=E: 2022-09-28

THRAE LS https://www.twcert.org.tw/newepaper/cp-151-6566-3805b-3.html
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B1TEA - SEERAEEHEEEZ 7RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HHIHHE : 20228 108 7H

#Rm¥E : TWCERT/CC EIfX

ARF5EE5E : 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw

EEFB ¢ http://tweert.pixnet.net/blog

Facebook 1 #4ZE & : https://www.facebook.com/twcertcc
Instagram : https://www.instagram.com/twcertcc

Twitter : @ TWCERTCC




