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o ERIR :
1. FBI warns cryptocurrency owners, exchanges of ongoing attacks

2. FBI Warns Digital Currency Exchanges and Crypto Owners of Possible Threats

3. FBI San Francisco Warns the Public of the Dangers of SIM Swapping


https://www.bleepingcomputer.com/news/security/fbi-warns-cryptocurrency-owners-exchanges-of-ongoing-attacks/
https://news.bitcoin.com/fbi-warns-digital-currency-exchanges-and-crypto-owners-of-possible-threats/
https://www.fbi.gov/contact-us/field-offices/sanfrancisco/news/press-releases/fbi-san-francisco-warns-the-public-of-the-dangers-of-sim-swapping
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(2). ID Ransomware
FH MalwareHunterTeam 25t - o ®¥:E#858 1000 EH R ES - EHE TS
B EEMBESE HRAEWEDNZRNS - RHSHREFHH - HILRE
ity - BIOETHE - ME LENEUE 1 iR - HRNEZEHREHERTE
BlUNE 2 AT EEPAR - #83FE2%: ID Ransomware B4

I]]

B Ransom Note @ "] Sample Encrypled File ®

The file that displays the ransom and payment A file which has been encrypted, and cannot be opened.
! Hon- FWEE

HIEE

Uplcad
- X Addresses

1~ ID Ransomware FEEE

i ID Ransomware

@ ID Ransomware

— Upload a ransom note and/or sample encrypted file to
='= identify the ransomware that has encrypted your data.
-

12 is half the battle!

1 Result

« This ransomware is decryptable!

 sample_extension

Click here for more information about|TeslaCry,

2 ~ ID Ransomware &) ZER 32 2 1 VB8 4 SRR 2 Bl (AL AR E)

2. Crypto Sheriff

2 The No More Ransom Project feft - OJ ¥ EI RmB L IR HENRE
RETH - - FHEVUZE LEMENEER - LEHRMNESEENZREHD
FANEABNEFEH - AUAAELU - FEREAEL - bR BAL - BI0ET


https://id-ransomware.malwarehunterteam.com/index.php
https://id-ransomware.malwarehunterteam.com/index.php

Q LEEI AR EMEEEHED D
m Taiwan Computer Emergency Response Team / Coordination Center
¥j¥ ﬁt J:1_J'II|_.|E)|EQD. 3ﬁ):|-—|_ IID%TE.ﬁD.4ﬁﬁ—|— °

A9HEEE 2% No More Ransom B 43

ECREARER

SRLBEUECAATHMTHDREARER ( MRS TR ALE Bhtm!
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[E 3 * No More Ransom £ EEMH

rfof{OlRRIAISIoG !

TESLACRYPT V.4

You have been infected by| Teslacrypt v.4.]|We can help you! Good news!

Step 1: READ FIRST and DOWNLOAD

k the BEAD FIRST ead .« maual Make sure

DOWNLOAD

Step 2: Report a crime
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1. No More Ransom f2#8 T B

3 No More Ransom Project 12t - & O E B IE S8 RS ATH(ALIE
RN ERETBEINREER)(B>5 - LEFEREFETE((E-6) -


https://www.nomoreransom.org/crypto-sheriff.php?lang=zht_Hant
https://www.nomoreransom.org/crypto-sheriff.php?lang=zht_Hant
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fm Ransom (alphabetical order)"

> 777 Ransom

> AES_NI Ransom

> Agent.iih Ransom

> Alcatraz Ransom

& Alpha Ransom )

5« No More Ransom 28 T B3R EAESEH

All Ransom (alphabetical order)

> 777 Ransom

> AES_NI Ransom

s Agent.iih Ransom

TN .

> Alcatraz Ransom

> Alpha Ransom

> Amnesia Ransom

> Amnesia2 Ransom

B 6 * No More Ransom fZ#8 T H 7 i7A8 »
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2. Trend Micro Ransomware File Decryptor

B Trend Micro 32t

RansomwareFileDecryptor T & -

HEITREB(ER) - EEWE 7 Fiw -

- fEFE T NE (FHHE
EIE R R ENE R NERY E R
A3 E2%E: Trend Micro B4
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https://www.nomoreransom.org/zht_Hant/decryption-tools.html
https://www.nomoreransom.org/zht_Hant/decryption-tools.html
https://success.trendmicro.com/solution/1114221-downloading-and-using-the-trend-micro-ransomware-file-decryptor
https://success.trendmicro.com/solution/1114221-downloading-and-using-the-trend-micro-ransomware-file-decryptor
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@ TREND.  Business Success

Technical Support Threat Help & Research Renewals & Registration Contact Support

Obtaining and Executing the Tool(s)
1. Click the Download button below to obtain the latest version of the Trend Micro Ransomware File Decryptor tool.
Docompress-(unzip)-and-thenlaunchthe-included RansomwareFileDecryptor exe file.

2. Upon launch, users will be required to accept the End User License Agreement (EULA) to proceed

3. After accepting the EULA, the tool will proceed to the main user interface (Ul). From here, users will be presented
with a s‘e[}by step guide to perform the file decrypnon

Ransomware File Decryptor

n Antl Ransomware
o experts help you decrypt your encrypted fies

[& 7 - Trend Micro Ransomware File Decryptor {257 IR E

3. REEHTE Free Ransomware Decryptors

EREMERHE - EHRBUAERE TEI(EER)RA RSB (A
ERE) MR ZBRRTIEETRE LSEEHASRNE 8 Fivk -

MitE2E: FEHEER

i o

a

RERFIRINAR R

Shade Decryptor

Rakhni Decryptor

B 8 + FEEETE Free Ransomware Decryptor 22 T B SHEIEEH

4. AVG R E# e R T H

\

FHAVG 2t - FRETREMR T EIR(E 9) (BEERE) - BA8RE T
BinAE B ERETVETRZ(E 10) - AiES%E: AVG EMR


https://noransom.kaspersky.com/
https://www.avg.com/zh-tw/ransomware-decryption-tools
https://www.avg.com/zh-tw/ransomware-decryption-tools
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THEE BE

“ AVG PC  Mac

RENRYGEHEE 1B
BRI L TI5 ? FERINES |

RERSENERERSIE  RHCRSEN TRENERRNENEE - REE—T

* Apocalypse
« BadBlock
* Bart

+ Crypt888
+ Legion

* SZFLocker
+ TeslaCrypt

BN B¥ HE.

9 AVG REHREIEHRETEIRER

SZFLocker

BEZMRE : SZFlocker BEMEERERTL S s2f « (W Thess.doc RRE Thesisdoc.szf)

RRAR BCEERETT QRS . SZFLocker AT THES (ZWX)

Corer - I 17 1 RAT) P - |
X tassytrovany. Unlups odiyfeovania dostesas pod adresem
deszyfrator.deszyfefyandex. cu
on

“Fil SZFLocker FEIEFE U

HEIER IV MEE
5. EMSI SOFT Free Ransomware Decryption Tools
EREC SRR THEIIR(EE
AiLFES%E: EMISI SOFT B4

. 10 IE;’E\HH ﬁj] %‘Dﬂ/LAEE'E mA (

B EMSI SOFT 214t -
ZTHE(E 11) -

Free Ransomware Decryption Tools

Unlock your files without paying the ransom

DOWNLOAD

Emsisoft Decryptor for Avaddon

s victim's files using AES-256 and RSA-
ion.

Please note the decryptor may take up to a minute on the first encrypted
file in order ta determine the correct key for your files. All other files
acrypted by the same key will decrypt much faster

[E 11 - EMISI SOFT Free Ransomware Decryption Tool #2223 T

6. McAfee Ransomware Recover (Mr2)
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E
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&)

&) NEFTERE
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https://www.emsisoft.com/ransomware-decryption-tools/free-download
https://www.emsisoft.com/ransomware-decryption-tools/free-download
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Mr2 75 McAfee REt 7R E T B - RREUE<HINTH - HEMREHERE

REGSE4E - EHBUEEE 12 NEZRE M2 (F1EE) - ATRIJZBES
WA ERBNYRUISHRAETHERR - WE 13 -

N\

AUEES2E: McAfee B4

R Mr2 1R B2 #) R & 5S Stampado 2 #261 E2ER AR

Stampado # RN BWE 14 Fin - AR R INREZFTEBUEBEES FEHMH
(B 14 #T1HER) MBS R ES A (B 14 #1EE) ETTIERERE -

o 1DRFMr2% - BA 'MfeDecrypt-list EZ(E 15 FER)ES
‘Stampado’ ENRERESHIAEEE T B (& 15 ,%HI:F%)

® 2)#1T 'MfeDecrypt -get stampado -ver 1.0.0' #§< & Stampado 2% T
B - (B 16 41ER)

® 3)#fT 'MfeDecrypt -about stampado -ver 1.0.0' IESEEHREZ T EFERA
(B 17 ALIERE) -

® 4)iEi# 'MfeDecrypt -run stampado -ver 1.0.0 -args “-e
FileUnlocker64@mail2tor.com’ m<#THEZR T E(BE 18 ALERE) - IeHtE
14 ATHEEREN REt AR EFEF - BSERENE (B 18 4R1EEZ) - WAtE 13 A9E)
RS EEAWMARHEBETERZRE -

McAfee Ransomware Recover

(Mr?)

Download McAfee Ransomware Recover (Mr2) for 32-bit systems >
Download McAfee Ransomware Recover (Mr2) for 64-bit systems >

How to use McAfee Ransomware Recover (Mr2)

12 * McAfee Ransomware Recover (Mr2) & EH



https://www.mcafee.com/enterprise/zh-tw/downloads/free-tools/ransomware-decryption.html
https://www.mcafee.com/enterprise/zh-tw/downloads/free-tools/ransomware-decryption.html
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13-MrRRTER - @51 EHE

All your files have been encrypted.

n encrypted
were encrypted The encryption was done using a secret key

All your files have be:

only on the world who can provide this for you

it we can decrypt your files

Time urtd total koss

3 days, 23 hours, 59 minutes and 47 seconds

Hext Russan Rouette the deieton

§ hours, 59 minutes and 47 seconds

Get back my fles

F10669DF
Coov to cigboard

Your 1D

14 - Stampado #1 =R (REE)

U McAfee Ransomware Decryption Too

Files\McAfee\Mfel
jecryption tool by McAfee (C) 2017 McA
*) are already present on this machine

Version marked

me R

15 + Mr2 32 3% Stampado B2 % B BR R Fh A B) RERAS R & S £ A an

=E)
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U McAfee Ransomware Decryption Tool

B 16 - TN EHENRERES Stampado & T B < (= E)

& McAfee Ransomware Decryption Tool

[E 17 - Stampado 2 T HanTER AN (RERE)

18 -~ HY#F Stampado #Z#EHS (R R [E)

7. Avast Free Ransomware Decryption Tools

F Avast ie i - fEFHEZE CIEIERE T RSIR(E 19) (BEERE) - BERE L
TRHEL N EEEFZTVEITHEZ(E 20) - AHULFESE: Avast EFE

Free Ransomware Decryption Tools

Hit by ransomware? Don’t pay the ransom!



https://www.avast.com/ransomware-decryption-tools
https://www.avast.com/ransomware-decryption-tools
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19 * Avast Free Ransomware Decryption Tool 255 T B3R EMH

AES_NI

Faename changes:

B 20 - E T EHA - $RAEEBEE NEHES (REE)
8. Quick Heal Free Decryption Tool

FH Quick Heal f2ff - A& 0 F S EZEH RUEEEN T EETHE
Z(E21) - WTTER  SEHETHRENEERETERE -

A5 2% Quick Heal E4

m Home Users Support Company Cant(0) Globat|Suppet D0 0O OGO

Secusity Simphtied

Free Ransomware Decryption Tool

[E 21 - Quick Heal Free Ransomware Decryption Tool # 2 T E N & EH

9. MDS Ransomware Decryption Tools

\

FH MDR 12t - FRHZ0RERERTEIER  THMEEE T EETHR
2. WE 22 Fi~ » AAiEES%E: MDS E 4

N\


https://www.quickheal.com/free-ransomware-decryption-tool/
https://www.quickheal.com/free-ransomware-decryption-tool/
https://www.mdsny.com/decryption-tools/
https://www.mdsny.com/decryption-tools/

777 Ransom

AES_NI Ransom

Agentiih Ransom

Alcatraz Ransom

Amnesia Ransom

AmnesiaZ Ransom

Decrypt 777 &

Decrypt AES_NI &/ ]

Decrypt Agent.iih & J

Decrypt Alcatraz ¢f ]

Decrypt Amnesia ¢f ]

N e N e N O Y A

Decrypt Amnesia2 ¢f ]

22 ~ MDS Ransomware Decryption Tools 2% T B33
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2.1.2 ~ ShERERBEPHERLZAE B YRR - (EF=E] CISA CSET RRA EXAS1E4H

EhZRERRS P E R FAE B 5TERER
- fEFH%EICISA CSET RRA
ERB2E4R (Version 1.0)

TWCERT/CC

1. FEY

A 7TARHRERNSRIENE - ZHE T2 AERRTZEH
(Cybersecurity and Infrastructure Security Agency, CISA) I EZ 2 1E LB
(Cyber Security Evaluation Tool, CSET) E4NAFTEAH — B ZREFERHEES B
#F T B (Ransomware Readiness Assessment, RRA) - BN &2 T B 5 & ZFhE
HHESERTETHEL RIS E -

CSET R—ift TEZF& - tliRBASREAR BN E T L&A (i
ACET * CMMC ~ EDM ~ RRA) » 2#MHRFHhABENZE M - M RRA Hl
& CSET MORTIEEAE - 25 PY F2R T 1 40 48 FE ¥ B SRR RS IRF O B ELEA MR 1S AE
71+ RRATMAAREISEREN RRAER B EME - $ELFT LA B e g
RUMBRENART - FEERDBBERRWER BREH X 2IRT G4
R HPTESHELEME  REHEBHEZEE -

l¢

RRA FHEARA L R 5+ KR ETHEEE R

1. Robust Data Backup (DB), #5171l
BMREREENEZY  NXRBACHEEEEENBEARREERED - LUZE
EANREE (IR)E -


https://us-cert.cisa.gov/sites/default/files/FactSheets/NCCIC%20ICS_FactSheet_CSET_S508C.pdf
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2. Web Browser Management and DNS Filtering (BM), 8| & 23 & 12 £
DNS 388 1l
B2 BT IRE DNS @B S - Bl BE O RE R ZER -

3. Phishing Prevention and Awareness (PP), 8 & B khA:
R P EMERSEN  TEMRASRNETRANBRRBER ZHE
all#g

4. Network Perimeter Monitoring (NM), #4812 57 & 1%
RS R EEET  RAUESEEBRERANRIER(10C) 2 &R
. WENREIRERETRERRE -

5. Asset Management (AM), EEEIE:
DREEEEBER  NTHRMENAMEERE  URREAEZIENT
FRBIFRER S

6. Patch and Update Management (PM), B8 1@ EE:

R IEE EAMTEIEHE  MEHEREAWZEWN 0S ~ EREI

KIgRss s -

7. User and Access Management (UM), & FEUEE:
BRI EERERECR - NERIRPH/NERRR - S 8EEER N EE
AEREERTRS -

8. Application Integrity and Allowlist (Al), EREXZ 2 H:
FIEAB U RIERZERRENRE  WEMeREAENERNTEY

Vivasy

9. Incident Response (IR), LS HEE:
BRELZEHRENE  WEPETELSHER -

LA et

10.  Risk Management (RM), [Ef&EIE:
BRAMETEZRBEEECK - NMEHETHEIIREERS -



@ SEEIER R REE HED D
m Taiwan Computer Emergency Response Team / Coordination Center
RRA FFMEIEH 17 ‘Basic’ © ‘Intermediate’ 82 ‘Advanced” =B FEE
A BEEREEAE ST RENSIERERAEENSER ZERE
Bol{kF5TH ‘Basic ERZPFABEN 2 B BIFETS ‘Intermediate’ B2
‘Advanced’ ZPi:ERE N - HEASZ SREIFE 2RI X ‘Deficiency Report’ P18
R EREHAE 28 ‘RRA report” °

2. REEL{EFHRAA

mlb

%E CISA B8 GitHub B 275 RRA A2 CSET BiF L& -
TWCERT/CC EZEHAAF AL TREETERTM - UTAZELRBIE
FA&%ER -

1. #HiBEE CISA EAZ GitHub &% % CSET - :5&%E: =
CISA Eff ~ GitHub #&1k -

2. RI®) CSET ERET -

3. 2H#EE ‘Start a New Assessment’ I FLEEE - ME 17w »

Welcome to CSET

B 1 BuUHHEER

4. FX Assessment Options ZJ#E ‘Maturity Model’ 10 2522 “Next® #%5# - {0
2 PR -


https://us-cert.cisa.gov/ics/Downloading-and-Installing-CSET
https://us-cert.cisa.gov/ics/Downloading-and-Installing-CSET
https://us-cert.cisa.gov/ics/Downloading-and-Installing-CSET
https://github.com/cisagov/cset/releases
https://github.com/cisagov/cset/releases
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< | ATl ? Asscssment 2k Resuts

v Prepare

Assessment Configuration

Assessment Configuration

Assessment information

Ofgamzahon Details

Assessment Date
Maturity Modets

762021
EOM Tutortal

v Assessment

Practices
City Or Site Name State/Province/Region
V Results
v EDM Results
Summary Results
Relationsivp Fomason Assessment Opuons

Relationship Management

™ this assessment. Each feature can be expanded for additiona
and Govermnance

enensive assessment

Service Protection and i
Sustainment v
Maturity Indicator Levels Vi

2 ~ ##HY Maturity Model

5. RABIEERNE ‘Maturity Models® - M A% Ransomware Readiness
Assessment JHH - R4E8 ‘Next’ $Z#h - WE 3 7R -

< B Prepare R LT

v Prepare

« Ransomware Readiness Assessment

Assessment Configuration
Assessment Information
M.v‘umv Modets |

Ransomware Readness Tutoral

v Assessment

Practices

v Results
¥ RRA Results
Goal Performance
Assessment Ters

Performance Summary

Reports

Feedback

Share Assessment With DNS

3 + #HY Ransomware Readiness Assessment

\

6. A B IE BB BAEE <Assessment’ BY ‘Practices’ TIEE%E - 0JiR1E RRA
Z+REBGEF—HDB-BM PP-NM*AM-:PM - Al * UM - IR * RM)#Y
METREETEN (BEER). F5 & YES « ‘AREHE NO’ - HEF
FEERIRHEE TN - SERERAER ‘Next’ 28R - 1B 4 FA7R -



Ransomware Readness Tutonal

v Assessmont

Pracices

v Rosults

v RRA Results
Goad Performance
Assessment Tiers
Pecformance Summary

Roports

Feedback

Share Assossmont With DHS

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

B Propare 7 Assessment - IESTH

Collapse Al Expand Al

Ransomware Readiness Assessment

Robust Data Backup (DB) v

Web Browser Management and DNS Fitering (BM) A

Avoid danger and filler 0ut Connechions 10 unauthonzed wobsites, s
known makcious domains names that will make you vuineradle 1o malware (such as ransommware)
and phishing Loverage DNS fitering, 0iso known as DNS Blocking or DNS Frewall, with
intograted theoal nteligence A number of effective commeoraal solutions are avadable rangng
froen free 10 low cost that make this an especially recommendad action

NOOUS GOMmans names, and

BM:B.QO1 Ism

methods
OPBEI ¢ o

S web content being ed using DNS Milenng vie

INS frowalis?

[P

ves | no
DNS resodvers and [ Bl

4 BFEE

7. FHEEREE - BSBAIEFEERNEZENE (RIREEXRE) - &

2 ‘Next’ 1%l - U

L4

FRSSESETTIET WA
Maturity Modets

Ransomware Readiness Tutonal

Feadback

e Assesemont With DH

Praclices

~ Results
+ RRA Results
Goal Perfrmance |
. As: et Ti
Performance Summary

Reports.

8. RRA A E 4R (

6 P/

4 0 T Assessmoent

Goal Performance

RRA Performance by Goal
Roteat Dats Backu (00

ey Browser Management and DN Fiflering (B0

Prishing Praventon sd Awaeness (PP}

Mpterork Parimeter Monitoring (NA)

Antal Management (AM)

Pach and Uipdate Management (FM|

Uinir 508 Access NUABGSTEA (LILT)

Ahcan Nty g Akt (Al)

Incidend Fesponsa (9]

5 FIEAMEAER 1 (RIX

——— — =
("R

Yes No Unanswered

Robust Data Backup (DB) 1 1 o 2 50.0%

Web Browser Management and 1 1 o 2 50.0%
DNS Filtering (BM)

Phishing Prevention and 2| 0 1 3 5.7%
Awareness (PP)

Network Perimeter Monitoring 1 3 o 4 250%
(N

Asset Management (AM) 3 4 o Ll 42 9%
Patch and Update Management 1 3 i} 4 250%
(PM)

User and Access Managomant 4 5 o ] 44 4%

- BIRFEAER 2~ (R1B) ("R

7) - RS RGZENAE T EAAR(E 8
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9) - FAE& ‘Next °

S Resuis

Assessment Tiers

RRA Assessment Tiers

Tha RIAMOSH 80COUBOH rInSaMuacs FABOESS I V0D SUGS — BISK. WIMAGIN, 800 AN#~CHS

Practice Questions Answered Per Tier

Practice Question Distribution Per Tier

Lopenad

8 - ‘Basic’ * ‘Intermediate’ * ‘Advanced’ F#RIE B R FHE (RIXE) (=

PARNY

B Prepars 7 Susessment (R ITOIN
RRA Performance Summary
Thets ehars rprement I amse ettt sverl i deseas ol bevs

Chverall

Intaemaiate Advanced

9 - ‘Basic’ * ‘Intermediate’ ~ ‘Advanced’ FARIE B K FE (BFFE) (=

7N
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9. RRA = M&E - WE 10 Fivr -

Reports
Ransomware Readiness Assessment

10 ~ RRA SRS M -

® ‘RRA Report’ /EEF MRS - E5:
RN O OBESSRNAE(E 11)

- SIRABNR I ZRARIENAEZEE -
FZIRFMLAER(E 5 - B 6)
- 238 RRA T RFHEIEEMNZIBRAE -
wEm=EE(E 12)
- 2R RRA T AT IEERBEERSANENS - REFAMRREL
WEMIER -
TARIEHAE(E 13)
- 23R RRA + RFHMEIEEMERIBT A LA -
RRA R E 7 4R E|(E 7)

- 218 RRA Y ‘Basic’ * ‘Intermediate’ 3 ‘Advanced’ =B &Rkl -
REAS rRENSEARAMERASTELISEBR ZEBLE - EEEE80KF
SohY ‘Basic’ ER 2 T AT 2 BB HFET= ‘Intermediate’ 22 ‘Advanced’” Z [
IR -

‘Basic’ ~ ‘Intermediate’ ~ ‘Advanced’ ZARIEE A FE (B 8 - E 9)
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- EREBFR

g

== o
N2

ZEENAME - BEERESEER - ARABN ‘5 WIEE(E
14) - 4R A B AFE WIEE (& 15)

- RS BESEES BN EREANE RSEEM -

® ‘RRA Deficiency Report’ BARZER ZPH:EIER -

ZE=EEEE 12)

- EIR RAA TARFHMEIEERBEERSHRAEDS - REASBREST
WEIEHE -

4

B% AFE NEEBESEIKIRERD1R) (B 16)

® ‘Comments and Marked for Review’ /3 B P& ER R <A EE WIEH B E (B
17)

® ‘Observations Tear-out Sheet’ 7= A B AHBHIE KA EFE (E 18)

Percentage of Practices Performed
Basic

Overall Score

Intermediate

@
b F

Advanced

Crverall
Basic

Intermediate

I

Advanced

0% 25% 50% TE% 100%

Scores are calculated as the percentage of "Yes" answers.

B 11 - RO HEASFRAUAE(REE)
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Suggested Areas for Improvement

are left unanswered

Incadant Response (IR)

Asset Management (AM)

Robust Data Backup (DB)

Web Browser Management and DS Filtering (BM)

Hebwork Perimeber Monitoding (KR

Risk Management (RA)

Usar and Access Management (UK)

Phishing Prevention and Avwareness (PP)

Patch and Update Management (PM)

Application integrity and Allovaist (Al)

o
¥

25%

]

%

TE%

The goals in the assessment are ranked in order of deficiency with goals having fewer satisfied practices ranked
higher in the chart. The bar graph reflects the percentage of practices for each goal that are answered "No” or

12 - EENERE(REE)

Goal Completion Summary

Robust Data Backup (DB)

Web Browser Management and DNS Fiftering (BM)
Phishing Prevention and Awareness (PP)

MNetwork Perimeter Monitoring (MM}

Asset Management (AM)

Patch and Update Management (PM)

User and Access Management (UM)

Application Integrity and ANovdist (A1)

Incident Response (IR)

Risk Management (RM)

-
Ed

25%

wn
k=
*

Legend
B ves @ to [ Unanswered

5%

=
=
®#

13~ TKRIEETHE(RRE)
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Identifier

DE:B.Q01

Practice

Are important systems
and data backed up
daily to an offsite
location with the ability
to restore multiple
versions back at least
30 days?
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References

NIST SP 800-53 Rev. 5 Security and Privacy Controls for
Information Systems and Organizations: This publication
provides a catalog of security and privacy controls for
information systems and organizations to protect erganizational
operations and assets, individuals, other organizations, and the
Nation from a diverse set of threats and risks, including hostile
attacks, human errors, natural disasters, structural failures,
foreign intelligence entities, and privacy risks. CP-1, CP-2, CP-
9, CP-10

MNIST SP 800-34 Rev. 1, Contingency Planning Guide for
Federal Information Systems: This publication assists
organizations in understanding the purpose, process, and
format of information system contingency planning development
through practical, real-world guidelines. This guidance
document provides background information on interrelationships
betwesn information system contingency planning and other
types of security and emergency management-related
contingency plans, organizational resiliency, and the system
development life cycle.

CIS Control 11 - Data Recovery: Establish and maintain data
recovery practices sufficient to restore in-scope enterprise
assets to a pre-incident and trusted state.

Protecting Data from Ransomware and Other Data Loss
Events: A Guide for Managed Service Providers to Conduct,
Maintain, and Test Backup Files, National Cybersecurity Center
of Excellence (NCCoE), 2020.

CRR Supplemental Resource Guide Volume 1 Asset
Management Version 1.1: This guide is intended for
organizations seeking help in establishing an asset
management process.

&l 14 -

B B e IR E EAENRR AR

DB:B.Q02

Are data backups
tested annually?

NIST SP 800-53 Rev. & Security and Privacy Controls for
Information Systems and Organizations: This publication
provides a catalog of security and privacy controls for
information systems and organizations to protect organizational
operations and assets, individuals, other organizations, and the
Nation from a diverse set of threats and risks, including hostile
attacks, human errors, natural disasters, structural failures,
foreign intelligence entities, and privacy risks. CP-1, CP-2, CP-
9, CP-10

NIST SP 800-34 Rev. 1, Contingency Planning Guide for
Federal Information Systems: This publication assists
organizations in understanding the purpose, process, and
format of information system contingency planning development
through practical, real-world guidelines. This guidance
document provides background information on interrelationships
betwesn information system contingency planning and other
types of security and emergency management-related
contingency plans, organizational resiliency, and the system
development life cycle.

CIS Control 11 - Data Recovery: Establish and maintain data
recovery practices sufficient to restore in-scope enterprise
assets to a pre-incident and trusted state

Protecting Data from Ransomware and Other Data Loss
Events: A Guide for Managed Service Providers to Conduct,
Maintain, and Test Backup Files, National Cybersecurity Center
of Excellence (NCCoE), 2020.

CRR Supplemental Resource Guide Volume 1 Asset
Management Version 1.1: This guide is intended for
organizations seeking help in establishing an assst
management process.
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Deficiencies Marked for Review - ™
Basic
DBE:B.Q02 Are data backups fested annually? No
BM:B.Q02 Are web browser security seftings managed? No
PP:B.Q03 Is email filtered to protect against malicious content? No
AM:B.Q05 Are documented and approved secure configurations used fo No
manage the organization’s hardware and software assets?
UM:B.Q04 Is the principle of least privilege enforced through policies and No
procedures?
IR:B.Q01 Has the organizafion developed an incident response plan? No
IR:B.Q04 Does the organization conduct annual incident respense tabletop No
exercises that include ransomware response scenarios?
Intermediate
NM:1.Q03 Are networks segmented to protect mission critical assets? No
AM:1.Q03 Does the organization detect rogue hardware and alert key No
stakeholders?

N

16 - BB TR WEDBE (KESE) S

Practices Marked for Review Marked for

™ Practice Has the organization established a baseline of network traffic No
NM:A.Q04 and is it used to identify anomalous activity?
Practices with Comments Marked for Revie

There are no Practices with comments

B 17 - BFFPERERN ‘AEE NIEEBE(REE)

Site Information

Assessment Name: TWCERT Assessment

Assessment Date:

Facility Name: TWCERT/CC
City or Site Name: Taipei
State, Province or Region: Taipei
Principal Assessor Name: tester

Additional Notes and Comments:

Contact(s):

The assessment does not contain any observations that are assigned to an individual.
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o ERIIIR :
1. NCCICICS CYBER SECURITY EVALUATION TOOL

2. Downloading and Installing CSET

3. Ransomware Readiness Assessment CSET v10.3



https://us-cert.cisa.gov/sites/default/files/FactSheets/NCCIC%20ICS_FactSheet_CSET_S508C.pdf
https://us-cert.cisa.gov/ics/Downloading-and-Installing-CSET
https://github.com/cisagov/cset/releases

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

2.1.3 ~ FIREESPHEZ HIEER

1. Stop Ransomware

2. NO MORE RANSOM

3. HMEREBRRHRGF RERHEMREERLNFFHRE

X2
af
ik
HIE

4. =[] CISA CSET RRA-F RERFE[HEMTIBT T B

- Ransomware Readiness Assessment CSET v10.3
- Downloading and Installing CSET
- NCCIC ICS CYBER SECURITY EVALUATION TOOL

5. HRLMREIECHHBRS

- ID Ransomware
- Crypto Sheriff EZIEE R

6. METH

- No More Ransom fZ$5 T B

- Trend Micro Ransomware File Decryptor

- REETE Free Ransomware Decryptors

-AVG RERICHEETE

- EMSI SOFT Free Ransomware Decryption Tools
- McAfee Ransomware Recover (Mr2)

- Avast Free Ransomware Decryption Tools

- Quick Heal Free Decryption Tool


https://www.cisa.gov/stopransomware
https://www.nomoreransom.org/
https://udn.com/news/story/7315/5610127
https://github.com/cisagov/cset/releases
https://us-cert.cisa.gov/ics/Downloading-and-Installing-CSET
https://us-cert.cisa.gov/sites/default/files/FactSheets/NCCIC%20ICS_FactSheet_CSET_S508C.pdf
https://id-ransomware.malwarehunterteam.com/index.php
https://www.nomoreransom.org/crypto-sheriff.php?lang=zht_Hant
https://www.nomoreransom.org/crypto-sheriff.php?lang=zht_Hant
https://www.nomoreransom.org/zht_Hant/decryption-tools.html
https://www.nomoreransom.org/zht_Hant/decryption-tools.html
https://success.trendmicro.com/solution/1114221-downloading-and-using-the-trend-micro-ransomware-file-decryptor
https://noransom.kaspersky.com/
https://noransom.kaspersky.com/
https://www.avg.com/zh-tw/ransomware-decryption-tools
https://www.avg.com/zh-tw/ransomware-decryption-tools
https://www.emsisoft.com/ransomware-decryption-tools/free-download
https://www.mcafee.com/enterprise/zh-tw/downloads/free-tools/ransomware-decryption.html
https://www.avast.com/ransomware-decryption-tools
https://www.quickheal.com/free-ransomware-decryption-tool/

- MDS Ransomware Decryption Tools



https://www.mdsny.com/decryption-tools/
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® Letter Sealing A&t ¥ 51 ST R LI RANNZ 1247 ( End to End Encryption ) -

= Enﬂuﬁ EMNINEE - ERYEEL T ERENREAS -

BIEYE
SRR 1D MAB R [ @)
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PRI [ @)
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\Z2M - BEERER - HEIER

BEAPNEER
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Bl  EEERENEEEA - IRBERENKEEA - RRREEZER
RS FrLaBBFEH BRHZEAEREEL  WRITH 43 -
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FHPNEAER
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4552 LINE app FEE->RRE(EH)->FAVIRE - 5 [RFFEEMKERE

A1 BRRERAR -

r
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race v SR 2
& rople BtaES
€) racebook FItaES
HEE R ERER >
BTIEE >
BARSN B E Lk
EHEEE B EEANGE
[ﬁﬂﬁ;ﬂi’.!ﬁl!)\ (J ]

FBULER B » PR R TR LB AR LINE WRSR -

REE . BN BEPERmATAEEST -
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o TRIIUR :
1. Letter Sealing



https://help.line.me/line/ios/pc?lang=zh-Hant&contentId=20004441
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=]
=,

4% EARHEE

BEZ

Wm

BEBERR2021F SEmERE 202 FE—SHERE
= mE(eTEein BXMERR FE—FHRY

TR B A 5 M -
1% MEREEY - SEREREEHH
il B REFERMMAL - 8017% -

B 22 Positive Technologies HBI 383k 2021 FE—=IRKEBMRET]
L RETPEHBERRIEBERENEE - REFEHAAELL - 180 17% ; 10
REIR E—= (2020 F5EMUZF ) HER - EINBES 1.2 -
EFMEREEEE T - STEAHBEEBNAIE 88% - STEME AR 12% -
PIWEBHEMNRE - st AMEESIKED BRI 62% « sERMG
43% ~ BHERZEEED ( Hacktivism ) 15 9% ~ M EE RS H A ES
2% ; MIEFEWBBINWERD - 31% BEAKEEN - 24% SRS ERE -
23% BEAEH BEEHN  EFERNE  MHREREASEEM6% -
STEREAZENNETEE - 69% 24 L INEEAER - 24% 4 7 FEEES
)~ 11% BEEREERE  FARBINERD - 51% REAEM - 23% &
BAMEEN - 12% BENAS 6% B EHEEN® - B3R5

8% -

WIBBRASRE - BUFREMNIERS - & 12% - EREREFRN
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11% ~ RIEBEAH BB 11% - BEREHE 8% - IT EZE1L 8% - &Rl
1l 7% ~ EBISHEL 6% « EMMEZE 26% -

MHEBFERE  MNABERREBRIFNKNEHSE - FmigEEAEG
58% - MR RIEF XA - 1#iE1L 52% - AL 89% -

BEEIENE  SHHRGTHERENESERE - fFREHSIBME
2 BRNAHEMBANESHY BB AESSRERENLA -
EF (2020 F)FE—F2ENUZFDE1% 28% ~ 26% ~ 37% ~ 54% - MEISF
(2021 & ) E—FE2FE70% °

o ERIIR :
1. Cybersecurity threatscape: Q1 2021

2. Cyber incidents on the rise as ransomware accounts for two thirds of all malware

attacks


https://www.ptsecurity.com/ww-en/analytics/cybersecurity-threatscape-2021-q1/
https://itbrief.com.au/story/cyber-incidents-on-the-rise-as-ransomware-accounts-for-two-thirds-of-all-malware-attacks
https://itbrief.com.au/story/cyber-incidents-on-the-rise-as-ransomware-accounts-for-two-thirds-of-all-malware-attacks
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FEREZBH AR E&

2 BEZWERAERL - aEIEHNAE

SEEETE | e
VLTRSS, | eRmeToENBENEEES 5

54% #PIER BRI -

EZ /A Cloudian HREI SR RBAERSHEL - WREGHNEZHERESE
RMEEB BN EZEFE  SAEFES O ERERENVRMENENR ; XK
MEBIRENRIHREETHBERENREED - & 65% HEIBHRK

BhERllaR -

Cloudian $t#% 200 (1T FRBEBENBREBNZ A AThEB D IT EEFPR
REETHE  SINAEEREN - EROPELNERERGZ2EA
B RBEND

> 24% WEENE  ZRNRWERRREE

> 5% NREENTD - BB ETEENREEIENR ;
> 49% WREE  RAMZEARUNEBNERLS ;

> 31% WEBENEE L AEERBHRE

> 4% RS EREFEERBAETRIRNE ;

> 43% NS RGN ERE 1 e A EUE -

IEAh - AETBR RSB EZNREEEMWIR - B 56% NREZRK -
MEWEBERERE 12/NENT2EHZATNER - WHERKTER ; 30%
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REBRONE 24 /NFARE ; MBE—FULNREERR - PEREHZ
LI - HBEEF - B1 - BENQDBEENBREE

1]
HH*}

> HETEMBE :59% ;
> NS EMIBEE : 58% ;

> HATEBEMEE  57% ;

mEtiEd ERNBERNREZVHEERKR  UARBEZTEEM

> 55% MREASTEXMER ; FIO9TEEES 223,000 =70 - BA
14% >z {7 #8348 500,000 37T ;

> BEASHBHESKEMNEEINER - 195 183,000 37T ;

> EBEZHERRIESEMMEFIEIEBEREERL 60% ;

> XTITEEE  EH57% EEEHNEMBEER -

o ERIKIR:

1. Cloudian Ransomware Survey Finds 65% of Victims Penetrated by Phishing Had

Conducted Anti-Phishing T

2. Phishing continues to be one of the easiest paths for ransomware


https://www.globenewswire.com/news-release/2021/07/15/2263492/0/en/Cloudian-Ransomware-Survey-Finds-65-of-Victims-Penetrated-by-Phishing-Had-Conducted-Anti-Phishing-Training.html
https://www.globenewswire.com/news-release/2021/07/15/2263492/0/en/Cloudian-Ransomware-Survey-Finds-65-of-Victims-Penetrated-by-Phishing-Had-Conducted-Anti-Phishing-Training.html
https://www.zdnet.com/article/phishing-continues-to-be-one-of-the-easiest-paths-for-ransomware-report/?ftag=COS-05-10aaa0h&utm_campaign=trueAnthem%3A+Trending+Content&utm_medium=trueAnthem&utm_source=facebook
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413 - AERLEBESERERERERE - 7NMERRNEB 197 XIEZE 246 X

Pt B pEGAER S - SRR
B » NEBARBE197
I 246% BEESEREER AR ENE

B &6 EARN - B 197 XKIEM
& Fl 246 K -

TWCERT/CC

EZME NTT Application Security H A28 3RA&#T AppSec Flash Report
mEREEL  BRBEEESCRUELREPMBENRRE - E&0 6 E
N B 197 XIZNNE 246 X -

ENHESTEREETRIERSIBENNEERRE  AATEEZEH
ZW - RERoIEEBREERUZERERE -

EHMBIREEL - BSE (2021) FRNARRFFEHE - #RKE
ZHAANFRBIFEBERRNBEEZRAK - ESEEAREINREIE
EZXEH  BEHATNRY  BEZHMEE 'EE2ERBEEBENRAIER
Bl -

RIE NTT Application Security WEZERiEY, - SEELFFE—RRINRAE
& - PTAERENFIEBERR - BFEYHN 205 KBSV EINAR 202 X ;
maERBMNELREBERR - AlEFELN 194 XAIRBIEMAINAR
246 X - Z7HRE 2 ER -

ERJZHE  FECREERBDNEBELLR BSFEFEYIN 54% - T
BERINHER 48% ; SERERBIIEELILR - BEEUEFYIR 50% KiE T
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Z7NHIER 38% -

RZIRS Mo S BERARENERRE LIRS - TRBERE
b BERESN 2V EREELRD - KAAEEREEYE -
WEMER - B - HE - TE - HUDSFEXNORODEBEZEN - &£
HHIR 7 4% ; BREFNZEEHAUR 7 2% - EREMRBEFRNZE
HRIEENE - B 17 2% -

M

o ERIIR :
1. AppSec Flash Report

2. Average time to fix high severity vulnerabilities grows from 197 days to 246 days

in 6 months: repor

3. The moment you realize software security can unleash business potential.


https://info.whitehatsec.com/Content-2021-AppSecStatsFlash_LPNew.html?utm_source=website&utm_medium=0121-Website-AppSecStatsFlash
https://www.zdnet.com/article/average-time-to-fix-high-vulnerabilities-grows-from-197-days-to-246-days-in-6-months-report/
https://www.zdnet.com/article/average-time-to-fix-high-vulnerabilities-grows-from-197-days-to-246-days-in-6-months-report/
https://www.darkreading.com/application-security/software-time-to-fix-plateaus-as-more-apps-tested
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4.1.4 ~ Twitter ATHAERS - AR _FBEREARE ZRBLLHIE

Twitter AT A EER

&, BN REERES A
BB~ FI 5 LI Twitter IHAHAERS @ IFHHE

TWCERT/CC

EIEAPD - ERIAZREEREARE

“‘ THEERY R BEEBIHRIE - (25 2.3% -

EIRAELEFFE Twitter IHATE 2020 FEZHERERS - HF
FARBAPEZREoMetEIFEL - B 2020 £7 B3 12 HALL - EREA
B ERAET—EREREARFZ IR PILABE - 75 2.3% -

YNEIET 2 A B RF B AD RS AR 75 — 4% - Twitter Z3F5 LE B =18 IRAY MRS F8 HY
S BRE_PEREAREIRE , HRPEEARER - f M ABARBHIK
SREAREEN  BERFESZIIMNAA—HBHREENEARERS - TEEIRFE AL
1 AR -

Twitter IR XA _FEEREARRRE - HIEHERER JLIZB™E - 5=70)
Re iR EEE RS - B E RSB ER R IS EE SR ARENS | 1 2.3% R _[BERE
BRENHPS  B5E 79.6% AP EZEEREZIERFEN - 30.9% £H
B REMEEIEE  EARREBERREREELRVAPIEAES 0.5% -

B - SRETEEMIEY IR EEREARENEPLLS - EREHE
NEZEEAIZI 7 9.1% -

BEZEZRIEY  _REEBEBHNERAREE  WARZE Twitter —XEE
BEMNIEZ  MeEMRFEEXRRNEE™BE ; AR ZIEERBEBIVIRE
BE - LLEERRBIRFEZBHNEAATRNEREH 1L 0EE  HILHFZ
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BIEZHRA 7 _BREARENAE - 1EBSEAIERFHPISREI
ZREMERN_FEREAREZN , EEZEXRBLHENBAR - BRREE
ZROJEEE NI SIM-Swap WEAKIVEHFEFHFIRMNERE - EZFEEE
RAV_PEERE A BRRE S

o ERIR :
1. Twitter reveals surprisingly low two-factor auth (2FA) adoption rate

2. Account Security


https://www.bleepingcomputer.com/news/security/twitter-reveals-surprisingly-low-two-factor-auth-2fa-adoption-rate/
https://transparency.twitter.com/en/reports/account-security.html#2020-jul-dec
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4.2 ~ FEERAEZR

IEBEIZIRE App KiR#EEH ¥ Android B PETTEER

EBEZEApp ELXMEHEHEIIT - 8/ 170 X
j(%ﬁ*%ﬁ'%]lﬁmdrmd

B IETTEEER

Android App = £ 7E ¥ 1N 2% & H5 5K

YR FETEEER -

EZME Lookout TE PRI AERHEEIR - KBB4 170 32 Android
App EHREHMNZE M RE B BETFER - BAR App A5 RBEAE
EUMREEAEHERTA  HItRMEZHENR -

BLE TIRRE ) FFER App RUGEERTTAR - BREE App 29 BEApp F
EMoERPENTNEERZE - EERLOAPW 72 - slAZELER
WO EIRIZHERT - RPTE F BAFR AR UAGERVRT - I EZE
—ERFER

BHREL App RERBETEURERES - R AREHEMEZ
= ASEUREENN ABNEOAPKRE LRVEM - UAZETEM
R ERNL - SEBREEEEES - ASEELE App B RBREGEM
PNEARLEE - [ SR ERESBE AL I E 1T REBR S 2D -

H

Lookout WEZEZR - 1855 170 X Android App B4R | BI—58TE S
BitScam - HFBZERIIFEDHE - HO2ARZELROA - EERESEEZRM
SDK i —=25F%R App ; 55— $8RITE % CloudScam - HFZEMEZ2AIZ A Java

BHE BEABRNSIEBENWATBERIF - EMEERIMEESEE "IFR
B, > ASHURERELENERIZEE Android FEFRET -
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Lookout f&i + 45 170 < Android FEFBRZN T - B 25 XA INTE Google
; B

Play Store £2R - HERRIESERER/N\WE =K EABEABEN LR
NEFET - BELE TIERE L FFERIZHE App FFERAVR EE Z3E 86,000 AL
£ - EFFEREERRIEELR 350,000 37T
fBRFBRENES - HARICZ Google F2R ; ¥4/

£ Google Play Store 228955
REBIZEAHEBHNAL  wEEZRERBIULZLEINER - BERESE
% o

o FRIKIR :
Lookout Unearths Android Crypto Mining Scams

1.
Non-Malicious Android Crypto Mining Apps Scam Users at Scale

2.


https://blog.lookout.com/lookout-unearths-android-crypto-mining-scams
https://www.securityweek.com/non-malicious-android-crypto-mining-apps-scam-users-scale
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4.3 ~ BIRRBUSHESELZEM

431~ EBEZFEHE CISA L eh B M E(hiarm

7

EHBEZ T BT

CISAJELHBNBEIRER | | s vy s g . [y 40 2
S — HEAREMSE  NHREREH

ZEB MU ERE SR CISA -

rH L e B I B Bh R e R -

EREERE -

FEBHHNNELTERBRBLEBEMR LTS ( Cybersecurity
and Infrastructure Security Agency, CISA ) - T H¥#ESL " BB ERETMTE
B, ( Ransomware Readiness Assessment, RRA ) - EEZATAEMSE - DY
NMH=REENEBRE -

SENHBENET GIERE 2—RIUAETEREZNMENT
B J[BAIof UK ItIErmETHML - TRESHRSHBRENDERE ;
45 Bl AR ST B A (Information Technology ) -~ E3ERHY ( Operational
Technology ) - T Z#EH| %4 ( Industrial Control System ) & E RSB ER;

A

n

Xz

£ RRA B Wiki EE L - CISA$EE : "RRA BIRFTRHEBEMN—IKE
BHWEZHEIRARGE  SEIEERN - DS ERRRH RN AR

e

|
RRAFIMETEBRIERE S CISA BHAY " ELHME TR 1 ( Cyber

Security Evaluation Tool, CSET ) 2% + A4 CSET WZ i@ E L EEE
Bz — -



BEERARGHREREHEP L
m Taiwan Computer Emergency Response Team / Coordination Center

CISAZRRRRAHEBLINFE - o IARENSEUAVNENEER

» RRA JEBBREMUMAGN  AREBIEBRITHS N - KEFEE

BEZhEAE - B2 B BB EHRNE L IRERRENT

> RRA TJHLUEE OT ~ IT AW EESEEREE - DASRERURE
KAEZFNEZERR - UBNPHENE  EEERHEBERAR

B TERN - EREESESCAFAELZEM

o ERIR :
1. CSET 10.3.0 Release Notes

2. cisagov/cset

3. CISA releases new ransomware self-assessment security audit tool


https://github.com/cisagov/cset/wiki/CSET-10.3.0-Release-Notes
https://github.com/cisagov/cset
https://www.bleepingcomputer.com/news/security/cisa-releases-new-ransomware-self-assessment-security-audit-tool/
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432~ ZEEAERRLEN - RIIRREHRAEERHWE

TWCERT/CC

B AERE L

ZEM - 1§

B 6 5 % SR R BRIE - LR B B4
17y7% MMEASAS  EYRIEEHE
32

RIRETEMAIE -
EEEFFEES ( Federal Investigation Bereau - FBI ) HATEHEZ
n'H/ ’ ?Etﬂﬂﬂﬂ%ﬁﬁ%E9§R7—

VUK ER R B H ARV (B A\ S 4H 4 -
R EEHEENKE - BRSEXMEER -

BE
= H 32
£ FBI ?

£|

ITHAEEERAY " RAAEZEESR 4 ( Private Industry Notification, PIN )
thigd - oIEEROETENRE - BEmHERE - DAEURBEERIE

( Distributed Denial of Service, DDoS ) ~ ftRX LTI K E -
NARBHERBESESER - BEER 2B
- FERERHIRBEES

'T"/El?—

HREFERSE « B

A =1

Bm i A - SEl
RRMEFSS -
o - FBI iR - REESHERVES iy - REEEIRIE - ABGE
B RE EHEEZRERRUETEIIREHREBESHNEE -

FBI {5 - HAIRBHIUAELEEEREESEEE - SEHHEER
BIREREUERE ; BEREMBOEENBZERZA  AESF - BEZ
HEHMEREENMIRIR M E L& R TF -

FBI &t - BREZHSHNBENAEEE  AETUSRIEEERNKE
BiR  BUERANEZEENE RERE - MEZERNNRE 2
BN EAENTSR  SAZ2ESHEHESTE

70N
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@ woertoe SEERARAREEERAD D
i T T e ot T e T
FBI {5 - 2018 FHFELFTRIE - pIRRUBERZIRELE - SEHIRN
2018 F 2 HO HERNHSHEBETRENE  HEESEWEHSHENE
E; BIEBAAMSEZELZTRENERES  BR - JSEEFHS - 51FK
HEHBREASVABERITZA

o ERIIR :
1. Potential for Malicious Cyber Activities to Disrupt the 2020 Tokyo Summer
Olympics

2. FBI: Threat actors may be targeting the 2020 Tokyo Summer Olympics


https://www.ic3.gov/Media/News/2021/210719.pdf
https://www.ic3.gov/Media/News/2021/210719.pdf
https://www.bleepingcomputer.com/news/security/fbi-threat-actors-may-be-targeting-the-2020-tokyo-summer-olympics/
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XEEXZEFRREMERESR -

R TFIBIR PR REBERERE

e —
mmeEAEnEs | BOGEE . EHSEEEEREE

TWCERT/CC o - =
I RNLEFEAESI -

ZEFEZXZ 25 ( National Security Agency + NSA ) 522021 £ 7 B 29
H W SREFWELER ; ZEEHHEETFBIRE T SERREREEN
FH  RESEhSEZNBRIENZ 2 ERES -

ZBERMWIES  FERRUAZBEGETNRERLE %4 ( National
Security System ) ~ BIBAER ( Department of Defense ) - Bilff T 2B g =1l
( Defense Industry Base ) HFEMIFRETFEBE A - BUERRFIAE
HERBEMNERETIEE -

NSA TEISFICPIE Y - REETILUEBET - AR Wi-Fi SE40 - 1115
B (NFC) SARKBRSHANLE - BAEARAGEN - BARRS
EENRE -

Y

e BRI TFEWNACRE - BREFINTW LR Wi-Fi ERHE
B BREMUTFEAMEAN WIi-Fi BRETNEZZER - DIRESER
ZE2M ; WRERAR Wi-Fi BEE - 55 ABEE SR 0] B ARV R 48
R BRRESEERE -

NSA {5t - BIEEFEBH T AEEA AR Wi-Fi BEREE - HERHE
WAREBANE  HRERUEEESEREZEANEER , HIEERARR WI-Fi
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ERE - REFERAREMSEAR VPN ZE4R - E—DHEEEREET
7

IESh - B FRMBIEES EARE NFC B EMINGE - WABEEARAEA
THRBARETRNEN BRI FETREIISAAEENERE

NSA HEieMPEZAF - BRIEKE LFEAGASBREEN 25
AR ~ ERBMNRIM SRS - TESIERS DERZSEREARE ;| U
RELBVREFIFAEENRERE (BRZTHERE ) @ BREEE
HFE - -

o ERIR :
1. Securing Wireless Devices in Public Settings

2. NSA Issues Guidance on Securing Wireless Devices in Public Settings

3. NSA shares guidance on how to secure your wireless devices


https://media.defense.gov/2021/Jul/29/2002815141/-1/-1/0/CSI_SECURING_WIRELESS_DEVICES_IN_PUBLIC.PDF
https://www.nsa.gov/News-Features/Feature-Stories/Article-View/Article/2711968/nsa-issues-guidance-on-securing-wireless-devices-in-public-settings/
https://www.bleepingcomputer.com/news/security/nsa-shares-guidance-on-how-to-secure-your-wireless-devices/
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4.4~ HEBFRBEEZRENR

441~ BRIREBLARLEFES Gettr BEEE - 37 87,000 B =

HRtRAYELAHE TS Gettr - £

mABER—BF  EEZRERERHE

EEEAMTETAGETTR
AREE > iE87,000HFZE

TWCERT/CC i 87,000 ZRERIEREREERI MM -

RS (2021) tRNUE - BIEEEEHEX#ELROR)IISHLETEe
Gettr -+ LARABRE—F - BLHEBEPMRULERERE ; 41 87,000 A
FEEREEEREREHRERELEZI NG -

EZ RS HackRead EVSEHEERERIE - NMUDMWEHREBER - 15
37 76,382 % Gettr HFMEE - £EKNEBTEIPERRG ; WARKW
AEERBEA - 845 : BPEAME - FrEi - ZMEFEE - BEER
H - Email #1355 -

HackRead tf5lt - #WBER T L ADESHFPEAERNEHEEN -

Gettr ZHEBIAIEARDR) I [ERAIEES A Jason Miller FriE LAY = FreL A+
Fa  EUuSERSERTH)IESER ; BELEKSIHESEHREM)IES
FFEREMER -

2 HackRead & - Gettr ¢ 7 H¥)EL LRES - BEAR—EEH - &£
DEBRRRERZEREBEM R L ; BIEE L EMEARALEET®
BPRBAEAMEABNRBEREAT R - @5 LA ERENANRAAL
el A Jason Miller ~ Steve Bannon ~ BTEI#%0E] Mike Pompeo ~ BIE:&E
Mojorie Taylor Greene Z AMEAEXEASTERR -
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RREEZETHEMEBELEL - "TEAR Getr EFEEZHI. - B
MR ES rifin - WESABUEHM -
Gettr TE# 52 HackRead 5hE 538 - 511 Gettr EFEWMAFAEE - Gettr
tESGHEMHH e 1%  ZERFEEEFN ; ZIEEEBEERES
ANAERE - BERBREEMARSH -

o ERIIR :
1. Hackers leak scraped data of 87,000 GETTR users

2. The Trump Team’s New Social Media Platform Is Already Flooded With Hentai


https://www.hackread.com/hackers-leak-scraped-data-gettr-users/
https://www.motherjones.com/mojo-wire/2021/07/gettr-hentai-pornography-jason-miller/
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4.4.2 ~ BB A TikTok * Snapchat B98%%& - & Twitter B2IRWNEE AT F 1K iH

—BREXZFEHAIETF Twitter BAIR

RS ERENRIE REEANS

BREM

—BEEFTHILT Twitter B AIRIEIRIFZHRIBRIE Joseph O
Connor - IMHAITEARF BREE ; ML M REEMAEFFaU
TikTok #1 Snapchat -1RSERISETT -

Joseph O’Connor ‘25 B%E - IR 22 5% - {F] Mason Sheppard ( X%
Chaewon - 19 5% + 22F%8 ) - NimaFazeli ( X% Rolex * 22 %% - EE%8 ) -
Graham Ivan Clark ( X% Kirk - EB%8 ) SEM=A - EEF 7 BRLSIM
swap AR TREH N - MINEZA Twitter WA S 248 - WHKISZE
130 B & A Z B A TR Twitter 1RSE - 10 FA3SLENR SR 3 A Lo RF S SR BR =1

; BRI EE IR E S22 Bl EESEE - FB o AR (SR CERIFR - DULE
%514 E AR -

EEFNHESHP - HIREGARE RSN BASFZ AR
5% BREAEBRAEE EE2EE AR Joe Biden ~ Amazon 1T Jeff
Bezos + =B RI#2 4t Barrack Obama ~ 5 HifI#1T & Elon Musk ~ BIARAIH R
Michael Bloomberg - DUKZE 218 E KRN Warren Buffet - DUREEKE&E AR INZR
BHZI5 PR Binance ~ #8RAT] » Z—XMEBEBERZZF Coinbase ~ =338

‘ANE] Uber &
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AZ RIS AT ECFESEFIR B P - RICIEHIRCS RGN E @ & 24
INRFAUL R 383 RECHFEEEE A - G330 13 WECHSHES - SRS EMREERN
117,000 273 °
5 LIPS B8 Twitter NEB R A TBSHIBARSE ( W@dark ~ @w »
@| * @R9 * @50 * @vague ) &5 - FEMEREMEFE LRE -
SN ABREEKIEEZIRRZISSES -

o ERIIR :
1. TikTok, Snapchat account hijacker arrested for role in Twitter hack

2. Who’s Behind Wednesday’s Epic Twitter Hack?


https://www.bleepingcomputer.com/news/security/tiktok-snapchat-account-hijacker-arrested-for-role-in-twitter-hack/
https://krebsonsecurity.com/2020/07/whos-behind-wednesdays-epic-twitter-hack/
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TWCERT/CC
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BLEW NRA App H 2 HERPINERABE - BEMR SRS - 1
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REERERA PO - IRSIRFRE -

SLER R App FBENA F Facebook BEAMRSEZEBHW AN MR— - mEE
KRB AE Facebook B AEH - IR App NEERHES ; RTERFE
A HIRAZE IERY Facebook B A B - 1BfE[E—1E WebView 7o - &
2RI ABRERENIESIEREEE AR JavaScript 122085 - MUIRERAF@A
WEAE

=2 JavaScript 2 TEE RV F R Facebook B AEE -  EBEBEAE
AELCEHIER::  EBEHREERNAEETAZE2RTH Cookie -
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ZEZRMIEL - #AZBEEINE BRI R #BEL Facebook & AER - B

ol 2@ Ehlaikas - SEEBMWBEARBE R ; AILAPEEMAR
BREABMTREJERWBIEF -

Z /LB Google 2289 Android App %3 BI=2 PIP Photo * Processing
Photo * Rubbish Cleaner * Inwell Fitness * Horoscope Daily * App Lock Keep *
Lockit Master * Horoscope Pi * App Lock Manager = Android FiEEIIBIGE B
OEEA NIELERE App TEEBE -

o ERIR :
1. Android trojans steal Facebook users’ logins and passwords

2. Apps with 5.8 million Google Play downloads stole users’ Facebook passwords


https://news.drweb.com/show/?i=14244&lng=en
https://arstechnica.com/gadgets/2021/07/google-boots-google-play-apps-for-stealing-users-facebook-passwords/
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4.5.2 ~ Android ZEE g Vultur - EZRERINAPZE

BERZEXRBIINEHA Android BEEE -

T—— EZBOERETEZREN VNC #

Vultur > EBVNCIER o
EERERRAREE E - ieiRAPEFH LN —UIEE - B

TWCERT/CC
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BT E LM A ThreatFabric Il FNRUBEZER - HAIIRE —E 2
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BPEFE EN—UNEE - RSBEUREEAF THRE -

Vultur & B2 2021 & 3 AR ThreatFabric WE LB X3 HE
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RREURBETHAFHMEMERHRETEAR BEBRENEAR
H - LRIV P& ARIRSE BT -

]]]l:tf

Vultur BEARIBFIBARE - BEER R Android F# EFIRI—
VNC EfReE - WRESHIT ; B VNC RAWINEE - M EkmmnE
HEI»—a8NE  UERS—aBRETRREE - EILEZR Vultur B
Fi% - HIRFEEMEWRERERREERUAZESEMREFEEZE T - Vulur

=EZFZBEISSTE app WE AIRIRAZE -

& ThreatFabric B9 7247 - HEIZEZ! Vultur EXZH89 Android 1% - 25 5EHI
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FHEIEHIREIR ; —B AN - Vultur BI ol EUS o2 FRIEHIE - B - EH

FREZRRAE Vultur B2EIVERN app iF - Vulur 2B#E T "B EE
1%t -

FBEWRTE Android WEMERTER —REAHNTINEREIZERES B
% " Protection Guard 4 BY95E - P2 &2 Vultur BIEER ; B4 - Vultur th &2 &
SEENFED . FE UNC BIREZEINEE  ZEFSEEME -

BERIRR
1.  Vultur, with a V for VNC

2. New Android malware records smartphones via VNC to steal passwords


https://www.threatfabric.com/blogs/vultur-v-for-vnc.html
https://therecord.media/new-android-malware-records-smartphones-via-vnc-to-steal-passwords/
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4.6.1 - EERAPAESIENTEK Windows fal iz Y51 ENE 77 (&= AR #5

ZEEZTEMAZHERBER - &
¥1&x & 0-day imfE PrintNightmare -

FZKIZSBIIENFE KRS Windows fal ik

A= . EERSEEGERS - e

BINE -

EHHNNFELZTERE "HRLTE2BERRMEL 2, ( Cybersecurity
and Infrastructure Security Agency, CISA ) - HEISHELRE - sTERERE
Y 0-day @)@ PrintNightmare - 23K2B%IENIFEKEY Windows ElfR=s - FEREET
FIENEE7Z & AR TS ( Windows Print Spooler ) - DI ERI K EE -

= ERBIR ST PE S CVE-2021-1675 - MEXt7E /XA E1THY Patch
Tuesday BRELZE®WEB P FLUEMHTH ; AMEANAEREZEREIR - i
BB EFZ IV Windows Server 2019 EW KRB ;| BRE—RHRTPEELR
WA RN RBRSEFRELSRLE - IR EIREEF R Windows
Print Spooler /Y 0-day @)@ °

iz 0-day BN BREEEBRIFBRBRNER - RECNALIRE -
ESHRAFZ LERITEERIE ; BAEE 0-day R HHZ 5

PrintNightmare °

CISARR 7 A1 HERELEN - #:Z Windows FTERHRERZE - B
YR BB ENTE K80 481 22l 23 = E A 2] iR 28 22 4% £ RY Windows Print Spooler AR
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#% - U BEIERENRI RN EEINE -
CISA 57 - #8128 3% Active Directory WAMREIRE - o] UL EMER

MRSE (2021 F ) 1 BEERMWER - BEAREEFRAY Windows Print Spooler AR

%

o ERIIR :
1. PrintNightmare, Critical Windows Print Spooler Vulnerability

2. Security assessment: Domain controllers with Print spooler service available

3. CISA: Disable Windows Print Spooler on servers not used for printing


https://us-cert.cisa.gov/ncas/current-activity/2021/06/30/printnightmare-critical-windows-print-spooler-vulnerability
https://docs.microsoft.com/en-us/defender-for-identity/cas-isp-print-spooler
https://www.bleepingcomputer.com/news/security/cisa-disable-windows-print-spooler-on-servers-not-used-for-printing/
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2) £H 2 'Ll EARIRE RN

3) ETh 1 IR EFHEM

A B AR - BREEHE SRR LUK ENEERETT -

FAZBBRESH  ISKEXEXENUREERE - WAlKOHEEE

=
e

fIETEZ B - TWCERT/CC MMATFEBIR MinEI Z &N -

o ERIKIR :

1.
2.

3.

Important Notice July 4th, 2021
VSA Detection Tools

REvil ransomware hits 1,000+ companies in MSP supply-chain attack
R ES M EERE

Vmware ESXi Virtual Computers Targeted by the REvil Ransomware’s New Linux

Encryptor


https://helpdesk.kaseya.com/hc/en-gb/articles/4403440684689
https://kaseya.app.box.com/s/0ysvgss7w48nxh8k1xt7fqhbcjxhas40
https://www.bleepingcomputer.com/news/security/revil-ransomware-hits-1-000-plus-companies-in-msp-supply-chain-attack/
https://www.twcert.org.tw/tw/cp-14-4843-7060c-1.html
https://heimdalsecurity.com/blog/vmware-esxi-virtual-computers-targeted-by-the-revil-ransomwares-new-linux-encryptor/
https://heimdalsecurity.com/blog/vmware-esxi-virtual-computers-targeted-by-the-revil-ransomwares-new-linux-encryptor/
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4.6.3 - BEBERWEMMEREZMAY WD NAS - B EIRFAY 0-day RCE i

TWCERT/CC

s== Al b

B4 B IR IR S RHBR sy grem s I oo
= HIWD NASHE S WD NAS @F5EE - XN EEIRFAY 0-day

BN 0-DAY
RCERH i« AMEEHEA—EXXBER -

mBEEEERAITESEDRS -

HFEBEZXEEARKE SR FREFERE T ZMERRY Western
Digital B9 NAS 7 E - X# IR 0-day JmilE ; ERAVREAMEZHE
®&L root 57 - ERFPREEA—EXAREM - MEEERRATESR
RIS -

7= & 0-day Jm)E 85 £ 7 Western Digital #.77 "My Could 3, {EXEZRHH
My Cloud REEET - MEERAH My Cloud 3 fFEEAAECEEER
Western Digital B # iz #2 -

Western Digital Z7~ -+ My Cloud 3 B ZIERIBMThkAY My Cloud 5 FZ£
ZAMAHUE - METAR My Cloud 5 E&EE I —RE ; BEELERER « ik
9 My Could 5 BUBTRZERR My Cloud 3 FHITNEE - AFERE NAS B My
Cloud 3 74k Z My Cloud 5 - EBRZRAFEAINEEL IR BRI B AER
R RIEAPHARSRILAS ; EERFERAEMFELIEEMNE
Eh BEfE2RINETHRBEEEERES

ABAFETHAR My Cloud 3P - T ARTERBFE ; BELERE
7 ECESNERIESR - My Cloud 3 WRAFTLBT FEZE - (BEERkR
AEESZENHREY  REURAFPEFMEE NAS KE - AEBEAME X
X ; AP EBREEZE®MENTT -



o ERIIIR :

1.  Microsoft Issues Emergency Patch for Windows Flaw

2. rdomanski/Exploits_and_Advisories



https://krebsonsecurity.com/2021/07/another-0-day-looms-for-many-western-digital-users/
https://github.com/rdomanski/Exploits_and_Advisories/blob/master/advisories/Pwn2Own/Tokyo2020/weekend_destroyer_patch.sh
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4.6.4 ~ 355X REvil 1B E 23K 1,500 RIEFMZ HIRE - 155 Kaseya 124#

E21Z E S REvil £#1¥f Kaseya VSA falfRk

TWCERT/CC

SRREVIERNESE G ElEadea L =pos 323

1,500 RE¥10-dayi;
1 EKaseyaF &

FRY 0-day ERifmiE - Bl HEA

Kaseya i L IEHHIEN-FLUEH -

T AVIBARIREEE S REVIl £T% Kaseya VSA ( Virtual System/Server
Administrator ) AR FEBENZIKMSBINEZS) - FIEAR 0-day BEZL
e - BDAS#E L B Kaseya BB FTLUEH -

SR T Kaseya VSA AR K BITHHED A - TIKEHREZHFE
£ M Kaseya VSA REIB BB v NN R ZERRE - OEERRASLE
XE PR Kaseya VSA fElARER - IEE LM TruSec 15 - IR —& Kaseya
VSA Afks: 2 TEEBRIRE - REZARREEWNERE  BENAE

BB B REER -

1 Kaseya &K - IDREFIWEBRIZZAEA 60 BEF - BEPHES
R T EIRARIEAER L - FH Kaseya VSA BBMBRMURBEEREEES
MER/NWES - FIEREEZE 1,500 KU LS - 1R Kaspersky FI3i &
B - 2RI EREFELR 5,000 R - RERFERKZIK 22 {EEH
R KEEBRENBRASZBERZAA -

H17H# REvil Z/8 - BE 1B 1E 2 50,000 =THIEAILIR -



Q woertoe P T TR T E TN
i T T e ot T e T
Kaseya £ I E 438 4 B 2 A& RN3E 35 RILE(F FHRY 0-day Jmifd) CVE-
2021-30116 - B R RASHE L ERIZT, - DIBEEERBEWMLCEXR - ERRN
SolarWind W EBEH ; Zz sl 2RHBESEIBRAIER - WHEERERE
HiEmER -

o ERIIR :
1. Important Notice July 7th, 2021
2. On Premises VSA Startup Readiness Guide - July 7th, 2021
3. REvil ransomware attack against MSPs and its clients around the world
4.  REVil is now asking for $50 million (lower than previously reported $70 million).

5. Kaseya Patches Imminent After Zero-Day Exploits, 1,500 Impacted


https://helpdesk.kaseya.com/hc/en-gb/articles/4403440684689-Important-Notice-July-2nd-2021
https://helpdesk.kaseya.com/hc/en-gb/articles/4403709150993)/
https://securelist.com/revil-ransomware-attack-on-msp-companies/103075/
https://twitter.com/jackhcable/status/1411906687968161792
https://threatpost.com/kaseya-patches-zero-day-exploits/167548/
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465 BINPABEMREAMEERHRZBERSESE RCE RERE

TWCERT/CC [l P 48 B 7ZE om 246 K iR B B 3 LB SR AR

B P9 48 B E G B IS K R a - . s
e N s SRR RETES - (S 1EERTE SRR

B Z{ERCERZRE R

iSRS ESBEEMRRE ; ZME
m A B BB EFEES -

B P 485 E R RS A B AT L AR BE EE ZE R DIR-3040 O ARETAS
RIREEAIREIRMNETE RS, (Hard Code) R ESERMER ;
RERMAPRINEH TN - LHRELEE  REERENEORR -

ELEFEFRIAR Cisco lE FHEZEREIR - —HEBE 5 ERE - 25010
o

> CVE-2021-21816 : %4 log #& ( Syslog ) B RERE ;

> CVE-2021-21817 : Zebra IP Routing Manager E: ;28R ;

> CVE-2021-21818 : Zebra IP Routing Manager Z W58 4R 52 =)@ ;

> CVE-2021-21819 : Libcli {5</EARE ;

> CVE-2021-21820 : Libcli Bl IRIZ 2 W51 45 5= o -

Hoh CVE-2021-21818 F1 CVE-2021-21820 7= i fE 7 o) 6 7 22 A T 4w 52 e
B WRERAREAMBNRE  BERBEENBD , REREEILIES

FHlNREEREK  BRERFLDLEREARE - BEEARPHN DIR-
3040 FEEEERIEHIRE - WHEME—DHNKE - AINRIALILEREEINEE
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DoS WE - A2 E=mANTEREIE -
CVE-2021-21819 S B EMNFER MBS IATRE - o ERZIREER
WITHEESREIUE ; ZINREERIANALRE - AP DIR-3040 EHF
2217 —EFEF Y telnet ARFS - W HANRBEARSEREREN B PNEHETE
/\ °
o EFERINEZRILEN
& #EERIEETEMM RIS S A% M - RARES V.1.13B03
Hotfix ; %5 M /FRY DIR-3040 BSFH=RE AR ARASRAG 2 V1.13B03 BB EER A
K- BUIBNER - IRZEENRELE Rib e WE -

o ERIKIR :
1. DIR-3040 :: Rev. Ax :: FW v1.13B03 :: CVE-2021-21816 / CVE-2021-21817 /
CVE-2021-21818 / CVE-2021-21

2. Vulnerability Spotlight: Multiple vulnerabilities in D-LINK DIR-3040
3. D-Link issues hotfix for hard-coded password router vulnerabilities

4. TechSupport


https://supportannouncement.us.dlink.com/announcement/publication.aspx?name=SAP10228
https://supportannouncement.us.dlink.com/announcement/publication.aspx?name=SAP10228
https://blog.talosintelligence.com/2021/07/vuln-spotlight-d-link.html
http://bleepingcomputer.com/news/security/d-link-issues-hotfix-for-hard-coded-password-router-vulnerabilities/
https://support.dlink.com/productinfo.aspx?m=DIR-3040-US
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4.6.6 ~ LockBit $fEEARIR I FI B R AHIFEAI - BENMNZE Windows 4335 T FR B E i

LockBit#h iE &k Be IR BEX IR - kR LockBit #hiEER
AFAEAERR -

ELRLIRI . J NG B2 - TJ#&#B Windows Server FREHY
#3 PR A B

TWCERT/CC g¥§ﬁ’§ﬂu ’ ﬁihﬂﬂg{izéﬂﬂ WindOWS

AL R

BELZEZ IR - AR LockBit #BERES 2.0 (RZHBUEHINAE - Hp—IA

]38 Windows Server :2 ERIEFZB[R B - BENINZEZ{E Windows 4813 N RIFT
EERY - £/ Windows Server EI2E FIBABEINEERTEIES - EBER|
REER -

LockBit B fEERBE IR 2019 £ 9 A - 2—1@ " BHFEEFERNARTS .
(Ransomware as a service ) - TBZEMENBIEBAA - o]l "HHA 1 MY
% LHREERENHZ -

—BEBRERNSREENER - HARZBRHATILFE 70%~80%
AUREE - LockBit YR S EXAISWENEBRNERIMAHEE

AER - LockBit WENBEWBAHERR - EEBAESR 7 TeH, - &
AFERIRERMIBEBRESTE "X, | B SRIREEREBOMNR LY
FEAERAE B RL A& - LockBit FY/AENE R EE B Ca N ERDR B AL
ot

HEZBERRAIED - &I AMAY LockBit 2.0 &M INEES - BIEHE T RIAES
AIRR - BEECR Windows #8133 IATE TP Windows ERSAVINEE | WE
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EALBTERSENFETHENRE "mE, - REHS Windows Server 4

HEHIZRNEFEE - MIEEEETHE -

MITHS - LockBit 2.0 EEFESFEARAIZREE - WA
Microsoft Defender RYBDESFBHEETNAE - %% o8 7h 2% B & 2 FH Ef -

o ERIKIF :
1. MalwareHunterTeam @malwrhunterteam

2. LockBit ransomware now encrypts Windows domains using group policies


https://twitter.com/malwrhunterteam/status/1418510232519598086
https://www.bleepingcomputer.com/news/security/lockbit-ransomware-now-encrypts-windows-domains-using-group-policies/
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4.7 ~ BIERS TR &

4.7.1 + QNAP {E18 HBS 3 B ERRE XK R

TWCERT/CC

(NAPEZ1EEHBS 3
B ERER
MR E R RERARER - BlnATESEEHN

QNAP SBRERBIR - BEJREENR

| B ; ONAP NAS BERESIENE i - 1

- REEREE -

SERERTRE ( Network Attached Storage, NAS ) K&
(QNAP ) - HRIBREMELZBR - BE—(EoEEmIREERAER - =
IR TEERELIBNESERE ;| QNAP NAS BFEEIIBKIBEZBMAMNIE
NEMRFERIE - DUIREERZEENRER -

BREBENERERE - H CVE #5k/S CVE-2021-28809 - B f7HEUEH|
AERE - F1R QNAP NAS REZME KA (D BIZREMRZ U HBS 3 Hybrid
Backup Sync 2 -

ZomBNEREESRAESSHRA "BE, (Critical ) - HBEER
THREINARIER - £ NAS 2AFAFZANEERRZNSAKER ; &
RECEAERERD - BRIABSWTER - 2RATESEIE - AZ2ER
KEEERENBE Y  IRENRAGANRENSEER -

ONAP EATE AR A BEHREZEIR - BEX RN NI QNAP NAS 17E
LS QTS PR HBS 3 EEERIBTE | Bt QTS FE FERY HBS 3 I Ai
o

> QTS 4.3.6: HBS 3v3.0.210507 2 E & iR A



QA LB AREREEEHED
m Taiwan Computer Emergency Response Team / Coordination Center
> QTS 4.3.4: HBS 3 v3.0.210506 EAEE R A

> QTS 4.3.3: HBS 3v3.0.210506 £ E &S

59 QNAP t3R7R - 1T QTS 4.5.x B2 HBS 3 V16.x R AR F - H#
A FBIRE - AIANEOZEEEBITRAEEE -

® CVE #m3k : CVE-2021-28809
o FEEMmMRAE
» QTS 4.3.6: HBS 3v3.0.210507 ZBIARZS -
> QTS 4.3.4: HBS 3v3.0.210506 ZRIARZN -
» QTS 4.3.3: HBS 3v3.0.210506 ZBIARZAS -
o BORIIE : FARZE NI
> QTS 4.3.6: HBS 3v3.0.210507 EAE B

> QTS 4.3.4: HBS 3v3.0.210506 A EZ RS

> QTS 4.3.3: HBS 3v3.0.210506 2 E & A<

o ERIIR :
1. Improper Access Control Vulnerability in Legacy HBS 3 (Hybrid Backup Sync)

QNAP fixes critical bug in NAS backup, disaster recovery app


https://www.qnap.com/en-us/security-advisory/QSA-21-19
https://www.bleepingcomputer.com/news/security/qnap-fixes-critical-bug-in-nas-backup-disaster-recovery-app/
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4.7.2 ~ tWEREH Patch Tuesday BEZEfHE - 1218 117 {EiFiE

MERR HAIE L 2021 &£ 7 B Patch

M Et B Patch
Tuesday® Z1{&4H N / =z
& BENTERR Tuesday BEREBEZE#HE - B &H

TWCERT/CC

FREEIIBENEH -

MER BAIHEL 2021 £ 7 B Patch Tuesday BB EZERHE - —HIEH
Z 117 @B - HPEE 9 @ 0-day J&lE ; MERE ARG B EIIBIER -
Pt BEIRENAELREEEIE -

\

PURTEBIaE EREAR R - £E 117 BRAEmNEZREF - A 13 E

BH "EXE ., (Critical ) &4k - 1 BB "PE , ( Moderate ) E4% - 103 &
"EZE, (Important ) E4R -

MUKEBFEZN BN - &£ 117 BRES - 5ZE M BEBRERANTER
RIUHS - 32 [EANITERE - 14 BAEFRR - 12 BAR#AEHEE - 8BS
ZERINEEENS - 7 AEENREREL -

BRIENZE @ E 117 EREF - B 9 EZER 0-day BIFRRE - HoP
B4 ESEREEANRENARKEEE 2T ; BFBFLEZHARKEN

" PrintNightmare ; ( CVE-2021-34527 ) - Efth 3 @2 & AR EH/ 0-day
Rm Al

» CVE-2021-33771 : Windows #Z /O ITHERIRFA R ;

» CVE-2021-34448 : 1{5< 5|20 EEE R ;
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> CVE-2021-31979 : Windows #Z /O ITHERIEF R -

HERFMNEMEN - oI USZUMRBILREHREEHE —HIEENER
AWK -

HREXRMREBIIRRET - AHEEIRERD - EEECHKREERE
FI8Y 0-day J&id - RUIEMEBZEEmAAFEAGKEEE - BUMKRS

MAIEREBIINEE - KRTEBHELRE - UeBRREEEEE - FIA
EENCEEESRPINEREEEEURAE

® CVE#R5% : CVE-2021-33771 ~ CVE-2021-34448 ~ CVE-2021-31979
o MERLE . KRBRIZHMIERATMINGE - KRLIERHRE -

o ERIIR :
1.  Windows 10 KB5004237 & KB5004245 cumulative updates released

2. Microsoft July 2021 Patch Tuesday fixes 9 zero-days, 117 flaws


https://www.bleepingcomputer.com/news/microsoft/windows-10-kb5004237-and-kb5004245-cumulative-updates-released/
https://www.bleepingcomputer.com/news/microsoft/microsoft-july-2021-patch-tuesday-fixes-9-zero-days-117-flaws/
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4.7.3 ~ Apple EZEE B A1 E AT iPhone * Mac 0-day ifmiE

TWCERT/CC

ApplefgEBi&
KREERABN

ipgzr;(;ﬁ%ac » Apple #H i0S 14.7.1 ~ iPad 0OS 14,7.1

B macOS Big Sur 11.5.1 - {E{E#EBZIZ

| ERARKEMN 0-day EXRE

Apple 3T EIZE& M i0S 14.7.1 - iPad OS 14.7.1 £2 macOS Big Sur
1151 BE—(EBREEEREEARNREARKEN 0-dy EZRD ; HHEE
BRENHF - BUBIAREEMIFERFRE -

B21EY 0-day &8 - H CVE #R5% % CVE-2021-30807 - B4
IOMobileFramebuffer B9#Z/OEBAHH ; BRREEA G IEIEEEER -
REMANALRE - DI OERERNITESENS ; CBENALRE -
BREDRENERENE AER -

EEREN CVSS BlERENTR 157 BREEESRE "5, F

Apple EAHABREMNELZBSPIEL - ZASIEKEEEE 0-day TRl o]
PFEEEREERANAREREXNETE - BRI EERENESHNEREE
-

ZEREEHERMNEIRERMEL Apple - Apple 7127 B 26 H#EH i0S -
iPad OS * macOS M EMMRA - BE I — TR -

=t 0-day SRIE S E/ Apple REEEm - HENHEHELZ ;, SFERE
Mac £ FRIEASSE0BUEENK ~ iPhone 6s E2FT A E17E « iPad Pro £ %% - iPad
Air 2 BB BFTAHIE - iPad SE A EEFTA R BHEIE - iPad mini 4 EAFTEEE
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#1E - iPod Touch 5t - =& 2 H% 0-day Rt ; BEKEWAEF - B

BIEFTEE R -

® CVE #R5% : CVE-2021-30807

o FEEMMA : BE Mac £ BB FEAIEN « iPhone 6s KEBEPIBH
iZ - iPad Pro £ %% - iPad Air 2 R1BEFTAHE - iPad E AN KEEFA
#7E - iPad mini 4 XEEFTAWTE - iPod Touch St -

o MERAE  UBIEMIFERFERMMRA -

o ERIIR :
1. About the security content of macOS Big Sur 11.5.1

2. Apple fixes zero-day affecting iPhones and Macs, exploited in the wild


https://support.apple.com/en-us/HT212622
https://www.bleepingcomputer.com/news/apple/apple-fixes-zero-day-affecting-iphones-and-macs-exploited-in-the-wild/
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o Apple dEH iOS 14.7 EHiMR - 1518E]

ApplefZERIEIE = - . . s

e Wi, BEIEIE iPhone ~ iPad Wi-Fi E4RIN

SEIBIRZ BRERCE
B LR

AERYIR A ; B iRE NI BEERZ IR &

EimAITESREDS -

Apple HBEIH#EE i0S 14.7 BHTAR - {E1E —ETJBEIE 1 iPhone - iPad - iPod
% i0S B Wi-Fi BENENERERE ; ZREN O EEREEERNITE

ZJmEf CVE #®5% 4 CVE-2021-30800 - 2HEZHFFE A Cark Schou 5%
IR 0-day BRERE ; HE4FERZES i0S Wi-Fi Z2BE#HINRER ; &
REVUBBAREZAE "%@ . F%HFITHI Wi-Fi SSID ( Al
DDDD%x%x%x%@ ) - 2R:%H & E—/0 - ol3EAk i0S &R Wi-Fi B4R INEE
WEMREER  BEEESHHEZTAEXRELES -

Wi-Fi ZERINBER KRRV IOS RE - EREEARTMRERE - MRFAEHE
BREARRRE - IBMRAEERERY SSID B - TREXEIEEEAR | BREINa
SURRERRITERENN - BI}E-—THORRELE -

WEETNE BRSNS - RUFBERE - TEHEFERANAR Wi-Fi
I FEDHE I0S HEBEM Wi-Fi BRRERBENNNAR Wi-Fi REWAF
BA E—SREIREWE -

75 & )8 3R 7E iPhone 6s EAFT A& EWTE - FA iPad Pro 1#%1& - iPad Air
2 BIFTEREWIE - iPad (AN ) BEFAREKTE | iPad mini 4 BAFTBEE
#%%& ~ iPod touch ( +tf) - FEZFARAAIS i0S 5 iPad OS 14.7 ZRIPR
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ZFEiOS ~ iPad OS ZEEHF - FETIBIEFZ i0S - iPad OS 14.7 L EHTIR
K PBGBREEEBIRAEENE ;, BB EZENMFERFRANAE
B RIODEAREER - BUH " BEINAZE , Thesth oL -

® CVE #5% : CVE-2021-30800

o S ZEmM/MRT : iPhone 6s EAFTAEEWE - FTA iPad Pro #%7& - iPad Air 2
PAFMBEEWIE - iPad (F0M ) BIPFABREERKTE - iPad mini 4 BAFFA%E
/E%AE ~ iPod touch ( E+tf0) @ fFEEZRFARARIS iOS 5 iPad 0OS 14.7 2
AIFRB IR -

o MRAZE : EHEIOS * iPad 0S 14.7 L EHFIRA - EAREEH - BUH
"BEEIMAZE L THAE -

o ERNIR :
1. REERI0S 14.7 A1 iPadOS 14.7 WZEMAR

2. Apple fixes bug that breaks iPhone WiFi when joining rogue hotspots

3. After joining my personal WiFi with the SSID (@vm_call twitter)


https://support.apple.com/zh-tw/HT212601
https://www.bleepingcomputer.com/news/security/apple-fixes-bug-that-breaks-iphone-wifi-when-joining-rogue-hotspots/
https://twitter.com/vm_call/status/1405937492642123782
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F55 - BEXMHFASTREE

SRENASRY | 2021.8.25 2:00pm-2:50pm

EEIMEE R LEHEE
SEENAAIE | https://www.digitimes.com.tw/seminar/TM 20210825/

LetsTalk Online

0 oTEREIELL
TEER RS

EMEM : BB
DS BRI NRBEM - LSRR -

THEZFCERENVHMBEEENKNERR - HENELHENERE TSR

I

& Nt EE

5 RBEEEI TXOne Networks* #RET I T 4EERhEE

® it Kesaya BHEXIGBWRREEEY !

-BMZ2WEIER POS F] ATM FE L FEK

At EEH E BUEZE-ICS W BRI EBF AR

BEYAEE LR - RMBSSREEER SEEER - BxkhEYH

WMERENOERMY

o RROHBIL!
-FRER R ARTRIEE A B M R/ B M E L5 R
-MEBEQNKIERE - REWNME2E - THEKRMBELIAEH
BB RIS ETE



https://www.digitimes.com.tw/seminar/TM_20210825/
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EENFRE | 2021 & 8 A 26,27 09:00 —12:30
EENMBE R LEEE
SEENAANE | https://m.fortinet.com.tw/site/secure-ot-2021/

F:=RTINET

THERE 2286 -
Secure OT Summlt 2021

2021$8§26 27
09:00 - 12:30 —

8 FEE &
4 I
- A

FHEE(I : FORTINET

HADRERERE MR EN - BERERAN -

T2 40 (RET  RELHHVABRDBERUBRESHESEN AT
EENHAE | momwrT OT 81T MRS RS - BE L EALS EREE
RSN EEZSIERELNREERSE B8R « O25E
IS REATE 40 THEZAR - FLRETANTEREY -

S ARITHFR TR -

Fortinet BESESE SR IERLRERT - LEBKRRERAAR —ETBENBRL R - 85
R8 H 26~ 27 HMAR EF - BEAFMAR EHE -

SEENHFELIERS 8 H 20 H () - ETWEMRRIRZAN T IR RIS EEAR
FHRBEE -

2GR R EEE - BRBEE - STSTRERER | BBERBRE
ERBIE

-BAROE B B REE RS secureotsummit_taiwan@fortinet.com



https://m.fortinet.com.tw/site/secure-ot-2021/

& wvoertoc

1ISO 27001 EflZ = ER AN T EREXZEIIRRE

EENRFE | 9/6-9/8 ~ 9/16-9/17 ( HETHAH )
mEME  PERBEMREEGE AIMEE (SbmEABE R 23955618 )
FEENAANLE | https://www.cisanet.org.tw/News/activity more?id=MjY00Q==
% TERERN NG
FIWEM  FEREENRERS
HAEERFEERREEN  ALEEEA
ariEatAA
ISO 27001 HEI 2 REREMNZEEENERI LRE - BEERBEIEREAHEREIR
HEENLZEZEEWENNRERR | IS "1S0 27001 EflZ 2 ERAMKTE
EZEFEER,  BRREACEELEE L  EBEEHEZNIEENZE
BE  EROBRERCENTEENEMNE - SEH ; SMNERKUR
EPSRNaIHENERAME T - 7€4% 1ISO/IEC 27001:2013 Bl L= EE £
EamE R

o REHZ:

-BlZEEBAE - REIEZAE - BIEZAER

-ISO/IEC 27001 BB A B MR IRHENZ EEE AR E 2R

-IT 88F9 ~ MIS &P ~ BAFEfE = EBF9E1_

-AGEAE 15027001 124 R  FEERAKISEREEEAZRE

e ARl : BSIGENASIFEESE ZHAEAER ( B 1ISO/IEC 27001
z%%@@ =B85 )

o M : %k PHRBRIEMKLSE

e = : BSIRMIEE - A2 ABREBRE - ’KHBSIZn A AgERY
rme ; AlfRRBAE  ANZRIRKRE rﬁ*%:ﬁ% LR

o EENEMEAMEBIELIN  BERE

Email: Maureen.liao@ cisanet.org.tw Tel: (02)2553-3988 Ext : 388
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https://www.cisanet.org.tw/News/activity_more?id=MjY0OQ==

SEBEFARGHREIEERRE PO
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== 4 Bl 175
ek L

SEENRGRE | 9/29 09:30-16:30 ( 5T 6 7)M\BF )
EEME PERBEMRERS IREZE (SIEMABIE R 2393618 )
yEENAANL | https://www.cisanet.org.tw/News/activity more?id=MjY0OA==
% e e
EWEMN  PEREEMNREHRS
HADEEEE NBRERN - BSRISENAIS -
o REXAM :
1-SSDLC 2R ZE
2~ BillRAZINFEEE RFP BELHEK
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