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E21R & BB Microsoft Teams SEFIIWNE - EEIKERIEIBIRE G

EXMERESE —EXEEREZIKE

AEESy el RIEIBRIINEERH RIRABZBZIE

Microsoft Teams

éf*@]lﬁﬁ J %_ZEIX [ fk . “u"‘ é
& B IS BT BAZBAY Microsoft Teams BR5% E2 &l

e - RS HMEERTIRE -

EI

BEZME Avanan THRRELZBR - FEZATINMEZER - BaE
—EREERZREMBBHRESH ; RREZBZHEARER Microsoft
Teams IRIREZENWE - RS XK IBEMEER -

Avanan i - EESHRET —REIKENW AL S REEEER DRE -
RENBRER—FEZRIXBRA T ZHAOME - #ELESH Microsoft
Office 365 B AEEAXRE T RIEEHN Microsoft Teams B BAFAHT - &5
&7 —%F - FRBERETMIRE -

EER—FZE  BREBEFEFENEZEENYERIRS - Bt
N2RBRRHMENERGHANE , ZEXANSNBERBETE - JUEEZER
EENER  THETERER ZEHREZNSEERFE -

Avanan it - ERUBSHNEKRZE  ERZARFTEB B Microsoft
Teams RAINAES - UBIREBXRBEIIZBRES - 2B HK Microsoft
Teams 357 -
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Avanan 15t - BEERNZEHETE - ¥ Z3E1B Email E1T - AM
738 Microsoft Teams RYIZEE - BIE IEEZHIE N ; BEZ Microsoft Teams

B - BZEERERE Office 365 F9E AE:N - BITIRIH Microsoft

Teams ZEE)IEE -

EJ

o HRIKIR :
1. https://www.avanan.com/blog/microsoft-teams-new-attack-form

2. https://www.microsoft.com/en-us/microsoft-365/blog/2019/03/19/microsoft-
teams-experiences-intelligent-workplace/


https://www.avanan.com/blog/microsoft-teams-new-attack-form
https://www.microsoft.com/en-us/microsoft-365/blog/2019/03/19/microsoft-teams-experiences-intelligent-workplace/
https://www.microsoft.com/en-us/microsoft-365/blog/2019/03/19/microsoft-teams-experiences-intelligent-workplace/
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2.1.1 ~ RERAZRZIZERRRZA Web Mail - EEcAEB4FRAI - 11T BEC WE

FBI HRIRREZEH - FHLAR
RAZIZERS - BZA Web Mail
fEliR=z ERYE ENEEFRVERA AR A -

W BEC MEBFEEZESEMIE -

SR AIEXK -

EEMBFAHERS (FBl) HRAIRREZER  5HERKRAZEREE
e - AT E Web Mail AR75 B E#E H a9 E4FRRIEEE) BEC ( Business
Email Compromise ) W2 - REBEENIZEIRF - SEHEKIEX -

Iﬂlﬁ

FBI {5t - ®EBFEZ N BRASZH/NEEXRARETLF - WHS
RHIRBLIAESE R Web Mail iRF - BIMERARERI I ERESUERE G -

IR ELR Web Mail BRFZRVEMHIRR - 1BE A S [E) 20 B AR In A EBAER
e - MEEM—E - At FREECURZE  RESIJLIMARTES
Hingzi=77 30 - BB AE TR Email 1R3E - # MREZEEZHEZELRIR
FEHFAST - WESEEME - ZINRRFAEEENRBERELSRA -
MRS T & SAREEREL (4 - EE B ERIRP AR E LS AV RIRSE -
VARBENESRRIIRR -
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PIREBEZE—DIEWN Web Mail Z2RVEHRA - 15 ERIRTAEBEE 4
BEEREHM Email 54 - E—FPREBUHABTHZEEFRZIOKS -

RAREEME  BRREXRDBEEHFREIERNIER - IEEREEX ;
RIZ FBI IEREIEDL - £IKTE 2019 FEMPVEERSEHNE - E/AVIE
KEZEITEETT -

FBI &% - (IREEMEMNEELZEEAE - RELFBRREE Web Mail &
REHRAIAARRER - MRESRIGEHWEBMEBELLTRIR -

o FRIKIR :
1. https://image.communications.cyber.nj.gov/lib/fe3e15707564047c7¢c1270/m/2/FBI
+PIN+-+11.25.2020.pdf

2. https://lwww.securityweek.com/fbi-warns-auto-forwarding-email-rules-abused-

bec-scams

3. https://www.securityweek.com/bec-losses-surpassed-17-billion-2019-fbi


https://image.communications.cyber.nj.gov/lib/fe3e15707564047c7c1270/m/2/FBI+PIN+-+11.25.2020.pdf
https://image.communications.cyber.nj.gov/lib/fe3e15707564047c7c1270/m/2/FBI+PIN+-+11.25.2020.pdf
https://www.securityweek.com/fbi-warns-auto-forwarding-email-rules-abused-bec-scams
https://www.securityweek.com/fbi-warns-auto-forwarding-email-rules-abused-bec-scams
https://www.securityweek.com/bec-losses-surpassed-17-billion-2019-fbi
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33 {ERIR TCP/IP Stack EEim:E -
BLIBESM IT - OT & 10T =&
S HEEENEGHE -

M AB IR 7 33 {E TCP/IP Stack HmEFER 4 ERIR TCP/IP
Stack &f - MSF/NAK JSOF E 3% TCP/IP B Ripple20 J&fE - BRELL
REEENCIREERNERRIEFINNUERSR - ELEBE N sEEMEN
S8 -~ PHERAR 7S B B iR In s U AT -

4 [E= = EmEIR TCP / IP Stack 73 5% PicoTCP ~ FNET - Nut / Net
K ulP - B EITE DNS ~ IPv6 ~ IPv4 ~ TCP * ICMP * LLMNR & mDN #+
{El TCP/IP Stack 7ot - ELE BRI EBE 150 BmmERER - HPeliE
Devolo * EMU Electronic A ~ FEIG ~ Genetec * Harting * Hensoldt -
Microchip ~ Nanotec * NT-Ware » Tagmaster * Siemens * Uniflow * Yanzi

Networks B9 IT » OT & IOT fWEm °

EEE 22 AL BE RN % 2 B (Cybersecurity and
Infrastructure Security Agency, CISA) It ¥ IEE XA HFREEE - 1L
ETHBNE BRI S HES -

It 33 e B R H K B RIS VA 1 478 5 AMNESIA:33 - EFREIE 3
fEl CVSSv3 ElfzE AR A Critical - R ERIMRAEAME CVE EFllA0 F
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TCP/IP ZHERE R R
Stack
ulP ulP (EOL), Version 1.0 and prior CHERM FHEE AR

ulP-Contiki-NG, Version 4.5 and prior E XL
ulP-Contiki-OS (end-of-life [EOL]),

Version 3.0 and prior

picoTCP | picoTCP -NG, Version 1.7.0 and prior ENS B F S A ¥4
picoTCP (EOL), Version 1.7.0 and prior | 3483

FNET 4.6.3 BFHEA47.0 REHIRA
Nut/Net 5.1 and prior FHES24 REHMIKRA
CVE &3% TCP/IP Stack x5 CVSS3.0
CVE-2020-24336 |ulP Remote Code Execution 9.8
CVE-2020-24338 |picoTCP Remote Code Execution 9.8
CVE-2020-25111 |Nut/Net Remote Code Execution 9.8
CVE-2020-13987 |uIP Denial of Service, Information Leak 8.2
CVE-2020-17437 |ulP Denial of Service 8.2
CVE-2020-24334 |ulP Denial of Service 8.2
CVE-2020-17443  |picoTCP Denial of Service 8.2
CVE-2020-24340 |picoTCP Denial of Service, Information Leak 8.2
CVE-2020-24341 |picoTCP Denial of Service, Information Leak 8.2
CVE-2020-17467 |ENET Information Leak 8.2
CVE-2020-25109 |[Nut/Net Denial of Service 8.2
CVE-2020-25110 [Nut/Net Denial of Service 8.2
CVE-2020-17439 |ulP DNS Cache Poisoning 8.1
CVE-2020-25112 [uIP Remote Code Execution 8.1
CVE-2020-13984 |ulP Denial of Service 7.5
CVE-2020-13985 [uIP Denial of Service 7.5
CVE-2020-13986 |uIP Denial of Service 7.5
CVE-2020-13988 [ulP Denial of Service 7.5
CVE-2020-17440 [uIP Denial of Service 7.5
CVE-2020-24335 [uIP Denial of Service 7.5
CVE-2020-17441 |picoTCP Denial of Service, Information Leak 7.5
CVE-2020-17442 |picoTCP Denial of Service 7.5
CVE-2020-17444 |picoTCP Denial of Service 7.5
CVE-2020-17445 |picoTCP Denial of Service 7.5
CVE-2020-24337 |picoTCP Denial of Service 7.5
CVE-2020-24339  |picoTCP Denial of Service 7.5
CVE-2020-17468 |FNET Denial of Service 7.5
CVE-2020-25107 |Nut/Net Denial of Service 7.5
CVE-2020-25108 [Nut/Net Denial of Service 7.5
CVE-2020-17438 |ulP Denial of Service 7
CVE-2020-24383 |FNET Denial of Service, Information Leak 6.5
CVE-2020-17469 |FNET Denial of Service 5.9
CVE-2020-17470 |FNET DNS Cache Poisoning 4
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OT BERBERENRBE L - WERIUEZERBEETRE

I\)

3 EFHNES DNS lRIBETE -
4 - BB RIEEAEERMRE -
5 HFIFDERVBEIRTS -

o ERIR :
1. https://us-cert.cisa.gov/ics/advisories/icsa-20-343-01


https://us-cert.cisa.gov/ics/advisories/icsa-20-343-01

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

2.1.3 ~ PLEASE_READ_ ME ShiEEREE - IFE#E3R 83,000 f@ MySQL Eif & E R3S

el = EXRIRERE EAAREXRER
MySQL B} EPRZIRFEINAIER -
RENEIRzZ RS2 83,000 AL -

% TPLEASE READ_ME WITEN MySQL ENEFE 2 ZE
BIENIEERES » W PEiEBiB
83,000 f& MysSQL & ¥} E A iR 25

250,000 fELL E -

Guardicore f&ii - AL EBN N BRISHNBEE - 25
"PLEASE_READ_ME. - WETEHRFEOEMNE 2020 F—H - B A
Mt HEREXE Internet LAY MySQL ERIEETIRE - RBUURNEHE =
% REEBAEM  RRETERENBRBE - NEESBERE -

BIREMINAR MySQL ERER - SRERNBSZENEZE - WEAERK zip
& BoXBENER:S , ZFESESEEREPHE—EES "E5. 8
TG WERSABRABBRMAZS - WEK 0.08 ELLAEAOES -

FBAI/L - A —HEE 92 BRCINWKNETE  —HHGRIEITEHE
iR 2020 £ —=F - BEAREI+TRYIZE - WEEREERED - BRI+H
FEW B R B N R AEIE
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2 Guardicore f&tt - BZE AL ER 11 & IP A1k - KZEAUNRS:
EEEHE ; SEWBNERE - REIRHEIEHME RS - DSEERE
0.03 tE&HERY T EE , TEF -

Guardicore &% - EIKIEETAIALT 500 &1E MySQL ERlEH#E -
Internet - ERB CJBEA BB RENBRENE R -

o ERIR :
1. https://www.guardicore.com/labs/please-read-me-opportunistic-ransomware-

devastating-mysql-servers/

2. https://www.bleepingcomputer.com/news/security/250-000-stolen-mysql-

databases-for-sale-on-dark-web-auction-site/

3. https://threatpost.com/please_read_me-ransomware-mysql-servers/162136/


https://www.guardicore.com/labs/please-read-me-opportunistic-ransomware-devastating-mysql-servers/
https://www.guardicore.com/labs/please-read-me-opportunistic-ransomware-devastating-mysql-servers/
https://www.bleepingcomputer.com/news/security/250-000-stolen-mysql-databases-for-sale-on-dark-web-auction-site/
https://www.bleepingcomputer.com/news/security/250-000-stolen-mysql-databases-for-sale-on-dark-web-auction-site/
https://threatpost.com/please_read_me-ransomware-mysql-servers/162136/
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2.1.4 -~ IBM #8328t COVID-19 EH S B E MNEIK AN ER T &)

IBM $8258t¥ IBM OEE 22 T 9 (B K S A 8%

COVID.19 58 | ETHNELHFREXIIEAE

2 HEEE BRI 2 IK .

Sy EEsEE | R—EEZIKMNEIRANERE -
TWCERT/CC

HiIZ$HEE COVID-19 ¥ 5 i

THEAEEML -

IBM FE S EZ B X-Force - THISERMATIRE ;| S PIELZ
BNBRIR—E2KMNHANERS) - BEHEE COVID-19 ¥iRiy 2 48R
BAIETHE -

IBM X-Force 15 - EEEWNEBSHS MNEBZRWEE 2 #HERARE
il - WETHE 2020 F 9 AFRKETT - KBERERSHEVEELATW
BT MmSBgmL#EEANSFENRENRGH  CERNZEEAE
il UEZAEABAR -

& IBM X-Forece iR 5T - ELENBENHERIE - SIEMERUTELRES
i [E8E 425 ( European Union Directorate-General for Taxation and Custom
Union ) - DIREEIR « B3 - HINERETEE - B2 - ABRELHES - 710
=R - ZAF - =88 - 1w - MBEEEE -

WER  BEEUEBYAVANE  HEBLEEFTIWITH HKE &
MAFEAMIZERATITEAS  BEYNBHEEH  ZIMBE—LERETE
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IBM X-Force 15t - HAIEEARIERE - ol GBI H BB HNEN
BIRESD  BRERIIKNETESAFENSRER - SMLEZEHER
BHNFZHEZEE - IBMRBARBESEREAKBEFEEXRIZIE -

o ERIKIR :
1. https://securityintelligence.com/posts/ibm-uncovers-global-phishing-covid-19-
vaccine-cold-chain/
2. https://us-cert.cisa.gov/ncas/current-activity/2020/12/03/ibm-releases-report-

cyber-actors-targeting-covid-19-vaccine-supply

3. https://securityintelligence.com/posts/german-task-force-for-covid-19-medical-

equipment-targeted-in-ongoing-phishing-campaign/


https://securityintelligence.com/posts/ibm-uncovers-global-phishing-covid-19-vaccine-cold-chain/
https://securityintelligence.com/posts/ibm-uncovers-global-phishing-covid-19-vaccine-cold-chain/
https://us-cert.cisa.gov/ncas/current-activity/2020/12/03/ibm-releases-report-cyber-actors-targeting-covid-19-vaccine-supply
https://us-cert.cisa.gov/ncas/current-activity/2020/12/03/ibm-releases-report-cyber-actors-targeting-covid-19-vaccine-supply
https://securityintelligence.com/posts/german-task-force-for-covid-19-medical-equipment-targeted-in-ongoing-phishing-campaign/
https://securityintelligence.com/posts/german-task-force-for-covid-19-medical-equipment-targeted-in-ongoing-phishing-campaign/
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2.15 - MR EHSEARMESRESHNEEINE Adrozek KIRIEZIKINETTE
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mEiEth —E& A Adrozek BY
SRR EEESHEAPR

 BEARES - LBRIAZEES

WEVE T B Z IS E I Microsoft 365 Defender Research Team @ H
BIERMARS - 5EHZEN—(ERA Adrozek WEREE  ZHEEESERH
PLZIEEEES - MUBIAEZESSHE -

WEPHR - BERA Adrozek NEBBEEE - EEREEBERPLERIMY
RARIEMEY B BRN5E DLL 8% - WEENRBERRTE - LUE
ERFPLUSEESSIZESHFTERR - £ =S8 H LAB/R Adrozek E
BS  E=BESSIEXABENRRTES

ZE2| Adrozek WEME|E 2R - =E 2 Google Chrome - Microsoft
Edge * Yandex Browser * Mozilla Firefox SR FHEEZME RS2

HAF BRI BRI RBNAERSAZHMES - BUEED
Adrozek W ESBEZEZZE T MEER - FINEEBRANERRE - 24
2F R ; MERERIIHE 159 EAEBNAEZTHEE Adrozek B - B1E
AP I97A 17,300 EAEER URL - B1E URL $IZ21#828 15,300 &5
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MREZBEZBESE (2020 F ) T HEMKERZEZF] Adrozek FEE) - £

SENRBEISIE - —KBAiB8 30,000 aRKEBRIRDR ; HANWEEEX
EIK - RERENMESBREON - Mo HRED -

MERER - DL Adrozek DEHEERE AR KBS ERE - Adrozek RIEREZR
BINEAEESR -

o HRIKIR :
1.  https://www.microsoft.com/security/blog/2020/12/10/widespread-malware-
campaign-seeks-to-silently-inject-ads-into-search-results-affects-multiple-

browsers/

2.  https://siliconangle.com/2020/12/10/microsoft-warns-adrozek-malware-hijacking-

advertising-search-results/

3. https://threatpost.com/adrozek-malware-fake-ads-30k-devices/162217/


https://www.microsoft.com/security/blog/2020/12/10/widespread-malware-campaign-seeks-to-silently-inject-ads-into-search-results-affects-multiple-browsers/
https://www.microsoft.com/security/blog/2020/12/10/widespread-malware-campaign-seeks-to-silently-inject-ads-into-search-results-affects-multiple-browsers/
https://www.microsoft.com/security/blog/2020/12/10/widespread-malware-campaign-seeks-to-silently-inject-ads-into-search-results-affects-multiple-browsers/
https://siliconangle.com/2020/12/10/microsoft-warns-adrozek-malware-hijacking-advertising-search-results/
https://siliconangle.com/2020/12/10/microsoft-warns-adrozek-malware-hijacking-advertising-search-results/
https://threatpost.com/adrozek-malware-fake-ads-30k-devices/162217/
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2.2 - BIREIFHABEZERM

221 EEE+ZEEES - BAFEMEIIBEFREER 2 SolarWinds Orion ZEm

=

ZSEBELTZEEHELPLOHAES
L ES . ERZERMETRAEEML -

M BIfEEERrA SolarWinds Orion &

TWCERT/CC
LHEETZ2HES PR R BEFERREEBRZE

FrE AT EE (U FEL BN
1B &%~ SolarWinds Orion E T

oo R EI TR BZ IR T EE -

EZEIE T LZEMELZFOHRIE 21-01 SRS - EKEBATE NPT
FEN - YBMERMAEERTR SolarWinds Orion IT EEEF&Em - MR
BEFEAFARERZEMRIETHRENE -

TRAZEEEHMEARNEEEEIREEX I IFNREHRESSY  FH
[FREIEE AR SolarWinds Orion Platform &% APT B%/RE #8 Cozy Bear

ZERE ; APT 5212 E52 Cozy Bear RS E=HMB7E SolarWinds Orion i
EMEAPEARNE  NEEREESZZAFES -

£*F SolarWinds Orion IT € 5/EF - BEFIE—S/\THERELS ;
MEABREZ BRI  ZEBET 22BN AGTEIAR ,; BLtZ22
EiheBNE 12 B 13 HEmB@B< - ZKFIA M SolarWinds Orion % 4ERIS
B = ARBUSHISIE FRFFESMEEN - BUENRPIB#IT SolarWinds
Orion WEKEIAR - EEMEMAESER - LBREBERREE—LEX -

= X5 - Cozy Bear R=RHIERAINAS SolarWinds Orion 15
SHB¥FEL L RUERFERALERESEZHEN SAML 5

o
iy
HL‘I W
\J> 4
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Active Directory 1% - F BN EAE 81T SolarWinds Orion FYE#Ef AR EE -

tEZBUN ERZEE T ANEMBEREENAPER -

o FRIKIR :
1. https://cyber.dhs.gov/ed/21-01/

2. https://lwww.cisa.gov/news/2020/12/13/cisa-issues-emergency-directive-mitigate-

compromise-solarwinds-orion-network

3. https://www.lawfareblog.com/solarwinds-breach-why-your-work-computers-are-

down-today


https://cyber.dhs.gov/ed/21-01/
https://www.cisa.gov/news/2020/12/13/cisa-issues-emergency-directive-mitigate-compromise-solarwinds-orion-network
https://www.cisa.gov/news/2020/12/13/cisa-issues-emergency-directive-mitigate-compromise-solarwinds-orion-network
https://www.lawfareblog.com/solarwinds-breach-why-your-work-computers-are-down-today
https://www.lawfareblog.com/solarwinds-breach-why-your-work-computers-are-down-today
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HRE; 1%

T TN EREH RAREEEEY

K-128 5B E AR RS

ZEM K12 ( WREEPE)

BRERBEARERE - B1FEEE -
Bl - TIREEH
BRI ER ( Federal Bereau of Investigation, FBI ) -

7=t L

AR
HX ML EB ( Cybersecurity & Infrastructure Security Agency, CISA ) &2
EMEHHEZS

ZE 8
HZ=S4 0 ( Multi-State Information Sharing and Analysis
Center, MS-ISAC ) EZEE=BETENMN - HAIMSERE

HEZEE EEHEEREN K12 ( MZEEZ2FE ) #HERE
B .

ZEH ; Bl
BEIARER
IR ENE - MEERBEH - TREEHESS
BrammPEY &0
WA ; SEHERE—
FRENEE

ZEEUMMBEAERE K12 HBEENRVIE
WEHBFEEEMAREBUNRE—1%K - (BT
NEEEARMENTHREE - ARTHNEERANENE
BB R - EREREFRSIEEH
AL -

B

~

PERETE K12 BB EURSERE

EEBIER BT &
2020 F—HEItHME - MS-ISAC ZERNHNBEWESHERD - B 28% &t
HK12HBEEN ; 2 7)\HMAR - EELCHIEFHZ 57% -
iR

Ak - FLINE K-12 B BHN#ER

is - EEEEZER  mERH
T &7 RIZ Ryuk * Maze - Nefilim + AKO £ Sodinokibi/REvil -
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o ERIKIR :

1. https://us-cert.cisa.gov/sites/default/files/publications/AA20-
345A Joint_Cybersecurity_Advisory_Distance_Learning_S508C.pdf

2. https://mashable.com/article/hackers-targeting-kindergartens-elementary-schools-

warns-cisa/

3. https://thecyberwire.com/newsletters/daily-briefing/9/238


https://us-cert.cisa.gov/sites/default/files/publications/AA20-345A_Joint_Cybersecurity_Advisory_Distance_Learning_S508C.pdf
https://us-cert.cisa.gov/sites/default/files/publications/AA20-345A_Joint_Cybersecurity_Advisory_Distance_Learning_S508C.pdf
https://mashable.com/article/hackers-targeting-kindergartens-elementary-schools-warns-cisa/
https://mashable.com/article/hackers-targeting-kindergartens-elementary-schools-warns-cisa/
https://thecyberwire.com/newsletters/daily-briefing/9/238
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2.2.3 ~ BZfREFE%E SolarWinds Orion imAA REBIHAEH - RELEFERK

TWCERT/CC MER LB ZREBMFEML -

IT SR B EZIEEEE SolarwWinds

AR |
RR R Orion AT 4 FR 47 B (2 I
% R

%11‘1: J ﬁ% k , IEIT i oo ,@_ = + J=
RE R AWEY  SEENEHGHERE
X ;

VN

THRE M ERZENAEN - BREERMEE - B lt+ZEE
FBEENNENMN - | IT REEZEEE SolarWinds Orion Jwia - mMmEH#ZEHT
APT B2/=E52 Cozy Bear UIKEBZANEH  BoiIREENUHESGENESE
YN

BAKRSEHRR 12/15 WREEL - SEBEMEEEZEEERETESRA
MERERETHPIRIFE , SEENEUERSIESEN - BRE
I - REEEEZEHBRMEHREER -

B - BEEEERTERE SIS0 ( Centers for Disease Control and
Prevention ) - EZBELARD - URZRBEFEGEANNAMNMEN - 1EEESK
#& Cozy Bear IR RE 3 -

EETEERNELEENARTEBERRMELEF ( Cybersecurity
and Infrastructure Security Agency, CISA ) - BE—BEINTLEELZHEN
52 - BBt EEKE ¥ SolarWinds Orion IR EPERIAIR -

B ST AT SolarWinds IR HRVEBHRIEDL - 5K 2! SolarWinds Orion Jf&)fE
T ENZEMBEZE 18,000 BEM F - EHBEZEFRER =T E
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BHE 500 KBREZHHAE TS ; oflIFARBEERIBRESHHREE - 2

EENUEE R AEREKX -

BRiERRTEBERNEREXL  BRXZINIEBEUZERE
BISVE - MILEERIOJREWEE - RMEEERASEURGRE  EGXIE—F
WEBSHGMERN - #ER2FHIIAR -

o ERIR :
1. https://www.nytimes.com/2020/12/14/us/politics/russia-hack-nsa-homeland-

security-pentagon.html?referringSource=articleShare

2. https://www.reuters.com/article/us-usa-cyber-amazon-com-exclsuive-
IdUSKBN28NOPG

3. https://nymag.com/intelligencer/2020/12/russian-spies-hacked-treasury-

commerce-departments-report.html

4.  https://www.acw.org.tw/News/Detail.aspx?id=1164


https://www.nytimes.com/2020/12/14/us/politics/russia-hack-nsa-homeland-security-pentagon.html?referringSource=articleShare
https://www.nytimes.com/2020/12/14/us/politics/russia-hack-nsa-homeland-security-pentagon.html?referringSource=articleShare
https://www.reuters.com/article/us-usa-cyber-amazon-com-exclsuive-idUSKBN28N0PG
https://www.reuters.com/article/us-usa-cyber-amazon-com-exclsuive-idUSKBN28N0PG
https://nymag.com/intelligencer/2020/12/russian-spies-hacked-treasury-commerce-departments-report.html
https://nymag.com/intelligencer/2020/12/russian-spies-hacked-treasury-commerce-departments-report.html
https://www.acw.org.tw/News/Detail.aspx?id=1164
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BMERmEERERRERWE -
TWCERT/CC

EUNE D SR COVID-19 =&HEMHEER EIEE

LAESE

FHY -

EUOMZEREIRF ( European Medicines Agency, EMA ) IRHATEE H =
B ZHBREERRIFENE  REIFANEA 7EmEMEREER AT
BioNTech 123245 EMA L f#Z R EEfkes#Y COVID-19 EEEEREFEE
ke MBI ASERR - BIEEHARNARTELIREE - 1B 02S 8
RHUABEEEINE -

BRI EMA ~ UABEREMABREEN I ERTSTF - BR 7 2EMHH
& - RERBAE COVID-19 ZEHEKE - MREMREEEREZIIR

BEZEREEELNR  BREXREWE -

o ERIR :
1. https://investors.biontech.de/news-releases/news-release-details/statement-

regarding-cyber-attack-european-medicines-agency

2. https://www.ema.europa.eu/en/news/cyberattack-european-medicines-agency


https://investors.biontech.de/news-releases/news-release-details/statement-regarding-cyber-attack-european-medicines-agency
https://investors.biontech.de/news-releases/news-release-details/statement-regarding-cyber-attack-european-medicines-agency
https://www.ema.europa.eu/en/news/cyberattack-european-medicines-agency
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reeree REESIIREREHENES M - 15—
B A D E R 14T

WA%“*SI-E%)\E%H ’ =4z 1| =T AT = m
%Ea;zz{%: 1300 BEFH EEEHFENENEABNSESR
EREZIFE

RIS - BRGEIE 2 S 4300 &

EfERAEELHIMNES -

EfM—X%7% Estadao 1t - HEISRIREARES BT HILEER—
BEZBAERENEAERN - DIBSKENRS S R EREESES
BB 2 54300 EREARRVEELIMECEBRFFLLLE -

Estadao ;& B EE 2 —RAEANIFETAS " BRI
( Open Knowledge Brasil, OKBR ) R SE A ERRMMAL - ZHSELEE
BEEARAEMNE R AL R ERSERENEAEN  BESEHR
IRAZTUABA -

Estadao AEERBAMIEBNSERFIES AL - RSB RS
RBAER  RREAHEEANER TR FHEERVEERR - K&EFIRE
ERCEREERENEAEM - LIFEAES5E/RM Basebd MRk - EiXE
EREENET  SBREYASEEAZERELFINE -

ZERENZ 1989 FLURAM 2 {8 4300 B2 &HHENAFEER
RERAEAER - ERIBAEETREBER - X - SERHEEARE

B2 ing -
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HREAREMCSERERANEAETHIMMURER - BEAEREEE

HEEREZABEAEFN , EREIERNCEAEALRI - EESEN
REEBRENELSH -

o HRIKIR :
1. https://www.zdnet.com/article/data-of-243-million-brazilians-exposed-online-via-

website-source-code/

2. https://saude.estadao.com.br/noticias/geral,nova-falha-do-ministerio-da-saude-
expoe-dados-pessoais-de-mais-de-200-milhoes, 70003536340

3. https://en.wikipedia.org/wiki/Sistema_U nico_de_Satde


https://www.zdnet.com/article/data-of-243-million-brazilians-exposed-online-via-website-source-code/
https://www.zdnet.com/article/data-of-243-million-brazilians-exposed-online-via-website-source-code/
https://saude.estadao.com.br/noticias/geral,nova-falha-do-ministerio-da-saude-expoe-dados-pessoais-de-mais-de-200-milhoes,70003536340
https://saude.estadao.com.br/noticias/geral,nova-falha-do-ministerio-da-saude-expoe-dados-pessoais-de-mais-de-200-milhoes,70003536340
https://en.wikipedia.org/wiki/Sistema_Único_de_Saúde
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BRRANTHERERSREF

& Mobilelron - R/NB®EaESE

8EELZmMmEZE 1M Mobilelron
&= RCE BRI » 3RE APT o XIHpN RS EIRE , e
EZ(2EBE AR AN #mﬁéx }E H’J,E_SIEIFEIH nEEE‘:

8 APT RIREEARIERRINE
TWCERT/CC g ?E'E}] )

BAEIKBAMGEMEATERE  ARTELERE TFFITHES
RIAR 75 & Mobilelron - IR/NB# & & & Z M Devcore BRI ERETRIE -
BECE APT ZEERAREBARKETE -

+
/Ht

ggl_

JBZXEZ D[ ( National Cyber Security Centre ) IR+—HB N85
FELEE - 54 Mobilelron WERBREEL R - BECEZEEEBAEH
XA NZHFN APT RIRERAREFNA - ARKEBRE A ATEEMPTEIHE

2 o
[m]

=0

BEZIRES ThreatPost HER L - RPN EBRYEN - oJsEREEA
PRISEFEWE - A BURHES - MRFESE - S/AENUS -

& APT B2=RBEF BrviERE - B CVE #w5%4 CVE-2020-15505 - H
CVSS EMBEEMINSE 98 7 Mo/ 107 )  BREESHKNEZ R
A BREVAREEFDERATESEINN  EXEZNNEHEE DA
R SER -



BEERARGCHEIEERRA DL
m Taiwan Computer Emergency Response Team / Coordination Center

BEEEE  ZBETHEERRMELER ( Cybersecurity & Infrastructure
Security Agency ) t1i5HHAE APT SZEIRE S b JRE L ZeroLogon &R {E]
HE Jl_-:Iﬁ/I—_l ﬁx%j]jﬂﬂ/n\lgﬁx °

Mobilelron EEJRAEES E/NBHEEEZME Devocre FEIRIZ R
#® ZSAMCKAEEBIETER ; AMIREAREZEEZFZELY - Mobilelron 1
(XHEREREREMAS DB EREHNEBISESHIRER

o ERIIR :
1. https://www.ncsc.gov.uk/news/alert-multiple-actors-attempt-exploit-mobileiron-

vulnerability
2.  https://us-cert.cisa.gov/ncas/alerts/aa20-283a

3. https://threatpost.com/critical-mobileiron-rce-flaw-attack/161600/


https://www.ncsc.gov.uk/news/alert-multiple-actors-attempt-exploit-mobileiron-vulnerability
https://www.ncsc.gov.uk/news/alert-multiple-actors-attempt-exploit-mobileiron-vulnerability
https://us-cert.cisa.gov/ncas/alerts/aa20-283a
https://threatpost.com/critical-mobileiron-rce-flaw-attack/161600/
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Apple HEHBY macOS EH#hR - 1218

ZiE 59 EEREERAE c HPEERE

Apple 3 4 mac0s. [lSPdﬂS FEEITES IR E QY mME o
i P packs. 85, BulSS, 30 EEIFMITIERIEXIBAYRE
BiEHITEEREERR

TWCERT/CC

RS S A S A S A

Hit R E thERHE L ERAR -

Apple #H macOS Big Sur 11.1 Bk - FTARIBEZZE 59 @R
a8 ; HPESE 30 EoEERREERRNITERRERNS (RCE) NEE
B0 ; Mac B HAE - 9EVEIEH EHEMARA -

Bl H A EFTARA - EB$E macOS Catalina £2 macOS Mojave Fi{E
BREFZRAK macOS WEH - ERTEE YZEEFRE -

EELESEBENRET IEREENEREEEN BN TREDEE

1. CVE-2020-27941 : 85415 AppleGraphicsControl ¥ %4 - 5415 2& ol BUS /0
HATHER ;

2. CVE-2020-27910 * CVE-2020-27916 : 84/ macOS Mojave B Catalina B9

Audio ¥ 24t - B2 AR REBSERS RCE &R -

3. CVE-2020-9960 - CVE-2020-27980  CVE-20200-27948 : 34X CoreAudio

FEET  BRREUIARREEEFRNFRERER - FLES RCE #
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PR -

4. CVE-2020-27922 : 324X CoreText - BZEE0IH AHEFZRER - FEDEHE

RCE #[R -

PR Y macOS 4 - Apple tEZ# 1 tvOS £ watchOS Fihk - 72 BIEER
v AppleTV 9 {Ef®)E - Apple Watch 89 10 {@&fwE ; iOS £ iPad OS t[EHF
L 14.3 FThR - —EIEZE 11 BELRE - EhEliEmEEERE CVE-
2020-27943 1 CVE-2020-27944 -

FhE L EmMAE - BUBAIZERTEEEHINEE - BRENVIFRZARE
MESMRA - DBRERIREENHEHN DRI KE -

o FRIKIR :
1. https://support.apple.com/en-gb/HT212011

2. https://support.apple.com/en-us/HT212003

3. https://www.securityweek.com/apple-patches-tens-code-execution-vulnerabilities-

macos


https://support.apple.com/en-gb/HT212011
https://support.apple.com/en-us/HT212003
https://www.securityweek.com/apple-patches-tens-code-execution-vulnerabilities-macos
https://www.securityweek.com/apple-patches-tens-code-execution-vulnerabilities-macos
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* APT BZ =B B LIS ¥ macOS #PFIEEERS 5 ENINEE

EZMEEIR—tEE APT BZZEREA
APT BZ12E 8
LU macOS

erEswe  FEANRPABSWERETE - FIHRB
HEHHR

2EHY Word 18 ERFIESHE - BUER

macOS AR R EFIEE IS FAEY
EEH -

BB - HarsiE—itE APT EREEABNEM BRI
WETE ; RRENRBEN Word EXRT1E<E - EEEEF macOS A
FPZEEMBREIRE  BIEHENL RS RENETE -

BRARENEZMRABERSFIEL - ZATEHENERIIBEE -
Z1RFE L —1E Microsoft Word 1£% - (B E L2 —E&H zip BAENZIE
ZHRE ; EEZEENERTRE—LREF I - DB ELEREHhEEE
EON =R

AP MREEEEREL Word 18 - BER_EZ#1T—F shell script f5<
0, ERESHE NERENEREIRE - WHBEMWEREM - WalE B M
BRUABREH ; REZSEMRFPHN macOS 2P LEREFIBEEIR - B31&
AR EEM LEEREEMBNEHIERS  BRERES - BehiE—
RIBZIS T -

il

BEARNR  REEERUREEHRENERNBRHE  DRERTFEHHE
XIRE - ZREWEBOBEHEEZN APT ZEE 2 APT32 (XN&
OceanlLotus ) BFf ; =ZEEH 2020 FE K EIRHEFFENTRAY Covid-19
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THEAE -
BERNRTEFEERAE  AZRMRHRTENHTESR - BhlZE
PNRBEEEZEERRRENNEEE  BINRASNEZABIIR - B
BEIER ARG - WEINNRE X ERE

o ERIR :
1. https://www.trendmicro.com/en_us/research/20/k/new-macos-backdoor-

connected-to-oceanlotus-surfaces.html

2. https://www.securityweek.com/vietnam-linked-cyberspies-use-new-macos-

backdoor-attacks


https://www.trendmicro.com/en_us/research/20/k/new-macos-backdoor-connected-to-oceanlotus-surfaces.html
https://www.trendmicro.com/en_us/research/20/k/new-macos-backdoor-connected-to-oceanlotus-surfaces.html
https://www.securityweek.com/vietnam-linked-cyberspies-use-new-macos-backdoor-attacks
https://www.securityweek.com/vietnam-linked-cyberspies-use-new-macos-backdoor-attacks
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2.4.3 ~ EBBIEZE Amazon S3 B public bucket URL # A F8

HiBIEE
Amazon S3 HY
public bucket URL

i ¥NE

TWCERT/CC

TWCERT/CC (I H#ZEIEE - #:8IU&E 2 Amazon Simple Storage
Service(Amazon S3)J public bucket URL E# AR GitHub -

Amazon S3 B — B EInfE TR - BEERKEMNERS - HERIEE -
Amazon S3 #FAERTE public bucket - BIEZ2FE B URL 78 & - AR
BEENBEIREZEAOALTEB URL NHIER - ERERBTBESURNEAR
FER - HFED]ER hitp://[bucket_name].s3.amazonaws.com/<Key>#¥i g
B Key FIERETT ME -

https: i S3.amazonaws.com
https:// s3.amazonaws.com
https:// ~.s3.amazonaws.com
https://z3= "7 =" @w.s3.amazonaws.com
https://>>33uad .S$3.amazonaws.com
https:/, .S3.amazonaws.com
https:// .S3.amazonaws.com
https:/ S3.amazonaws.com
https:/ = .S3.amazonaws.com
https:/, 1.S3.amazonaws.com
https:/, .S3.amazonaws.com
https:, .S3.amazonaws.com
https:/'~~77* .$3.amazonaws.com
https:,, 1.+ - t.amazonaws.com

https: .S3.amazonaws.com
https: . = . W .s3.amazonaws.com




wCer tCC

-<ListBucketResult>
<Name>" s </Name>
<Prefix/>
<Marker/>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
-<Contents>
<Key» =/Key>
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<LastModified>2016-11-27T02:45:05.000Z</LastModified>

<ETag>'m
<Size>0</Size>

"</ETag>

<StorageClass>STANDARD</StorageClass>

</Contents>
-<Contents>
<Key>EMS TN INR/Key>

<LastModified>2014-07-23T19:17:38.000Z</LastModified>

<ETag>'-’ "ndn Ml a"ww
<Size>146</Size>

*"</ETag>

<StorageClass>STANDARD</StorageClass>

</Contents>
-<Contents>
<Key>uyw w m =gm

<LastModIﬂed>20;4-07-23T1 9:17:47.000Z</LastModified>

<ETag>"( - noew
<Riras>2?Rc/Kira>

e"</ETag>

o EEfalf

1.f8cZ AWS Identity and Access Management ( IAM ) Policy 2R RIS

BRHR -

2. 1Bz ELIZE |E Amazon S3 A& -

o ERIIR :
1. https://aws.amazon.com/tw/s3/faqs/

2. https://aws.amazon.com/tw/premiumsupport/knowledge-center/secure-s3-

resources/


https://aws.amazon.com/tw/s3/faqs/
https://aws.amazon.com/tw/premiumsupport/knowledge-center/secure-s3-resources/
https://aws.amazon.com/tw/premiumsupport/knowledge-center/secure-s3-resources/
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2.4.4 ~ Canon BEIENBINE - BniEHE

TWCERT/CC

Canon EF§HEEMHRE
B ESIHIER

- ~— Canon EXBMS AT - RSHE

_ FhEIHERE - c HES &

4 3
il -

. 2

FENEHS -

%

EICEBEBRBREMAM Canon - EEXBDRATRSFFPEREEL
L HAEHAEFEERERS -

Canon EEMRTRR - ZASRAEFEBAER GRS - RSETH
20 HZ 8 H6 HZME  BRIARERERNAERH ; Canon RSE 11 HER
NERE - BIRZASIE 2005 3 2020 FENE LT ERIES -

WBENETERD  GSZREERMU - IS TZL22HE - BR
SEHS - BT - BRI FIRE - BUUERORR - LREHSF -

ZERARETE Canon BT @ IEIEETXBMHBRE ANERE

#2R Canon WA HBARPZEWEMENME - DIKHEZ ISR RE
% - BEAISFLEFR Maze ZRELE - BES T 8 HREBEBERA
Canon A8 - WHERH LA 74 2.5GB WEI D FBFEREA ; EHLEA
BHEEZARSERNER 5%

7 8 H Canon BRI ERS - Canon RIEN 72 ¥ 9N 8L B 4815 LEARFSER
HZX - BRAHENEPFRZACERRBHUTZEEERIRRMES - B
WARINE -



Q woertoe SEERARAREEERAD D
i T T e ot T e T
Canon EHAIZEWERTEL - ZEosEEMNAEHBESHNELE
B ETZIEER - AIUARR A ENAKE - FIAELEER - Z5K(EHR!
ETRHEEZEE - A2HFRBREGIFAUABEE  SRZEZEIRAED
RERPHRGES -

o ERIIR :
1. https://www.usa.canon.com/internet/portal/us/home/explore/securityincident

2. https://www.bankinfosecurity.com/canon-ransomware-attack-exposed-employee-
data-a-15476

3. https://www.databreachtoday.com/maze-reportedly-posts-exfiltrated-canon-usa-
data-a-14813?


https://www.usa.canon.com/internet/portal/us/home/explore/securityincident
https://www.bankinfosecurity.com/canon-ransomware-attack-exposed-employee-data-a-15476
https://www.bankinfosecurity.com/canon-ransomware-attack-exposed-employee-data-a-15476
https://www.databreachtoday.com/maze-reportedly-posts-exfiltrated-canon-usa-data-a-14813
https://www.databreachtoday.com/maze-reportedly-posts-exfiltrated-canon-usa-data-a-14813

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

- BEZME FireEye A5 MERIEINE - NBERAREBRKZF

5% %I sé » EE . e ) .
El%‘@’z}f EIKHMBEL KR FireEye thEEX

TWCERT/CC 1}215%]&% ’ EQ/A\;_.IWG\EIQ %_.I-

AEFH EBIRAIZFT -

EIKHNBELAM FireEye - THRRELZBR - HHZADTHRTER
RERKE ; ARRBFANEREARINS - Z R BUBEBIEERS
B RAISHF

FireEye RSP iEL - 2 ATRIRBIEREEREAR - BEEZAT
NESFLERRZ IR IR "AL , AL RBERNE - WEAEEFELZY

SR JERABAE LE ; FireEye IEH B AR RIELET BWAEEH
2R RIS -

SRt H FireEye R E - EIISEE ¥ FireEye AEIRISTE R REN W

£ SEENSFEER - 1 HE B E FireEye EEBINEREITEZZEM
BAERM ; FireEye 15t - HRRAHRIIELEERNEBNIRSR | —LE&Z TN

BEZ[£1HR metadata EfEEFPABAER - I ARKEESRKNEBRETF
HY -

FireEye 5 R TEK Kevin Mandia ZEOEBFEEGRHNE ST
i ZABRBEERWNBERNFA TR - MEKBT) EREEREH
T/ - BAURRRKE  ZoRILRANBESRURERERXRE
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N HE -

H80 FireEye FEREAMITHES - HRATSFRELRLES
7 -

o FERIKIR :
1. https://www.fireeye.com/blog/products-and-services/2020/12/fireeye-shares-

details-of-recent-cyber-attack-actions-to-protect-community.html

2. https://www.sec.gov/ix?doc=/Archives/edgar/data/1370880/000137088020000037
/feye-20201208.htm

3. https://www.bleepingcomputer.com/news/security/fireeye-reveals-that-it-was-

hacked-by-a-nation-state-apt-group/


https://www.fireeye.com/blog/products-and-services/2020/12/fireeye-shares-details-of-recent-cyber-attack-actions-to-protect-community.html
https://www.fireeye.com/blog/products-and-services/2020/12/fireeye-shares-details-of-recent-cyber-attack-actions-to-protect-community.html
https://www.sec.gov/ix?doc=/Archives/edgar/data/1370880/000137088020000037/feye-20201208.htm
https://www.sec.gov/ix?doc=/Archives/edgar/data/1370880/000137088020000037/feye-20201208.htm
https://www.bleepingcomputer.com/news/security/fireeye-reveals-that-it-was-hacked-by-a-nation-state-apt-group/
https://www.bleepingcomputer.com/news/security/fireeye-reveals-that-it-was-hacked-by-a-nation-state-apt-group/

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

2.4.6 ~ FireEye * {#XE GoDaddy & 71¥1#1 SolarWinds & P92

- REMEAOARERREGHEN

TWCERT/CC

SolarWinds &P E{TE) - FireEye -
fWEREL GoDaddy Bt S #EZR - H[E]¥d
MZNETEH  BREERWER

ZIE o

Wi

=
lI‘E

AT RS B B EE BT B8RV SolarWinds & P5IXE1T&) " Sunburst, -
FireEye - & 81 GoDaddy HE IS 1TEALE - KBS LATWAPEER -

BEFEEZEE BleepingComputer #3815 - FireEye TEHRI A% ¥ —
fARAN Sunburst WEITEIR DTS - IS PERMESE Sunburst 10T R
HERWEFZETEERRBNEA - UAHEFANEFSR ; REWEL
Sunburst A1 7 —a 2 HIERES - AUERREERNES - WIERISEIAR
FEANZERE -

Az SRR AL 7 2@ IP A - —BEfERREIEERBEEL P
WEEELR - B UBMEILREEN IP EEPBEEENEE -

12 B 15 H - &% %8 GoDaddy RUHEN b - :Z % @ A= ARV 4
BRI EAREES - RISFELE IP BEIMEERIR P, EESH
MBUEREEH AR EREEIEERVEN - WHETE-—DNNT - B
BE LE 5% B R AR A3 —

of
R
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A48 FireEye th 3R/~ - B NEBITEIREH APT EZ2{SE %2 Cozy Bear -

R R HEAFITEHLERE - LERMZEMNKNEREERER - DIE
BEHIBIEARBHNRE RS

o ERIIR :
1. https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-
solarwinds-supply-chain-compromises-with-sunburst-backdoor.html

2. https://krebsonsecurity.com/2020/12/malicious-domain-in-solarwinds-hack-

turned-into-killswitch/

3. https://www.bleepingcomputer.com/news/security/fireeye-microsoft-create-kill-
switch-for-solarwinds-backdoor/


https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
https://krebsonsecurity.com/2020/12/malicious-domain-in-solarwinds-hack-turned-into-killswitch/
https://krebsonsecurity.com/2020/12/malicious-domain-in-solarwinds-hack-turned-into-killswitch/
https://www.bleepingcomputer.com/news/security/fireeye-microsoft-create-kill-switch-for-solarwinds-backdoor/
https://www.bleepingcomputer.com/news/security/fireeye-microsoft-create-kill-switch-for-solarwinds-backdoor/
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»o  Spotify BESE S potity

SENVREE ¢ o o
\ 1\\%% ﬁ%ﬁa&zﬁﬁ/)' / MPMHAE - HEAERNSBER

It )

RN B SEART5 KRR Spotify HRISR A BRI AE AP - SHERAEARY
EHBEE - BEMRENER , RRAZSZATBEREEMINRSH -

5B BEWMREMESN,; REZE

Ly
@ ZASIBEREENINEEH -

Spotify 754 SEE RS Email DIsE - ZADRENNHBEE
B SRR AT RESEKY BRI EREL - EBA RN
Email - B - FIERENERSHE - 45 - BERBSEALR -

Spotify 5t - £ 11 B 12 HIF - A RIRERFAPHRERE - S
o APMNIREEMENBEGZASNEES =S5 K | &S HR
ZERINTERE BS54 B9 HE  FERBEEN 1M B 12HLE - &
ECEBMULE -

Spotify i - ZAEBEEBIEERZFIER - MEBLEREARSEZ=T51F
KHENERHIEBEING ; 1M Spotify B 7 KW EBERHHRFEREN
Sh - BRBAFPURBEERNEAEN ( EARR Email 2245 ) £HEH
RS AR TSI - B —HEMEN - LRESABENINE O REERNERZE
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Q woertoe P T TR T E TN
i T T e ot T e T
E I - Spotfy dI2RERERFZISWE ; FL1E Spotify #HINEHEBERE R
INBEMREHR - AR —(ERS " Daniel s NEEREFEIE Spotify IHA
AMPRFEENSH - AT EEBREEFN BEREIRSHNEMRTS
REEAEM - BUEANLBEAERGIEGEIOS G -

o ERIKIR :
1. https://oag.ca.gov/system/files/Copy%200f%20Spotify%20Breach%20Notice%20
Letter%20%28CALIFORNIA%29.DOCX _.pdf

2. https://threatpost.com/spotify-changes-passwords-data-breach/162256/

3. https://portswigger.net/daily-swig/spotify-security-vulnerability-exposed-personal-

data-to-business-partners


https://oag.ca.gov/system/files/Copy%20of%20Spotify%20Breach%20Notice%20Letter%20%28CALIFORNIA%29.DOCX_.pdf
https://oag.ca.gov/system/files/Copy%20of%20Spotify%20Breach%20Notice%20Letter%20%28CALIFORNIA%29.DOCX_.pdf
https://threatpost.com/spotify-changes-passwords-data-breach/162256/
https://portswigger.net/daily-swig/spotify-security-vulnerability-exposed-personal-data-to-business-partners
https://portswigger.net/daily-swig/spotify-security-vulnerability-exposed-personal-data-to-business-partners
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2.4.8 ~ LS KRE(RIZ AT Shirbit BENEEISINE

Ues KB RIEAT) Shirbit RAR

ERZIRE S REHIBINE - KB
= 200 MECHSE -

e s KBRIRAE] Shirbit RAFYEREELE "&F 1 (Black
Shadow ) SBENEIE - TKEISE 200 MWELHFE -

BEBE L E S The Jerusalem Post #jZ - Black Shadow —F %A
FER 50 HMEL4&EE - 1B Shirbit R BAEREREMNRE 2 AT - Black
Shadow B#EH "E75 4 Telegram EEDPE® - BB FAERIUE - BRFAT

HNZZEERBBEOER -

£ Shirbit B AFBRVEIDERIS - REFESZ AT ELEBRENEEE
Al BIRERIBR Shirbit ANEE - BLEERIKE?

BEUIZES Channel 12 Israel 154 - BERAEZESHNAIBITEN - 37
AEESHEAHUINIRANRREENRR - BRFREIINEB N ZHHRZIEE
A ANNR ; AEREENTRE - $URERNEREEZ/RE Shirbit ©

Shirbit NS EHINTRBRT - RBRITMUEERES ARV - £
RN ERT AMEARZATIRENER ; 22T ATENERE
7 BertiisBEk o REEUETRERE -



BEERARGHREREHEP L

m Taiwan Computer Emergency Response Team / Coordination Center
==V IN N .
o ERIKIR :

1. https://www.jpost.com/israel-news/shirbit-hackers-demand-almost-1-million-in-
ransom-money-to-stop-leaks-650995

2. https://mundo.sputniknews.com/seguridad/202012041093722764-hackers-

publican-informacion-personal-de-asegurados-israelies-tras-impago-de-rescate/

3. https://news.bitcoin.com/black-shadow-hackers-demand-200-btc-ransom-from-

israeli-insurance-giant-shirbit/


https://www.jpost.com/israel-news/shirbit-hackers-demand-almost-1-million-in-ransom-money-to-stop-leaks-650995
https://www.jpost.com/israel-news/shirbit-hackers-demand-almost-1-million-in-ransom-money-to-stop-leaks-650995
https://mundo.sputniknews.com/seguridad/202012041093722764-hackers-publican-informacion-personal-de-asegurados-israelies-tras-impago-de-rescate/
https://mundo.sputniknews.com/seguridad/202012041093722764-hackers-publican-informacion-personal-de-asegurados-israelies-tras-impago-de-rescate/
https://news.bitcoin.com/black-shadow-hackers-demand-200-btc-ransom-from-israeli-insurance-giant-shirbit/
https://news.bitcoin.com/black-shadow-hackers-demand-200-btc-ransom-from-israeli-insurance-giant-shirbit/
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CVW ZzH - RILESERARRERF - aBEREEER -

o HRIKIR :
1. https://lwww.bleepingcomputer.com/news/security/ransomware-gang-says-they-

stole-2-million-credit-cards-from-e-land/

2. https://www.bleepingcomputer.com/news/security/ransomware-forces-e-land-

south-korean-retail-giant-to-close-stores/

3. https://www.elandretail.com/service/customer_center_03.do?bbsID=380002&boar
dID=BID00000000000000377


https://www.bleepingcomputer.com/news/security/ransomware-gang-says-they-stole-2-million-credit-cards-from-e-land/
https://www.bleepingcomputer.com/news/security/ransomware-gang-says-they-stole-2-million-credit-cards-from-e-land/
https://www.bleepingcomputer.com/news/security/ransomware-forces-e-land-south-korean-retail-giant-to-close-stores/
https://www.bleepingcomputer.com/news/security/ransomware-forces-e-land-south-korean-retail-giant-to-close-stores/
https://www.elandretail.com/service/customer_center_03.do?bbsID=380002&boardID=BID00000000000000377
https://www.elandretail.com/service/customer_center_03.do?bbsID=380002&boardID=BID00000000000000377
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BELZEREIE RTA TERAKE
HEHEHREIR

RTA T AR 7o 45| o B B2 s o=

B EE TR HEEfl e AR EELRE

O ENREENBTERIEZET
E

BEZME Claroty I FHEZIMAAE - HRRRMARS - f5LEET
X B KM Real-Time Automation 235 T#H 0 XK+
499ES - EEFBEFE—EARENELRD - Ko SHNZEERKKIERE
Rt ER TEFEIEHI R4 -

RTA 499ES R ~EZFEANRZELIMW BB LS ERE 2P - Claroty
MIRSEL - ZRE o EZEE %8 DoS WE - EEXERELEER T aLURR
HATESRE 0 -

= 18R CVE #R3%% CVE-2020-25159 - H CVSS BREEFNE
o (CRmA% 107 ) - FABTE 2020 & 11 B 21 HZAIRTH RTA
499ES EtherNet/IP AJF RIRISHEE RN 2.28 AINEMAE - BFAEERE
R
HRFEAER I EZABARTNHERES  EEELEERRTLER
( Cybersecurity and Infrastructure Security Agency ) 145 Rl B HELE
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FRZA - ERRoERRFERILEBERBIRERANEEE LAK  SESE
EXMENSHEEEIRE  LURRREEBZBINPEE B E -

® CVE #@5% : CVE-2020-25159

o SEEM/INRAK : FiAT 2020 £ 11 B 21 H ZEi% 178 RTA 499ES
EtherNet/IP A8i& KIRISIEE IR A 2.28 BINERAK

o MRAGE:
1. EEF[EABEBPIIENE RTA 499ES A& ERUIEFIEEEFH AR B RFThR AN 2.28 -

2. BEBRGANEFEERRE HReERlRARRENRERARERE LHE -

k=111

o FRIKIR :
1.  https://www.claroty.com/2020/11/17/blog-research-rta-enip-stack-vulnerability/

2. https://us-cert.cisa.gov/ics/advisories/icsa-20-324-03

3. https://securityaffairs.co/wordpress/111646/ics-scada/automation-systems-opens-
flaw.html


https://www.claroty.com/2020/11/17/blog-research-rta-enip-stack-vulnerability/
https://us-cert.cisa.gov/ics/advisories/icsa-20-324-03
https://securityaffairs.co/wordpress/111646/ics-scada/automation-systems-opens-flaw.html
https://securityaffairs.co/wordpress/111646/ics-scada/automation-systems-opens-flaw.html

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

2.5.2 ~ Dell Wyse Thin Clients OB Z R ER S A G

L5k

% TWCERT/CC
" .
Dell Wyse Thin

ClientsH & L&A
R R ER TR

Dell :}T881E% 7 M{EREARS Dell Wyse Thin Clients WEZJ&ME - Dell
Wyse Thin Clients @ —1@E & RAREZREREEN/NEZE - BEZME
CyberMDX 37K - BERAEF/SHNEEZ RN ITEEREINE - FEEREL
PRENXHEREE -

EMEREM CVSS mlEEME D94 10 CRD 10 77) -
% —{&3% 8 (CVE-2020-29491) 2 Wyse Thin Clients 33%% FTP EAR
FRETERE  WARETEDRSE  FREEOJUIGEINEMEEARESR
TE °
CyberMDX "'~ - #EREREREZEREIFESTS  WEBEEEEES
FTP i B i B RIAHRERR B8 BRI FTP GARE: - lE—olsEfEIE B A2
BBEDERE BFTP EEEZR - BRERXEBER N - BoBREINEE2 W
FARY -

u
Crrr";

fI'IT
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Wyse Thin Clients s & ZEEAREREN.ini EBEDPHARAERSE -
ETHEEMNASEE  WBEOEILini BRABURAGKEESEH £
EEMNE - FIURBEIRIEEESE ( Virtual Network Computing, VNC ) X
HEITRIZES - BEERRRERES -

FTBEEF ThinOS 8.x X EEMZAR Wyse Thin Clients 198X 2|F £ -
Dell B#ETIEWH - ERAZEEIRER ThinOS ERA 9.x DI E - IRZHE
E¥T ThinOS ERA 9.x - ZZFAE FTP EReS - WIRAHEMEREIRS
=

® CVE #R5% : CVE-2020-29491 * CVE-2020-29492
o XEEMMAK : A ThinOS 8.x X EEIRZAH Wyse Thin Clients -
o FERAE . BWMERMRA -

o ERIIR :
1. https://www.cybermdx.com/vulnerability-research-disclosures/dell-wyse-thin-

client-vulnerability

2. https://threatpost.com/critical-bugs-dell-wyse-thin-clients/162452/


https://www.cybermdx.com/vulnerability-research-disclosures/dell-wyse-thin-client-vulnerability
https://www.cybermdx.com/vulnerability-research-disclosures/dell-wyse-thin-client-vulnerability
https://threatpost.com/critical-bugs-dell-wyse-thin-clients/162452/
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' FIKITH BIE 220 &EHY PlayStation
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fEfRes ; ZEETANA AGL ELEAREHENEL - FATENER
JavaScript 208 - B4 AGL A ZEH¥ER URL ETLENRE -
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o FEEMIMAK : BITH Windows 7.1 SP1 B21€4E Windows hRZ4<HJ PS Now

11.0.2 BEEREERR A
o MRTE B EERMARA PS Now

o ERIR :
1. https://hackerone.com/reports/873614

2.  https://twitter.com/CryptoGangsta/status/1334944816375812096

3. https://www.bleepingcomputer.com/news/security/playstation-now-bugs-let-sites-

run-malicious-code-on-windows-pcs/


https://hackerone.com/reports/873614
https://twitter.com/CryptoGangsta/status/1334944816375812096
https://www.bleepingcomputer.com/news/security/playstation-now-bugs-let-sites-run-malicious-code-on-windows-pcs/
https://www.bleepingcomputer.com/news/security/playstation-now-bugs-let-sites-run-malicious-code-on-windows-pcs/
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D
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ZEH VMware I EmFamAEP - AR FASERKNENER -

=t TRR S Er E mEE VMware Workspace One Access Linux b
20.10 £ 20.01 ~ VMware Identity Manager Linux i 3.3.1 2 3.3.3 *
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WERITIBE °

CVE #m5% : CVE-2020-4006
T EEm/RA

VMware Workspace One Access Linux kR 20.10 &2 20.01
VMware Identity Manager Linux A 3.3.1 £ 3.3.3

VMware Identity Manager Connector Linux ik 3.3.1 2 3.3.2
VMware Identity Manager Connector Windows ki 3.3.1 %l 3.3.3

R E . FHZE VMware IRENE S BEZRBE LR

H

ERARIR
1. https://kb.vmware.com/s/article/81754

2. https://www.vmware.com/security/advisories/VVMSA-2020-0027.html

3. https://threatpost.com/vmware-fix-critical-zero-day-bug/161896/


https://kb.vmware.com/s/article/81754
https://www.vmware.com/security/advisories/VMSA-2020-0027.html
https://threatpost.com/vmware-fix-critical-zero-day-bug/161896/
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B1TEA - SEERAEEHEEEZ 7RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HHIEE 2021 1 A 10 H

#miE . MEB ~ JIZCHE - B

AR#5EE5E - 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

EEFB ¢ http://tweert.pixnet.net/blog

Facebook f#4ZE & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @ TWCERTCC




