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1. https://www.virusbulletin.com/conference/vb2020/abstracts/xdspy-stealing-

government-secrets-2011/
2. https://cert.by/?p=1458

3. https://www.zdnet.com/article/eset-discovers-a-rare-apt-that-stayed-undetected-

for-nine-years/


https://www.virusbulletin.com/conference/vb2020/abstracts/xdspy-stealing-government-secrets-2011/
https://www.virusbulletin.com/conference/vb2020/abstracts/xdspy-stealing-government-secrets-2011/
https://cert.by/?p=1458
https://www.zdnet.com/article/eset-discovers-a-rare-apt-that-stayed-undetected-for-nine-years/
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1.

https://www.gnap.com/zh-
tw/news/2020/%E5%85%B1%E5%90%8C%E5%B0%8D%E6%8A%97-
agelockergnap-
%E5%91%BC%E7%B1%B2%E7%94%A8%E6%88%B6%E9%80%B2%E8%AL
%8C%E7%B3%BB%E7%B5%B1%E6%9B%B4%E6%96%B0%E4%B8%A6%E
7%B6%ADY%E6%8C%81%E8%89%AF%ES%A5%BD%E4%BDY%BF%E7%94
%A8%E7%BF%92%E6%85%A3

https://www.bleepingcomputer.com/news/security/agelocker-ransomware-targets-

gnap-nas-devices-steals-data/
https://portal.cert.tanet.edu.tw/docs/pdf/2020092303095959489195257290368.pdf

https://www.gnap.com/zh-tw/how-to/fag/article/%E6%8F%90%E5%8D%87-nas-
%E5%AEY%89%E5%85%A8%E6%80%A7%E7%9IA%84%EE6%9C%80%E4%B
D%B3%E5%81%9A%E6%B3%95%E7%82%BA%E4%BD%95
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MZ )
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T

7.900

Microsoft Visual C# v7.0 / Basic NET
FF 25 00 20 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00!

Ox5F7822A4 (Sat Oct 03 15:05.08 2020 - UTC)
n/a

empty

n/s

empty
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QNAP 5HR - ERH P2 NAS A Z28E % Active Directory #J domain
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£ QNAP BEMELBHIPIEL - MEERB YA Zerologon
( CVE-2020-1472 ) mBEZRE - T HIREZ A SIS0 NAS HIE R/
QTS EERA P EHMAMBN F 24 ; BEAUBMEHZIRE - TIEEH
FEAMUKBAMELRERS  RABSHTER  EhITEEER
5 - B %35 QNAP NAS ZNEENT I B A SR 4E S P A EL 78 5

1# ONAP SR EBEZBWMIEL - ZRMEAPEARZILLN QTS IR :

QTS 4.5.1.1456 build 20201015 E2 &8 #f fr A<
QTS 4.4.3.1439 build 20200925 E2 &8 #f hr A<
QTS 4.3.6.1446 Build 20200929 £2 88 Ff kit 7~
QTS 4.3.4.1463 build 20201006 E2 &8 #f hr A<



SEEREREHREEERRE DL

' ! m Taiwan Computer Emergency Response Team / Coordination Center

® QTS 4.3.3.1432 build 20201006 &2 & #f ik A&
8 QNAP NAS SRERRF - FEIBIEE QTS RAW AR E&FTAR -

VR EEBRZEHAIAIERE -

o HRIKIR :
1. https://www.gnap.com/zh-tw/security-advisory/gsa-20-07

2. https://securityaffairs.co/wordpress/109859/iot/gnap-zerologon-flaw.html

3. https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
1472


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1472
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1472
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NEFAERETOEE  RAECHEMIRUEREZ RN ; HPTEZX
EHREEELRERT  ENReREERHNEZRERE -
FBI {REE PR A EIREES BRI E TR LIFRIAR P - FERIIERL B BIREE Wi-
Fi AEETHRHE  MRBIBECHREBLTRERAEE - KaBEO3
HMAR - i8R0 ERAB1THRE - FERHAEARZBITHRE - Bt
BERIE - B RIRFEAVBHEER - SMEEREFNEL Email I - SiR/ROIEEE

= -

o ERIIR :
1. https://lwww.ic3.gov/media/2020/201006.aspx

2. https://www.techrepublic.com/article/wi-fi-security-fbi-warns-of-risks-of-using-

wireless-hotel-networks/


https://www.ic3.gov/media/2020/201006.aspx
https://www.techrepublic.com/article/wi-fi-security-fbi-warns-of-risks-of-using-wireless-hotel-networks/
https://www.techrepublic.com/article/wi-fi-security-fbi-warns-of-risks-of-using-wireless-hotel-networks/
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BEZIEFE CyberScoop L - TEMP.Isotope B 1E 2019 FRF N E S HE
EE . WEHEMNEEZENEERER BRI E - 2EBZIERRMN APT
BZIZERS ; UL CISA B FBI Wi RlR HEA ZE AR EEINIE B - W
ERAAREPWENETEHR - UME T RNEBAEERZERFE -

o ERIIR :
1. https://us-cert.cisa.gov/ncas/alerts/aa20-296a

2. https://www.zdnet.com/article/fbi-cisa-russian-hackers-breached-us-government-

networks-exfiltrated-data/

3. https://www.cyberscoop.com/temp-isotope-russia-cisa-election-security/


https://us-cert.cisa.gov/ncas/alerts/aa20-296a
https://www.zdnet.com/article/fbi-cisa-russian-hackers-breached-us-government-networks-exfiltrated-data/
https://www.zdnet.com/article/fbi-cisa-russian-hackers-breached-us-government-networks-exfiltrated-data/
https://www.cyberscoop.com/temp-isotope-russia-cisa-election-security/
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3.2.2 ~ EEIME T EREMERAT] - FIFFAIGER TrickBot {EREA S
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¥ i T - BERATIE - B
 HBE A BRBEANERSE B

TrickBot - HISSE & B =BIARERN

EEIERHERE N A B FE S 2 E0 ( US Cyber Command ) EAFHERAT] -
IMHAR RS H B H N EIREARIERAE TrickBot - HISE §t+ ¥ 2B A2

BAEEBEMEZNZHESEL  SEASSS I ERIEFETENE
B - S ATER BLRREE(E TrickBot EEANEE - MERHISSEHZEIEANER
MR R EARTIRAE S - DURRIE TrickBot 12 e 48 ES 29 BN 22 A0 2020 SFEE 42
AR IER BRI -

BEEAEEH T\ AR EEEAILS < E SIS E Paul Nakasone Z1THIE
E£%Eh1EE - Paul Nakasone 22 & H i m HIZZ IR 2020 FE=BIARH KNERES
ZZ|REESETMERRER -

MB AT ABEREELTBEEHNEIZRZ Tom Burt R~ « 2 ASIEH £
TrickBot EFRABHIKEITE) - IRIN—RIIPHEREFAFEE - DIRE TrickBot
ERMAENEEEART - RS TrickBot EREAIK X EN$HEIERAE

MEERTN - ZABRBRES B2t FARNREARK - HinEREE

1% Trickbot 1B'% FIZREBEARTNESERANTEEE - KPWEL S
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&R - Fo Trickbot 2 Fe 48 B8 A LA EE 5k i < RO I B AR 23 P e IP Y2 ANLASY

i IER I EEEHIERENEREZEENERRZE -

TrickBot RERIRZEEEE - £ERELERGERR - UUEIFBEREE

o BN EEREREES -

o ERIIR :
1. https://www.washingtonpost.com/national-security/cyber-command-trickbot-
disrupt/2020/10/09/19587aae-0a32-11eb-a166-dc429b380d10_story.html

2. https://www.cyberscoop.com/trickbot-takedown-cyber-command-microsoft/

3. https://blogs.microsoft.com/on-the-issues/2020/10/12/trickbot-ransomware-

cyberthreat-us-elections/


https://www.washingtonpost.com/national-security/cyber-command-trickbot-disrupt/2020/10/09/19587aae-0a32-11eb-a166-dc429b380d10_story.html
https://www.washingtonpost.com/national-security/cyber-command-trickbot-disrupt/2020/10/09/19587aae-0a32-11eb-a166-dc429b380d10_story.html
https://www.cyberscoop.com/trickbot-takedown-cyber-command-microsoft/
https://blogs.microsoft.com/on-the-issues/2020/10/12/trickbot-ransomware-cyberthreat-us-elections/
https://blogs.microsoft.com/on-the-issues/2020/10/12/trickbot-ransomware-cyberthreat-us-elections/
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TWCERT/CC

EEEFEE T REEREREEAEZ S0 L ( Elections
Infrastructure Information Sharing and Analysis Center, EI-ISAC ) 5 - &5
HNEFAE  OBEIAREDR Email NE ; ERESIRR  WEE
o RERER EMHNRFEAREERE TF -

BEAGERBREEEY - L5 55 A BREIEE Email
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£E
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7k o
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o ERIIR :
1. https://lwww.wsj.com/articles/election-officials-warn-of-widespread-suspicious-
email-campaign-11603762090
2.

https://thehill.com/policy/cybersecurity/522892-election-officials-say-theyre-
getting-suspicious-emails-that-may-part-of


https://www.wsj.com/articles/election-officials-warn-of-widespread-suspicious-email-campaign-11603762090
https://www.wsj.com/articles/election-officials-warn-of-widespread-suspicious-email-campaign-11603762090
https://thehill.com/policy/cybersecurity/522892-election-officials-say-theyre-getting-suspicious-emails-that-may-part-of
https://thehill.com/policy/cybersecurity/522892-election-officials-say-theyre-getting-suspicious-emails-that-may-part-of
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M smapRn

#E VigEE

: Copai Launvania
= English

Tilrkee
sy

BRI

BT

Dy =IE
Link Previews: How LINE

leaks IP addresses of users ...

LELE
This video shows two critical
security bugs in LINE that allo.

B SeRuEEnes, SImED

o EHIITE :
1. https://lwww.mysk.blog/2020/10/25/link-previews/

2. https://www.youtube.com/watch?v=2qY8zT_XxjvY

3. https://www.youtube.com/watch?v=lyTxNHy1WdO0


https://www.mysk.blog/2020/10/25/link-previews/
https://www.youtube.com/watch?v=2qY8zT_xjvY
https://www.youtube.com/watch?v=IyTxNHy1Wd0
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RS ER Google BEHBIE =7 Android &
EEZmAEBELERER - IR

RHAPIE  UleERERESE

RELELZEMRESHER -

Google & #THEE Android Partner Vulnerability Initiative ( APVI ) - &t
¥13F Google B % Pixel 25| F A5 =75 Android REE L R0 HERE
W, EEFENAR  R7ETAPIZURHNEZERI  THERER
EMBRRELELEMEGEDN - FEHNMREE Android £EBNZ E
M o

HESRFE Google #EH APVI BIEDER ASEH - F F BiEE KRB P LR
M= mEHEE (B ERERRER - BAEMNINE - App BEZERFHUE
PBR=5 ) - 1B APVI W bug list BES - RIBIH 7T BEF/\RLUEREIRINE =
73 Android RiISEH XN SEEE ;| B LABNMBEREESR - OPPO
Vivo * ZTE ~ Transsion * Meizu - Digitime + Mediatek & -

ESFHETE 2019 \BHRER " REERENE=FERNE D, BE
OPPO # Vivo BINR AT 12 B #1123 sideloading 78 - Mediatek RIIZESF
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BEMARENLEMEREEFE | ABESROUENESEE -

S AR ERIFTRIEAIA Meizu B Android 4% Ul fEA http RNINE 7 E 5
ABRERRETCHERIRE - LUK Digitime FH R MRFEINERIRE -

Google &7~ - BERBERBIHEBBHNSHE=—NEEM - ZEZTZME
~F ; Google HELIEMEA I - MEFFE=7TME EHEKE WS RERY
#E - AR/HFZ Android 5= EENAREMNELZRBIEFEFIFRE
18 BERASTERBERABHELER -

o ERIIR :
1. https://www.engadget.com/google-android-partner-vulnerability-initiative-
173252320.html

2. https://security.googleblog.com/2020/10/announcing-launch-of-android-

partner.html

3. https://bugs.chromium.org/p/apvi/issues/list?q=&can=1


https://www.engadget.com/google-android-partner-vulnerability-initiative-173252320.html
https://www.engadget.com/google-android-partner-vulnerability-initiative-173252320.html
https://security.googleblog.com/2020/10/announcing-launch-of-android-partner.html
https://security.googleblog.com/2020/10/announcing-launch-of-android-partner.html
https://bugs.chromium.org/p/apvi/issues/list?q=&can=1
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Cyble mEZEAZ BleepingComputer 157 - %A S 383K —HLEEZAKE Nitro 22
SINEFEYHERNE  EEALSEML  HENBEERENNSELITB Z
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1Z BleepingCompture & - E— AMER I EERBAILIEA N RE - £

ZEHSZ 80,000 E7T - Cyble SREERBETHWEERSE - BB LtTEER

EER . 81 Email #3lt - SR - berypt HEZRE - BE - A1 - IP

it E R HREE



Q woertoe SEERARAREEERAD D
Taiwan Compnter Eimergeacy Response Teatn / Coordination Center
15 Cyble #stied - EERIEF - B Amazon ASIPFIERIRIREMZ
£ 5,442 {& - Google 1 Microsoft 8 =T %1 - Apple 5 584 {& ; 2 WA
HREZHEADTEERITERS - 8T 14 BH - Google B Z=—8%EAXH
BEBEINE -

Nitro PDF W{EZEAFPHBBETEXR AT - MMEHESEZE 180 EA -

o ERIR :
1.  https://www.bleepingcomputer.com/news/security/massive-nitro-data-breach-

impacts-microsoft-google-apple-more/

2. https://www.itwire.com/security/nitro-pdf-maker-hit-by-breach-it-says-is-isolated-

,-sec-firm-claims-otherwise.html


https://www.bleepingcomputer.com/news/security/massive-nitro-data-breach-impacts-microsoft-google-apple-more/
https://www.bleepingcomputer.com/news/security/massive-nitro-data-breach-impacts-microsoft-google-apple-more/
https://www.itwire.com/security/nitro-pdf-maker-hit-by-breach-it-says-is-isolated-,-sec-firm-claims-otherwise.html
https://www.itwire.com/security/nitro-pdf-maker-hit-by-breach-it-says-is-isolated-,-sec-firm-claims-otherwise.html
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Robinhood EREHZEFR - EHARREURESEREAERIKRS -
SMMARSEZEEEED ; HBI Robinhood 2 EIEIRIEHEEFEERN
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o HRIKIR :
1. https://www.bloomberg.com/news/articles/2020-10-15/robinhood-estimates-

hackers-infiltrated-almost-2-000-accounts

2. https://www.cnn.com/2020/10/15/investing/robinhood-accounts-
hacked/index.html


https://www.bloomberg.com/news/articles/2020-10-15/robinhood-estimates-hackers-infiltrated-almost-2-000-accounts
https://www.bloomberg.com/news/articles/2020-10-15/robinhood-estimates-hackers-infiltrated-almost-2-000-accounts
https://www.cnn.com/2020/10/15/investing/robinhood-accounts-hacked/index.html
https://www.cnn.com/2020/10/15/investing/robinhood-accounts-hacked/index.html
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E R #HARFE 2019 FOAMESHLEBEHED - BIIBEHFZ AREN
AEER ; ERARL—RENRESHDRTIEE -

o HRIKIR :
1. https://www.tripwire.com/state-of-security/featured/barnes-noble-warns-

customers-hacked-customer-data-accessed/
2. https://twitter.com/bad_packets/status/1316605119564193799

3. https://threatpost.com/barnes-noble-hack-phishers-crooks/160148/


https://www.tripwire.com/state-of-security/featured/barnes-noble-warns-customers-hacked-customer-data-accessed/
https://www.tripwire.com/state-of-security/featured/barnes-noble-warns-customers-hacked-customer-data-accessed/
https://twitter.com/bad_packets/status/1316605119564193799
https://threatpost.com/barnes-noble-hack-phishers-crooks/160148/
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ERCEMEEERMER

TREBEM - WEMFARGHEMETHESE
EREMH  DDERE T BT - BREEFEEHET

TRER  NMEETNELZES °

TEABREREIT PR -

[REBXREWNBZEE -

1. https://securelist.com/montysthree-industrial-espionage/98972/

2. https://www.bankinfosecurity.co.uk/industrial-espionage-campaign-uncovered-a-

15148

3. https://threatpost.com/montysthree-apt-industrial-targets/159957/

4.  https://cyware.com/news/montysthree-apt-showing-its-teeth-with-new-malware-

toolkit-32aef459


https://securelist.com/montysthree-industrial-espionage/98972/
https://www.bankinfosecurity.co.uk/industrial-espionage-campaign-uncovered-a-15148
https://www.bankinfosecurity.co.uk/industrial-espionage-campaign-uncovered-a-15148
https://threatpost.com/montysthree-apt-industrial-targets/159957/
https://cyware.com/news/montysthree-apt-showing-its-teeth-with-new-malware-toolkit-32aef459
https://cyware.com/news/montysthree-apt-showing-its-teeth-with-new-malware-toolkit-32aef459
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UEFI & Unified Extensible Firmware Interface FU4EE - 7 £ B Ttk
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BZIREWREEMINE UEFI X ARBRTRETIUE - MBELIBERRAPF
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Ha~EMEEREABRERELENRE -

EFEIRA UEFI WEBEEEERAE 2018 F - AR —XELME ESET
IR EREHBEN I APT B22E §2 Facny Bear F32R 2 & Rootkit I
ETH. TREFIHEHETE -

o ERIIR :
1. https://media.kasperskycontenthub.com/wp-
content/uploads/sites/43/2020/10/05094208/MosaicRegressor_Technical-
details.pdf

2. https://securelist.com/mosaicregressor/98849/

3. https://www.computing.co.uk/news/4021218/kaspersky-uefi-malware-attacks


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2020/10/05094208/MosaicRegressor_Technical-details.pdf
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2020/10/05094208/MosaicRegressor_Technical-details.pdf
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2020/10/05094208/MosaicRegressor_Technical-details.pdf
https://securelist.com/mosaicregressor/98849/
https://www.computing.co.uk/news/4021218/kaspersky-uefi-malware-attacks
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3.5.6 ~ MERIE L+ A Patch Tuesday EXZEMIEMHE - HI21E 87 EEZXRIE

mER A SIHAIES 2020 & 10 A

TWERHEH Y-8 Potch Tuesday
BREHEHE 0 £1E1E Patch Tuesday EZEMERE -
87 BB %R

—HEBEY 12 EBEMASZH 87
EEZRE -

MER AT HAIREE L 2020 F 10 HRIBIFTHE " Patch Tuesday s EREHE
mE . —HEBE S 2EERmANEZN 87 BELZRE ; HPAE 12 EREREE
ER - MREMRFRAERER -

ERNVELZBEHE—HEE B1E Microsoft Windows * Visual Studio
Microsoft Exchange Server ~ Microsoft Dynamics ~ Micorosft JET Database
Engine * Microsoft Office + Microsoft Office Services & Web Apps * & B R Ex
A2 ~ Azure Functions - Microsoft .NET Framework ~ PowerShell Get + Adobe
Flash Player #1 Microsoft Windows Codecs Library &% f&E&Em -

BRIENZE  FIEXRRBENELZRE A2 —LoREZFRET
RIRNENBEEZRME - AITFZE Windows 10 B2 Windows Server 2019 #Y
CVE-2020-16898 ; E{E R EFER Windows i TCP/IP #& - TIREERIRE
ERPTESEINE - WEEISRERFRIEGHE -

EERER CVSS n#lEE 9.8 70 - IFEFEIWMD 7

BR 7 12 ARESHRES - TRIVEHETEE 7 14 BEZERR
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BRRZRERHENEE -

o ERIR :
1. https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-

Oct

2. https://www.computing.co.uk/news/4021648/microsoft-patches-87-vulnerabilities-

october-2020-patch-tuesday-update

3. https://krebsonsecurity.com/2020/10/microsoft-patch-tuesday-october-2020-

edition/


https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-Oct
https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-Oct
https://www.computing.co.uk/news/4021648/microsoft-patches-87-vulnerabilities-october-2020-patch-tuesday-update
https://www.computing.co.uk/news/4021648/microsoft-patches-87-vulnerabilities-october-2020-patch-tuesday-update
https://krebsonsecurity.com/2020/10/microsoft-patch-tuesday-october-2020-edition/
https://krebsonsecurity.com/2020/10/microsoft-patch-tuesday-october-2020-edition/
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MEHAI SR RELZ R - MAZASFEI I BRE R 2/ AER
TrickBot EFERAE MM - EZ ASRNSEHEHTE ZT - BRISAZBBN
AR TrickBot 28 iR 23 A IR R E F -

MEIEL - EALHE TrickBot B IEERINBRAS BENRFREE - &
1S TrickBot &+ — B =BBHANERBENAAHIES -

BRI TrickBot ERMBENE - B2 —H 60 AR EIK
TrickBot #2HIEARES - MBAINELEE D 62 QHOME(F - HEs 7 AEHIEIRES
AR 10T B - JHER Windows R4 - EULMEIER £ B EE
fF -

TrickBot HEMEEE - RRNFRUS AR - AT HBE
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RRPBEUNE - SR EBIKESIRAFVEERER -

MENRIR » TrickBot S8 XS E S EEHF BRI ER - & B RMEH
HEETE  METEE LR HLREFTE TrickBot - 45 A2 B OJ8E5LE TrickBot
EHERY ISP 2£E - BZ—[EIPE LE TrickBot EfEYEXT -

o ERIIR :
1. https://blogs.microsoft.com/on-the-issues/2020/10/20/trickbot-ransomware-
disruption-update/
2. https://www.reuters.com/article/us-usa-election-cyber-botnet/microsoft-disables-

most-of-cybercriminals-control-over-massive-computer-network-
IdUSKBN2752JK

3. https://www.securityweek.com/new-trickbot-control-servers-unable-respond-bot-

requests


https://blogs.microsoft.com/on-the-issues/2020/10/20/trickbot-ransomware-disruption-update/
https://blogs.microsoft.com/on-the-issues/2020/10/20/trickbot-ransomware-disruption-update/
https://www.reuters.com/article/us-usa-election-cyber-botnet/microsoft-disables-most-of-cybercriminals-control-over-massive-computer-network-idUSKBN2752JK
https://www.reuters.com/article/us-usa-election-cyber-botnet/microsoft-disables-most-of-cybercriminals-control-over-massive-computer-network-idUSKBN2752JK
https://www.reuters.com/article/us-usa-election-cyber-botnet/microsoft-disables-most-of-cybercriminals-control-over-massive-computer-network-idUSKBN2752JK
https://www.securityweek.com/new-trickbot-control-servers-unable-respond-bot-requests
https://www.securityweek.com/new-trickbot-control-servers-unable-respond-bot-requests
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HefE st 8 — ARk 22 SETE @ vptiamdmERESHW
Zerologon J@)a ( CVE-2020-1472 ) M EMERINE ; AMTZAHPEEIR
B AR ENMEESEMEEIREH IR IE -

CVE-2020-1472 27 ERMEX Netlogon WiBEmEE L RE - H CVSS &
BEEFISEMINTS ; REZUMNALREZERHEEAANE  TRE
FPRNBEAEN  WHATERRERS -

BEENZE  BRLABEMRER  ZEI LAREUR  HEERE
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TEERMPVEM MG - MECRRINEER TR
o FEITANIESIL ¢ &% 2020 &£ 8 H 11 HE 2 B THIERESE AT ;
o MHASHIHE KREGFAERRINARES ;
o FEELELZARBNEE  BRELEMBNIEEEN - A "aflEl
5
o TEEAMREPRIA "@HEIHEI, - LUBHPIAE CVE-2020-1472 HYm)aE -

XD EEEDE - BARFAMNIRERIE - BPEURIR X HiRIEE
A NAETE Windows 228 -

® CVE #R5E : CVE-2020-1472

o ERIIR :
1. https://support.microsoft.com/en-us/help/4557222/how-to-manage-the-changes-in-

netlogon-secure-channel-connections-assoc

2. https://www.bleepingcomputer.com/news/security/microsoft-clarifies-patch-

confusion-for-windows-zerologon-flaw/

3. https://support.microsoft.com/zh-tw/help/4557222/how-to-manage-the-changes-in-
netlogon-secure-channel-connections-assoc


https://support.microsoft.com/en-us/help/4557222/how-to-manage-the-changes-in-netlogon-secure-channel-connections-assoc
https://support.microsoft.com/en-us/help/4557222/how-to-manage-the-changes-in-netlogon-secure-channel-connections-assoc
https://www.bleepingcomputer.com/news/security/microsoft-clarifies-patch-confusion-for-windows-zerologon-flaw/
https://www.bleepingcomputer.com/news/security/microsoft-clarifies-patch-confusion-for-windows-zerologon-flaw/
https://support.microsoft.com/zh-tw/help/4557222/how-to-manage-the-changes-in-netlogon-secure-channel-connections-assoc
https://support.microsoft.com/zh-tw/help/4557222/how-to-manage-the-changes-in-netlogon-secure-channel-connections-assoc

SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

3.6.2 * Microsoft Azure #E22IRmiA - BxRE OlseiZE AP AMkas
p—_——

e —— w;\._ii;

[__JI [—\ ,

Microsoft J ﬁu k BLZME Intezer BRI EHMELHR
Azure BEEHR ~  @e  mHZATMHRASRE
o BXBETIAE 4 :

1#E AP [EAkas Microsoft Azure EiRRIZEFE M E
TWEERT/CE A ERREEEETEERE
' =15 - MIEEHEENERE -

B4R REAYZ Microsoft Azure B9 App Services - DI B SFEEZ1E web
AR7% ; A& EEIRTE App Services Y Linux THGFEMEE L RE - of
IR EETRRINAK IS ( Server-side Request Forge - SSRF ) I E . [}
FERATESRING - SRHPHOEIHERBEREENS -

MRAEREL - 55—1@ SSRF J&la 584 1E Azure App Services £ AR FIR
E% KuduLite - SRIEGZZIMARAEEH App Service 5% ; tFRAB
I KuduLite N2 TVA518 SSH L2 B4R AR MEIEE ( hard-coded ) EHTZ
S - o] UGEAS root EAG 7 -

% _ @R £7E KuduLite B9 API - FERZ V&N 2 O LIE R FEVE R
SR RVIET T - @ KuduLite 38257 EVESK ; WEE O LIRIBERE R FZH
FERRENSBENERLZS  ER0IBEZaMREENEREX/RGHEEE

Intezer =¥ — &8 H A1 883R EMERE - BEBRI[E Microsoft I2 4% ; M
Microsoft fRIRFAIER L EMEIRTE - ELLERMENRIERE CVE w5k -
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o S EEm/IRAK : Microsoft Azure App Services

i

o MURIIE : ESFR

o ERIKIR :
1. https://www.intezer.com/blog/cloud-security/kud-i-enter-your-server-new-

vulnerabilities-in-microsoft-azure/

2.  https://threatpost.com/microsoft-azure-flaws-servers-takeover/159965/


https://www.intezer.com/blog/cloud-security/kud-i-enter-your-server-new-vulnerabilities-in-microsoft-azure/
https://www.intezer.com/blog/cloud-security/kud-i-enter-your-server-new-vulnerabilities-in-microsoft-azure/
https://threatpost.com/microsoft-azure-flaws-servers-takeover/159965/
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3.6.3 - =BIMAE TS EEKIIENEH Windows TCP/IP il
p_—

MR IEEBTSE (US Cyber

i1 B¢ , &
T e r gl Command) HEVERIEX - I5th

. g7 S o
ﬂ%;’m/w%ﬁm WETHEBBEN Windows

TCP/IP &2/ " EH#FE .

TWCERT/CC

( Bad Neighbor ) -

EEAEEE SIS ED (US Cyber Command ) HATEERIEX - IEHMZETT
BE#ERE /Y Windows TCP/IP & )F)E " 5848/Z 4 ( Bad Neighbor ) - PI%
Windows EBREZR DoS WEMLIR "E®FETEE ., (BSOD ) - EMEMR
EREAER -
EEEB TS EPTEH P EK Windows FF B BN ZEMEEBHELHN+
A Patch Tuesday EZ{EE - DUET CVE-2020-16898 EEEZmiE - LI
BB BIIERE -

CVE-2020-16898 ;& /E FERS Windows 10 k7K 1709 £ 2004 + Windows
Server 2019 k7N 1903 #l 2004 B9 TCP/IP & RS ; EREWMETE S "

HRR  OEREERHATERRENS BREEREBEARTHSE
EEE 1B ICMPYe BSEIERERE - BIOIAS I —R0E -

= ERIEAY CVSS BIRREER 7

IBE88 D REMARSEZERAW
Windows k7S - IR W ARRIREES -

ZRELZMBETHEEREERIBHZHFEREL - B McAfee -
Sophos A B & &N L EBE [EREET DoS lRFAFHENNE - SEEINHIR
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EEITEHEMBIEE ; Sophos EZ R LA HLILREETERNTESEL
WSRO -

® CVE #®5% : CVE-2020-16898

o S EEMm/MRA : Windows 10 ARZ 1709 % 2004 + Windows Server 2019 kR
1903 2! 2004

o MRAR  ZERMEN+HD M Patch Tuesday ELIERHE

o ERIIR :
1. https:/twitter.com/US_CYBERCOM/status/1316150332498608128

2.  https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
16898

3. https://www.bleepingcomputer.com/news/security/us-cyber-command-patch-

windows-bad-neighbor-tcp-ip-bug-now/


https://twitter.com/US_CYBERCOM/status/1316150332498608128
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16898
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16898
https://www.bleepingcomputer.com/news/security/us-cyber-command-patch-windows-bad-neighbor-tcp-ip-bug-now/
https://www.bleepingcomputer.com/news/security/us-cyber-command-patch-windows-bad-neighbor-tcp-ip-bug-now/
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3.6.4 ~ Google #HFhR Chrome - B#REBXRIEFI BRI 0-day ELmiE
P —_—

TWCERT/CC

Google & i # & & 7 AR X B4
Google 3 HFT

FR Chrome * fi#Z Google Chrome 86.0.4240.111 - {&
REE KRR . L
;J}ﬁkﬁ’gj;,?jf HZEELRRE HbaiE—(E
EZRE '
EHREZARZIRINENTIERE

S BRI 4R 5Tk /4 CVE-2020-15999 - H CVSS Bl R B 0 0 S &
7.7 - B TEE . (critical) 4K - mEAFIER Google Chrome FHLEEIE
FreeType FRERVETE ; REEB A ARFRMN TTF ZRIER - HicciBEER
B BEMUERNTERREDS -

BEZME Cybersecurity Help 5 - i51E CVE-2020-15999 B & E &
RRBEER ; KKEEH Google Chrome WAFE - BolgtRBEER B MmEE!
WE  EHEEEHAREZEERE -

Google AERIE L FTE BX Project Zero X5 853755 1E 0-day J@ila - B
TR AET LRI R AR - BEBMACEBREEEE  BUEEHKE -

EZEZRMEL - AREREIL—RENEIEE FreeType WFERER
g - FIRZEZECRUBEERKEBAZANRAZER LR - HEEZ R
WA WIMAERETIEREZS -

Fi5 Google Chrome B SBZRAAE - BEIBEIARE
86.0.4240.111 LEFIRAK - DR EREEEBILREEHNNE -
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® CVE #®9% : CVE-2020-15999

o S EEM/IRA : Google Chorme &F & 86.0.4240.111 FTATARZA
o FRE : FH4RZE Google Chorme 86.0.4240.111 K Z # R

o ERIKIR :
1. https://chromereleases.googleblog.com/2020/10/stable-channel-update-for-
desktop_20.html

2. https://twitter.com/benhawkes/status/1318640422571266048
3. https://www.cybersecurity-help.cz/vdb/SB2020102038

4.  https://www.zdnet.com/article/google-releases-chrome-security-update-to-patch-

actively-exploited-zero-day/


https://chromereleases.googleblog.com/2020/10/stable-channel-update-for-desktop_20.html
https://chromereleases.googleblog.com/2020/10/stable-channel-update-for-desktop_20.html
https://twitter.com/benhawkes/status/1318640422571266048
https://www.cybersecurity-help.cz/vdb/SB2020102038
https://www.zdnet.com/article/google-releases-chrome-security-update-to-patch-actively-exploited-zero-day/
https://www.zdnet.com/article/google-releases-chrome-security-update-to-patch-actively-exploited-zero-day/
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3.6.5 * Google £ Intel 7€ Linux BB HRIEZE 2 1% 0

Coogle i intel JiiiE 5 RS E
e e Google L Intel H AU &t H

Vi)
Sl Jad ootz Linuk NETFRESR maRhnsE

ZEW - NEAPAR Linux il -

PeiER -

Google £2 Intel HETHEEM ¥ Linux EF BB EHENBREELRE
BleedingTooth 2 EZEH - NIEHFFTAR Linux #Z/0 2 5.10 KL ERRZ - L
HRERREN R RE EEINE -

= {E%E % BleedingTooth FYJRIE - 84 7E Linux S ANAIRES BB E
& Bluez 2IVE L ; Linux BZ/OARZS 2.4.6 TLEMGE A Bluez EIREET B
afl © % Google BFRMELBEHIEL - BIRE A ARHEM 12cap B AT EIFE
2% BleedingTooth Jfid - IEMIEA R VB IITHEIR - 1T DoS WESL IZ /O
BRI TERERE -

E{El#R5% 7 CVE-2020-12351 R - H CVSS B2 B D 5% 8.3
7 BRFZERETERENN 0T 28 - ¥ MEA Linux MA1FEER
o HIEEBTEOREERNEEYSENS -

Google t7E GitHub $ %5 ¢ FI/F3 BleedingTooth I Z Linux BlueZ BRI
BRI -

Intel t17£31 H 1 %7 BleedingTooth J@E 38R E LR - 15 BlueZ B IR
#t Linux OB VBRERER - BPEEIFREANRN Linux ZOFARE
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5.10 SR EBHTARZA - LUEHE BlueZ Sl -

® CVE#R5% : CVE-2020-12351
o MRFE : BEEAMW Linux ZOFHARE 5.10 E SR

o ERIKIR :

1.

2.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-12351

https://github.com/google/security-research/security/advisories/ GHSA-h637-c88j-
47wq

https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-
00435.html

https://threatpost.com/google-intel-kernel-bug-linux-iot/160067/


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-12351
https://github.com/google/security-research/security/advisories/GHSA-h637-c88j-47wq
https://github.com/google/security-research/security/advisories/GHSA-h637-c88j-47wq
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00435.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00435.html
https://threatpost.com/google-intel-kernel-bug-linux-iot/160067/
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3.6.6 * Apple T2 MR B HIRFEBZEZEBENELRE

)
&,
' 220%
o%‘%“¢
o'oo‘%‘:ogg"
2%®, "’o.‘"

” e EZMAERRRZAR Apple Mac
L0048 \
= i) 4=
”g;@m;g%*ﬁﬁﬁ? 5B T2 R2RE - AR —ME

EREZIZE RS root #E[R i
AOBEMEZRIRIE - IFolEEER

E2{=2& 1S root #ER -

B2/ ironPeak AUAF TR A B HAISERM AR S - KIREZHR Apple
Mac 2ABIEAI T2 £ & A - AZ—EAHEENELRE ; ZREiE o8

B FIZEEUS root #[R -

WEEL - IRAR Mac R3EBRPH T2 &R - BER Apple A10 EZ38
7 - RULERI A1 AL0 RERE B ISR checkm8 Ak AFE - DILIEH
BELZ R4 iPhone HERVEELIF % - ALUIARE Mac B -

R T2 & R B debugging W AEETERIS DG - PAEESTEA
Device Firnware Update (DFU) AR RS - ERIIE3Em £ ol URF—ERE B EEA
DFU B F A B EEEEH USB-C RENEWEEE - WESTZEM root #
bR -

MEHRSMIEL  EEREDRFENRIRTER AL0 @R RERN T2 &
R ; "2 Apple i HEE Y Intel EEIEERFTA Mac - LUK UK B R Apple Silicon
RIRRAFTR Mac - HRE T2 &R XU BBRLDREN AL2 BIER/HE
- RAEAZERREDNTE -
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MRBSIEL - BREFNAHZRBETZERE - ©

WMRBRERRE
R WELZRRAZE R Mac B USB-C ERERAER - RHILEAERER

:Iﬂf

Z£8  BRRRABPNEER LS - BlofaMEBZEENALIDREE
K& -
o ZEER :
1. https://ironpeak.be/blog/crouching-t2-hidden-danger/#security-issues
2.

https://appleinsider.com/articles/20/10/05/apples-mac-t2-chip-has-an-unfixable-
vulnerability-that-could-allow-root-access


https://ironpeak.be/blog/crouching-t2-hidden-danger/#security-issues
https://appleinsider.com/articles/20/10/05/apples-mac-t2-chip-has-an-unfixable-vulnerability-that-could-allow-root-access
https://appleinsider.com/articles/20/10/05/apples-mac-t2-chip-has-an-unfixable-vulnerability-that-could-allow-root-access
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e —_— —

Adobe HEIRREXEMWE - 218

ETFTEFEFHEFS Magento HY(E

re  BREBRRER; EMEEZRRRT

dobe =R a
ﬁ@g@\‘ﬁotﬁﬁﬂﬁlﬂﬂ

FEEAOERELS ZRREEIERERERNE BE
NEZ iR

EimAITESREDNS -

CVE-2020-24400 JmRAEE & SOL JF AR - FIBERERE - ZEE
BoERAERIEENEBET TEENIEAENE  SHERINVEESR
IHES LY -

CVE-2020-24400 B9 CVSS BIEREEI N4 6.3 5 -

CVE-2020-24407 e FERER LENE R RERHEI A EE - SFH
AHEELBERER  (fENETENEXRZHEERESR SRS EKE
BEERNZEEUUARERZF  BEELERREERTRRATERRE
A -

CVE-2020-2447 1 CVSS B2 B I D74 6.3 7 -

Adobe X 10 B 15 HEERNELZEBRHE - R 7 LM ERE R[S -
SIMIEE T ZE 7T AEMBRARENELRE - BB UEALTHEIRR
EiE - OEREEFINRIREER - XSSk #%REUEBEEERNIT
£ & JavaScript &% -

S LR 38 £ 7F Magento B3R AR 2.4.0 £2 2.3.5-p1 SERTARAK - DIK
Magento BAJRR 2.4.0 B2 2.3.5-p1 STRIARAK - AEREEME 2.4.1 fRAZE
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Bl EL TR -

® CVE #R5% : CVE-2020-24407 * CVE-2020-24400

o S EEM/INRA : Adobe Magento EZERR 2.4.0 £ 2.3.5-p1 K ICRTARAS -
Adobe Magento FAJRhR 2.4.0 £ 2.3.5-p1 K ICATARAS

o MRRFE . A#RZEI Magento B ZERR - BIRMR 2.4.1 RBEIRA

o ZLEER
1. https://helpx.adobe.com/security/products/magento/apsb20-59.html

2. https://www.cybersecurity-help.cz/vdb/SB2020101517

3. https://threatpost.com/critical-magento-holes-online-shops-code-
execution/160181/


https://helpx.adobe.com/security/products/magento/apsb20-59.html
https://www.cybersecurity-help.cz/vdb/SB2020101517
https://threatpost.com/critical-magento-holes-online-shops-code-execution/160181/
https://threatpost.com/critical-magento-holes-online-shops-code-execution/160181/
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3.6.8 * NVIDIA B2 REBEZHREFEF - 118 GeForce Experience =& & L
—-_——

EIXEERR KM NVIDIA BHAvgt

WD\ EREBE
MEEE 0 B1E

GeForce Experience Experience GFE J Windows
—BEZRE P ( ) B

¥ E T NVIDIA GeForce

hR A EFRERES - SEREREHERM

—HEBH=REELXRAE -

E_AELRET - &REEWZE CVE-2020-5977 - 547 NVIDIA Web
Helper NodeJS Web Server F - EBRZEE R EEAIZEHINWIESESFH AR
ENRAEARNG - PIESIEER  ERREERRIITESZINN - 28) DoS
WE - BAMNITER - WHBINER -

i=1E CVE-2020-5977 By CVSS IR EEFInSE 82 7 -

E—EEBEELRENREIEE CVE-2020-5990 - CVSS BIafZEFED TN
SiE 735 ; EEREEETE ShadowPlay D - BZEZ T ALUIRHBEBER
71~ BIRNITEERZEINME © 228) DoS WEIWHBHER -

FE-EABFIEMNRIEE CVE-2020-5978 - OJ:ERIEEIRF I THEPRSY
58 DoS W& ; CVSS A 327 »

& — BRIV IEEE FT AL 2020 =+ H2E1T - € NVIDIA GeForce GTX

8B ~rY Windows 2P - BB FELHITER - DIREERRZEEF
FALEHE R & B LB RO LB -
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® CVE #®9; : CVE-2020-5977 ~ CVE-2020-5990 * CVE-2020-5978

o S ZEZEM/MRA : GeForce Experience Windows ki 2.30.5.70 Z Al iR A~
o MRFE : FEMHMIT 2020 F+H NVIDIA BITHELZIERE IS

o ZEEH:
1. https://nvidia.custhelp.com/app/answers/detail/a_id/5076

2. https://www.nvidia.com/en-us/geforce/geforce-experience/

3. https://www.bleepingcomputer.com/news/security/nvidia-patches-high-severity-

geforce-experience-vulnerabilities/


https://nvidia.custhelp.com/app/answers/detail/a_id/5076
https://www.nvidia.com/en-us/geforce/geforce-experience/
https://www.bleepingcomputer.com/news/security/nvidia-patches-high-severity-geforce-experience-vulnerabilities/
https://www.bleepingcomputer.com/news/security/nvidia-patches-high-severity-geforce-experience-vulnerabilities/
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Cyberspace 2020 Bt S &
AERE 2020 % 11 A 20 H (EMA)

EEE | BEUSIEEEKRE

SEBABILE | https://cyber2020.cc-isac.org/announce.php
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Google Cloud EZ X g - {1 EELETMEmRIRIE | Google Cloud
Security Overview

SEENESRE | 2020/11/20(F) 10:30~11:30

EENMEE | R LEEE

SEENABUS | https://www.accupass.com/event/2008100235425139714960

8 -£ Lok B

Google Cloud

H R IR

IIRERTMBAAN

T E S FHHEE(T : Cloud Ace Inc. E—FRAT

&SRR LEE) - BRERIRESBEAERES

BIEER ¢

A BREMELZEE

B. GCP B &24itR

C. G Suite 360 EMILALHE ((REF - DLP - 2B - Chromebook PR IP
ZA)
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B4 : https://twcert.org.tw/
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