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® CVE #3% : CVE-2020-0796

® SCERRAK : Windows 10 ( AkZ 1903 ~ 1909) * Windows Server ( 1903
1909 )

o MRAER BME&HMMRA

o ERIKIR :
1. https://nvd.nist.gov/vuln/detail/CVVE-2020-0796

2.  https://www.helpnetsecurity.com/2020/03/11/cve-2020-0796/

3. https://arstechnica.com/information-technoloqy/2020/03/windows-has-a-new-

wormable-vulnerability-and-theres-no-patch-in-sight/

4. https://www.bleepingcomputer.com/news/security/48k-windows-hosts-vulnerable-
to-smbghost-cve-2020-0796-rce-attacks/

5. https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-
0796

6. https://www.nspa-cert-tw.org/
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o ERIR :

1.

2.

https://malwareandstuff.com/mustang-panda-joins-the-covid19-bandwagon/

https://www.anomali.com/blog/covid-19-themes-are-being-utilized-by-threat-

actors-of-varying-sophistication
https://twitter.com/cyber__sloth/status/1232977498784354304

https://www.twcert.org.tw/tw/cp-104-3286-aeae8-1.html
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o ERIR :
1. https://lwww.proofpoint.com/us/threat-insight/post/threat-snapshot-coronavirus-
related-lures-comprise-more-80-percent-threat

2.  https://securitybrief.eu/story/80-of-cyber-threat-landscape-uses-covid-19-as-

leverage-report
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o ERIR :

1.

https://www.forbes.com/sites/zakdoffman/2020/03/12/chinese-hackers-
weaponized-coronavirus-data-to-launch-this-new-cyber-attack/#3080d58be3861

https://www.ncsc.gov.uk/news/cyber-experts-step-criminals-exploit-coronavirus

https://twitter.com/RedDrip7/status/1237983760802394112
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o FRIKIR :
1. https:/twitter.com/CISAgov/status/1240349548402401283

2. https://twitter.com/FBIWFO/status/1239591031034830848

3. https://www.voanews.com/science-health/coronavirus-outbreak/cyber-threat-

increases-more-americans-telework °
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o ERIIR :
1.  https://www.comparitech.com/blog/information-security/uk-shopper-records-

exposed/

2.  https://nakedsecurity.sophos.com/2020/03/12/data-of-millions-of-ebay-and-

amazon-shoppers-exposed/
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o ERIIR :
1. https://securitydiscovery.com/data-breach-database-data-breach/

2. https://www.securitymagazine.com/articles/91970-uk-based-security-company-

exposes-database-containing-more-than-5-billion-records
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o ERIIR :
1. https://www.technisanct.com/press-release.php

2. https://www.scmp.com/week-asia/article/3073848/singapore-malaysia-credit-card-

details-dumped-online-massive-data-breach °
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o ERIR :
1. https://www.forbes.com/sites/daveywinder/2020/03/02/lockheed-martin-spacex-
and-tesla-caught-in-cyber-attack-crossfire/#5¢598ceb7b2d

2. https://techcrunch.com/2020/03/01/visser-breach/
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AEMY - oDIRBREZNGEK - ETSERENEBU - ERMEEEEALLD
BRZEMACENER  NENEENBERTEEERZT

o ERIR :
1. https://www.bitdefender.com/files/News/CaseStudies/study/316/Bitdefender-
Whitepaper-TrickBot-en-EN-interactive.pdf

2. https://labs.bitdefender.com/2020/03/new-trickbot-module-bruteforces-rdp-

connections-targets-select-telecommunication-services-in-us-and-hong-kong/
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54 BEE 98% NEBEMAT - H 10T KRENFEIRBENASTILARINE ; 72
% BESGFTAAE AR - S EEBRSBVE—RKR 0T KERH - MEL loT &
BERNB % 2APSEREEU LNEZ R AKER -
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EiRR
1. https://unit42.paloaltonetworks.com/iot-threat-report-2020/

2.  https://venturebeat.com/2020/03/10/more-good-news-medical-equipment-is-still-

prone-to-hacker-attacks/
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221 EEE APP A E X BT - BBENZ S tis

2020 £ 3 B IBM X-Force IS AE S

:ﬁﬁ’%’:ﬁﬁ% | #r7 B TrickBot {E#EAYEE = Android

TWCERT/CC

28 e FEFR#E TrickMo °

2019 % 9 A CERT-Bund i3 A B3 3R TrickBot iz R ERSEA M ZIRITK
5 UEAPBARBLUEGSHPNFHRHERFHERISEN - BRXAPR
F Android 1FZE & 4812 - WABESERERTT - FEAP ML ZEURER
FHBhEHRREELEEARE - W1AE Avast Security Control APP 3§ Deutsche
Bank Security Control APP - RENZZERREXNEBNERENAFNR SR
s - LI AHPREIEIRTT -

2020 & 3 A IBM X-Force M35 A& 734 1 H TrickBot E3&RIZE R Android
FEFFZ T TrickMo - TrickBot B2 R EAS R E R BN B E R ARET TrickMo - 78
VA FER S 523515 ( Transaction Authentication Number, TAN ) #4238 5R171EH
RYEE A T BR75 (Two-Factor Authentication, 2FA)fR:&  TrickMo I B 2B & R1T
2 38 S FH S R B RN 553X 45 FH P B9 — R4 2245 (One-Time Password, OTP) - /&
B2 R ERS EHIRY C&C EARER - TrickMo @B IR 5 MR eV ETE - o
PARE & FHTE A st R A SR 1T -

= PZE TrickMo £ Android 5821 - 2B 2 BHAENERBECRERTER
MEREAEREDR - DUtHEsEE ERE BN - 82 —RMEEH - mobile TAN
(MTAN)ERX 55 - SiRITETZEMAR  AMERERGHFENRER
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M ARITERAENERHERBNEERFERFE BRI U (pushTAN) - H15E%
INEERERBHBZERARETEATDERZIEERN OTP - TrickMo RE 278
INAFEREEN - HEE o BERAEAN—RHERE - FHREEHE
T~ BIFEHTE R DR BSRA MRS S8 -

2% H P8 Google Play Store £ E 75 )E Nl APP - R EMEENIFE
HERAENZE - NEHZE APP ZAIFAIRIEE T Z KAV ERE - BRigH
APP B3R ZSNERSNEE - IMILE S ENERT - 80 B= APP 2R AN
LR EENER - BILRSHPEEL N - HREZKREMN APP ZAIFHE
FHEBRE APP ZERENMFHRENERELN - KEMAHRITERENR
g - BEHBMIERALMALURIENERAREIMAE - BILERERE
N EENEEABRRREMENER -

o FRIKIR :
1. https://securityintelligence.com/posts/trickbot-pushing-a-2fa-bypass-app-to-bank-

customers-in-germany/

2. https://www.bleepingcomputer.com/news/security/trickbot-bypasses-online-

banking-2fa-protection-via-mobile-app/

3. https://www.zdnet.com/article/trickbot-now-pushes-android-app-for-bypassing-

2fa-on-banking-accounts/
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2.2.2 - HERE I0S BFRERTEMEILRZESG

BEXZMmERIAEEES i0S RFRER
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'\ BIRSEF
L >

EZMEBRRRHAISERMRRS - FHZRENEZHREAE - %R
HEBE D I0S HPRIBEIESHENRE , REREEIHERBHEMREMN

EE4 - I0S P —BREBELS  MERZEBERNE

BRUWENE  RREESHIEWE

MEREHMEES  FEAFMEL

ull

SHIWEER i0S A - 2FF A (A Safari ELRIMAVERR i0S 12.1 E2i0S 1
22 MR IOSHEERFLRBEMINELERAZENBRMIRAE  MBHEEIK

7a8 s

0

[

A=)
1=

e
M

BRRNEL - RHEENEEENARF 223 EREERFER
ARG - AL S = (8 iFrame ; P O] R RV iFrame E# K IEE A A IGAYA
A EHPREECLLEAELENFEER ; »IEMERFEARN iFram
e —ERASHERITHE - Z—ENAERE2ARRELBNRE -

BERRR - WBEEE _HADPn - BRDESE - MERKNEBHRIE
B BEHHAREHREBIE -

WEREHENELZ ML + 275 i0S 12.3 » macOS Mojave 10.14.5 ~ tvOS
12.3 F WatchOS 5.2.1 BrCISEE 7 HURIE - ol LIAZRERSS root MUATHERR ; #EF AR
REEMEEA—EES lightspy WEMBE TR - EREZJLUATERN s
hell 5<% - BIRFIAPHNERZMS - RFJLIFEIERE GPS EAI - FARMEE



Q LEEI AR EMEEEHED D

m Taiwan Computer Emergency Response Team / Coordination Center
EiERCER  EREER - I0S BIEERIE -
oS EAER -

i

A BB ECER - AMEBIBRCEE - Al E

o ERIIR :
1. https://blog.trendmicro.com/trendlabs-security-intelligence/operation-poisoned-

news-hong-kong-users-targeted-with-mobile-malware-via-local-news-links/

2. https://www.zdnet.com/article/apple-ios-users-served-mobile-malware-in-

operation-poisoned-news-campaign/
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MTmBEHES  BRNAUREINAZ
B9 Windows 10 0-day il SE EhINEE -

| BRI EE R -

 TWCERT/CC

M BRRBESELZREE - 15LEIRTT Windows 10 & Windows 7 FZE % 27
AREshR A - FEMERMA 0-day ®iE - ol HRERATESES -

ZEm1E 0-day BEJ®E - 75 Windows A ALUETE Adobe FEEMIETVE -
BRECDIEBZAIFE Adobe Type 1 FREMNXHIEER - FEAFPFEEBERER -
EMEXHFARNEREN B NEEMERE - EFREESUERNTERE
S -

MERREBRPR - SKEEARNREME 0-day MEETH/EEINEE
B BRIEHZREHE  WERREEN ; CEMRTEHAE  WEZHEH
RPRTE AppContainer FHDEA - E B2 R E REEEUS 2 IRA R A EIREEE)
BEAD -

MREENELBET - e T FrA2 A EmE 0-day J&EH Windows
AR - BEAR FIRFTAY Windows 10 E2 Windows 7 I EE# A B E R AZ & A
A EMESPMETIRMH T ERENERSE - SFEER{= A Windows Explorer
PRTEEER - 15 WebClient iR - 1§ ATMFD.DLL B8 - SiR SRS

R EABER -
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ME BRI EEEREMEE - BESIENE  dURBIExXESZEA
Y Windows 10 A F#] Windows 7 e A AP OlBEIX1E | AR 2R EMER
S EEBNEEAFHN Windows 7 HE - MERRIRSES

o FRIKIR :
1. https://portal.msrc.microsoft.com/en-us/security-
guidance/advisory/adv200006#IDOEMGAC

2. https://arstechnica.com/information-technology/2020/03/attackers-exploit-

windows-zeroday-that-can-execute-malicious-code/

3. https://techcrunch.com/2020/03/23/windows-unpatched-zero-day-bug/ °
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2.3.2 ~ BREEFR 2020 £ =H Patch Tuesday ELE# &

MEREE T 2020 F=RABITEREHE -

‘_ TUESDAY B%
EHa  BHR

il T EH¥E FEmAY 115 BEERREETE

- BEEFAMRESRBPEZRE -

WMErE HH11TE8 30 Patch Tuesday EZBHENRHAISH - E#_BE®H 7
99 EEZRIEE - — ANEERBEZER 115 &

£55 115 AFIEENELDRET - HhE3 26 A0ZEREEZRIEHITE

ERERARE - AU Microsoft Word #3538 CVE-2020-0852 5®)d « 435
BISBNIERETRE | BMERERBH HZIER - ZEIE -

B0 CVE-2020-0684 &R - 2B oM AFERFE LNK ERATE
= BEREEHRE  EREDIEZEREERBHREE

FRIMERIN - Mozilla 3 E IR Firefox BB 28 - IRASEIE S 74 - EEEIR
AR TLS1.0 M TLS 1.1 EMEZENNZ G ETRR AR - BRHTEERE
HEMBERESNELRE - FEERADHEHE Facebook B EEHIZRIMA THE
18 K2l sl -

o ERIKIR:
1. https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-
Mar

2. https://www.helpnetsecurity.com/2020/03/10/march-2020-patch-tuesday/

3. https://www.mozilla.org/en-US/firefox/74.0/releasenotes/
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2.3.3 * Adobe %5 2020 F=REZEB#HE - BN ERERE

Adobe 8% 2020 F=EEREME -
{ W ;‘z'—'":* T

Adobe 72020 =
BEZEME > HE
W EREERE

—HEHNERERE - UREMRK

S e
BEZmiE -

TWCERT/CC

Adobe ATIEW 2020 E=AMNEZERE - B EHE Adobe Acrobat £2 Ad
obe Reader £ E B EEANHE+=—EELRME °

BEARBIEENELRBLE =  HhENEBRPEFERER
B " Important ;. F&K - RERIRIFIREERERINRNTE D ERERIE
H -

5 ME S 12 B 1 RE 4R 5% 2 Al @ CVE-2020-3804 ( E#I9MNE ) ~ CVE-202
0-3804 ( EfI4ME ) ~ CVE-2020-3800 ( sCiEASAIiEINE ) - CVE-2020-3083
(AZZHNREXNEFASH DLL &) -

HEi @R RRBR SR " Critical , 4% ; MENERESHELR
AR - BILUERIAITERENE ST ; H CVE #7054 CVE-2020-379
5 + CVE-2020-3799 + CVE-2020-3792 * CVE-2020-3793 * CVE-2020-3801 * CVE-
2020-3802 * CVE-2020-3805 * CVE-2020-3807 * CVE-2020-3797 -

Adobe ¥ - M TE{EH Acrobat DC + Acrobat Reader DC * Acrobat 2017 * Ac
robat Reader 2017 * Acrobat 2015 * Acrobat Reader 2015 Y Windows E2 MacOS FB
B BERARAENIRA - DUER LiEZRwE -
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Adobe ‘A B E EMENEE T Patch Tuesday EREZERHER - ETHLE
CHEREZEME -

o ERIIR :
1. https://helpx.adobe.com/security/products/acrobat/apsb20-13.html

2. https://www.bleepingcomputer.com/news/security/adobe-fixes-nine-critical-

vulnerabilities-in-reader-acrobat/
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2.34 - UBIITHFERERMREERE - Email SZIEEBETEH LR

el = ,
R ERE (AR DU 5 BT R E RAEREE
B AR EE

fM%%E@ﬁ EE:\% =H-ﬂ-|%-n|ﬂ-| , % sﬁﬁ frare
v LR AMMERRTE  ERELTE

N

ANEBFHEERSEEERIE

PR -

BIRISHREEL - EXRAR Straffic WEABIHUTHATINEREREKX
I\ BEE 140GB - RZEERR © Email 5 - EEERER - EESRE - Bt

SEE RN EE N AWS - - TAESE A Straffic #9A B 54 iR EER
sHENENEZERE  BREAEETHEBARN  SRBENEEY -

BUBZHREEMRAREHSRARE  BERRTEEEE LNE
8 env 1% - IRFEEEE Elasticsearch EHI BB A - ZHHEERMER
EEEAERE -

AT 26 DREMERE - ARRETRNEEM  BRBEHED
SRR - BEFRBREHEREE RN REORETY -

ELELWRE Troy Hunt 351 - EHEIREA0 Email &S - BEB LA
ETEAIZEAY T Have | been Pwned , B ERETHE - BBEtEREZESH
49 Email 2B %K G REBL -
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==V IN N .
o FERIKIR :

1. https://www.bankinfosecurity.com/israeli-marketing-company-exposes-contacts-
database-a-13785

2. https://www.bleepingcomputer.com/news/security/49-million-unique-emails-

exposed-due-to-mishandled-credentials/

3. https://straffic.io/updates.php
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235 BREZBERHEAMBHRER - AFEXKRE T EBEINE

N EXMEHRRABERERFE - BR
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rHe

-~

HRABIA =B 438 KR X A i

<[]
IS FH
RE
&

i IE) BAE

s

| FHg% - BRcl DNS &R E - LU #

5
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b
&
fe

;M%@@H
A S

| covID-10(#i @M% - B EM %)
HNAH  FEAETHESNE -

B %M Bitdefender W REXBEREMMSIEL - 2 A EIRMERE
FE; BRERABNEZHABAMKXARKEE - B DNS RE - #APH
PR EFSENEQZAPAL - WLURH COVID-19 EFMABH - FFERE

THEHRRERE

1% Bitdefender Wi s - ERZERBELAURENESE  dBHRERAR
HBRNEEERE  BEARINEZEA web EIEFRME - 15 DNS FRBBEE X
%5 109.234.35.230 B2 94.103.82.249 - ¥ N RAAEM SR DNS Ekes - &5

NHREMABIANEREE D EFEREIEE Bitbucket FIAILS -
A HIERPRBEALERE - ESMAA TinyURL AILLARTES - FEiE Bitbu
cket WEBAL - SHPR N M HRME - BIEAFZE Oski EflBIERERR

Iﬂl@

H

H]

FWHIFEBERMILA URL - B31F aws.amazon.com * gog.gl * bit.ly * disney.
com - pubads.g.doubleclick.net & - 2E—RAFPBENHEL - AE2RETHHN
= F hosting #83t % -
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1% Bitdefender 27~ - —ERLURKERZ THRERBSH | 2 EHSH
SRR B C IR HERA) DNS 52 € - HIREEIRMW D L3t 1P - 5B17ENE

o

o FRIKIR :
1. https://labs.bitdefender.com/2020/03/new-router-dns-hijacking-attacks-abuse-
bitbucket-to-host-infostealer/
2. https://www.bleepingcomputer.com/news/security/hackers-hijack-routers-dns-to-
spread-malicious-covid-19-apps/

3. https://www.zdnet.com/article/d-link-and-linksys-routers-hacked-to-point-users-

to-coronavirus-themed-malware/
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2.3.6 - BE A Toyota * Hyundai * KIA SEHERHEABRERREERRER

PR A [0Y014.
AN 7P SN % 22 =R 54 Toyota « Hyundai
i S I M R

5 S A R KIAZ S RERERNESERART -

HMZEEZFEERRM - RS

k2

OEZMERREN - EMMRES -

EEFJRF KU Leuven XEFEBIBIRF RBHMAAE - HEiHE SRR
¥ - IEEMEZ M Toyota ~ Hyundai ~ KIA B8 {5 FIRY R 4R B 58 12 (B 8177
€ FARERED HNBERRIRREEESER -

ZIMABEEL - E-AEMESDER - HEGERBATERVENE
#% DST80 %4t - FAEL R ; ZEE JLFAEEMHEEER RFID fFiEE
AE - E—EIEAREEGER  SMEEISENRE ; EIREJLA
@ —{E RFID REEMEEREMEILNRRER - FAEPI LS ER -

15

TRZmEE ERNER - B Toyota 2008 F £ 2016 A Auris ~ Camry ~ Cor
olla ~ RAV 4 - Yaris * Hiace * Hilux & - KIA 2011 %/ 2017 89 Carens  Soul - Pi
canto = - UK Hyundai 2008 2l 2013 /Y i10 ~ i20 ~ 1X20 ~ Veloster SEM -

& Wired 3RE15H - Toyota CREERERELROEEEFE - BZATR
MBS EWARSERERRERFBINER - RSN AERERUEERA T BEE
{THRAREE IRV -

EfEENE - ZMSEIIAT Tesla Model S 2018 T, - A8 Tesla £
EFBRMOIEREHF - S&LEH 7 ER/RE -
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HANERIER  J2ZR 1IIZTEEWIER -
FR1 RREEHRIIE

Make Pericd Muodel Make Period Model
2000-2013 | Auris (2011) 20124 Ceed (2016)
20010-2013 Camry 2014 Carens (2014)
2010-2014 | Corolla Kia 2011-2017 | Rio
200 1-2016 | FJ Cruiser 20134+ Soul
2009-2015 | Fortuner 2013-2015 | Optima

. 20004 | Hiace 2011+ Picanto

Tovota i { .

: 2008-2013 Highlander 2008+ 1o
2000-2015 | Hilux (2014) 20094+ 120
2009-2015 | Land Cruiser Hyundai | 2009+ 120
20011-2012 | RAVA4 2000+ Veloster
20010-2014 | Urban Cruiser 2016 IX20 (2016)
2001-2013 | Yaris 2013 140 (2013)
Tesla DEHQDIH-DT,:"ED]!}[ | Model 8 (2018)

ERAR : UNIVERSITY OF BIRMINGHAM AND KU LEUVEN

o EFBRRIWELZB(LEN
1 ERRTEBEWIRNET  BERDERENEMNEHELZ R

B RHERERETHE  REEWZE -
2 BERRBEMELNMRIEE  SHEBEMEEHRE - LUEETR
A BB ERE

o ERIKIR :
1. https://tches.iacr.org/index.php/TCHES/article/view/8546/8111

2. https://www.wired.com/story/hackers-can-clone-millions-of-toyota-hyundai-kia-

keys/
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2.4 ~ QRIZRCRIA &R

2.4.1 ~ Microsoft Exchange fAllRZz FAE LA - EEIUBEHEZFRE

Microsoft

Exchange
EEESEEREEE®  Microsoft Exchange {8 AR 28 # 5% 1
e > %A

S LB CVE-2020-0688 MR R -

TWCERT/CC

5 [ER)A 2 Exchange Bz RBEELRRES E—HNTH - EREEL
AMERBEEEMY - ETEREAWE - REEFEER Exchange PERIE R
TS - ERERATES ViewState IREHZ M - MARTELZERHBEEES
#® - W B A Exchange @R 2389 web.config BiF BB HERE SR - K
BB D ERENRZEEURFAERNT T - 7 Exchange ARz ATHESRZE N -
A7 1 E AR fE AR 2R -

Microsoft 27 _ 89 Patch Tuesday IEEf tb)mlE - HEEAFEUAEH E 5
HhRA - B3R5SR Exchange JRild 8% - LIGRiEmEk -

® CVE #®5% : CVE-2020-0688

o S EhRZ : Microsoft Exchange Server 2010 ~ 2013 ~ 2016 * 2019

o FRRFZE : 1IB0i¥ Exchange BEXT 2 &M ARA - 1518 11S B2 Exchange fHEAAC
it EERAGAERRELFIERTH/HTE  LERESHANBAREA
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o ERIKIR :

1. https://www.thezdi.com/blog/2020/2/24/cve-2020-0688-remote-code-execution-

on-microsoft-exchange-server-through-fixed-cryptographic-keys

2.  https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
0688

3. http://tacert.tanet.edu.tw/prog/shownews.php?id=3003
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2.4.2 ~ ERABRERSE R/ Android FREIRBREELZRE

5

ERERDERA | ESEROER Android THAE
Andrond *wﬂﬂﬁﬁ

MR o4 MTEEE - HATHE
SEGAREETRE  BEEY

15 < BI o] EX4F root #ERR -

E{E CVSS REREFN DS ZE 9.3 DM EERME - £ 2019 F R XDA-D
eveloper EMBUELZMREAERT - Ui Zn%E % " MediaTek-SU -

ZMEANEERFABEWAEE S Amazon Fire EARERSES - BIREEREN
Jen ; REFZ%1T7I5< - 48 bootloader EAFE - oMU SAHKEZSH ro
ot #fR - LF o] DIBFINE -

& XDA-Developers #8I5 FHIE R - FIZEXEN SRR BEEEERENTR
78 : MT6735 ~ MT6737 ~ MT6738 ~ MT6739 * MT6750 * MT6753 ~ MT6755 * M
T6757 ~ MT6758 * MT6761 ~ MT6762 ~ MT6763 * MT6765 ~ MT6771 ~ MT677
9~ MT6795 * MT6797 ~ MT6799 ~ MT8163 * MT8167 ~ MT8173 ~ MT8176 * MT
8183 ~ MT6580 1 MT6595 ; U m &2k ERIE/DEHE Vivo ~ ZES - £55Z ~ Opp
0 —2%  ZR#HIMRARIS Android7 -89 -

HREEFERIER L ERERE - HhRAY Android 10 T EBAREE - BER
RIERZFHEPERE Android B8 - TEERPEERENKRE - ZFASTHE
Em IHERBEIMIER AR ENRT - FHILHE LR ABKE Android KEFHS

EERE - mE#UEEESH -
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® CVE #®9% : CVE-2020-0069

o XEEmM:: KABAREREEAI Android7 -89

I

o ERIR :
1. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0069

2.  https://forum.xda-developers.com/android/development/amazing-temp-root-
mediatek-armv8-t3922213

3. https://www.xda-developers.com/mediatek-su-rootkit-exploit/



SEEREREHREEERRE DL

Taiwan Computer Emergency Response Team / Coordination Center

2.4.3 ~ W FEMF S Slack KEEIREEANRE - CJEEEMASIRIRE S

mf’ﬁi_uﬂilz.:. SLACK B E LW % A B Evan Custodio 7
i | BELZBEHFE Hackerone £ - 8R
—{& Slack M EEiRIE ; #&imifE ]
REEMAERAFRERSIINE - BEEIR

TWCERT/CC

RRRZIREE

Custodio TERBR S 1Y - EEFBEFBFEE "HTTP BKEM 1 - 5
FE U BEERBETL CLTE AERNIIEE - WHBSHEPEENT
22 cookie ; XEEM Slack B EWEME DR EZFETEER client -

BRERWEF L  EERICEIS Slack REAFNZEER - WEBHE
HENHI - AEESTRZ Slack HFMREFEE - 2FERENFMD -

SERE CVSS BRiEENTSE 9.3 7

ZRBEREESE 11 ARLE R Hackerone &8 312%R 44 Slack - Slack R RAY
£ 24 /N\IBRERZRE ; REMEEBREEEA FLUARH -

1.  https://hackerone.com/reports/737140

2. https://www.zdnet.com/article/slack-vulnerability-allowed-session-hijacking-

account-takeovers/
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244 EFERZ Intel ZIE2R - AZHUBENELRIE

N

IREHmZ
INTEL 518 ?:!
\ %S AZHLUME . Intel BB xs6 BIER - ASEEE

SRR l

TWCERT/CC

LY HtEREERE -

BEZME Positive Technologies

BERMERS - FLAFHA

ERERRR - BiFERKEER

EEFREZFLUEAEE  ERAZREFEREEREN ROM B ; %&
R —1{E 78 %4 Intel Coveraged Security Management Engine (CSME) HIEZ E i H
RETVRE - MEREEENEINEZESE (Hard coded ) TEERZRAY - FULEELL
EEf -

CSME 2 x86 BIs A M P HRIEFEHNELRFZE 24 - BERBZRENEFE -
B2IRE I I B IAKR TR TSR ERER CSME PRBRETRRF - EESSE
WAMEZZRERS - SRFEFERNNE - DRM ~ EENNBEURESEH
AR ; RBZEZOULZERZRE - B ERERERE CEENTESRE
UHS - PTEEEERIM B RS RI9 AR -

Intel #EPRFHE 2019 FHMAMEBE B RDNEFE - TERREME - BB
Positive Technologies RIS - EEEMEIN R E— BT EEEFR AR
NWEZEWE - (NAMEEZH AU RIDRRETRERE -

RIZ Intel WEZ B - SEREAN CVSS BRREENAETLD BB
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® CVE #w5% : CVE-2019-0090

® S ZRIK : Intel CSME 12.0.35 ZHIIRZA

o ERIR :

1.

https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-
00213.html

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0090
http://blog.ptsecurity.com/2020/03/intelx86-root-of-trust-loss-of-trust.html

https://www.theverge.com/2020/3/6/21167782/intel-processor-flaw-root-of-trust-

csme-security-vulnerability
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2.4.5 ~ Netgear BRfn iR EmMM N ZEREELRE

A IR AW Netgear HAISTE

Netgear ZB{% . _ . o
%E%%)EXEE%;FE?";&IE ZiEW - IFEHRETZNIEHAEBEMmMEIR

FEREAZER saz@aemm - 0F 2 BSEER

TWCERT/CC

R - 21 BERREE - 1 BEES
g mER

HobhEERW 2 ELERE - #5841 Nighthawk X4S Smart Wi-Fi Router
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o FREEMMMRK):
Nighthawk X4S Smart Wi-Fi Router ( R7800 ) #1527 1.0.2.68 Z Al
Nighthawk X4S Smart Wi-Fi Router ( R7800 ) #1527 1.0.2.60 Z Bl

D6000, R6000, R7000, R8000, R9000 A1 XR500 % 4! Z= fn

R6400 - R6700 ~ R6900 * R7900 %% ZEm

o MORTE : FHARBIEMARAEEE

o ERIIR :
1. https://kb.netgear.com/000061741/Security-Advisory-for-Pre-Authentication-
Command-Injection-on-Some-Routers-PSV-2019-0051

2. https://kb.netgear.com/000061760/Security-Advisory-for-Post-Authentication-
Command-Injection-on-Some-Routers-and-Gateways-PSV-2018-0352

3. https://kb.netgear.com/000061740/Security-Advisory-for-Unauthenticated-
Remote-Code-Execution-on-R7800-PSV-2019-0076

4.  https://threatpost.com/critical-netgear-bug-impacts-nighthawk-router/153445/
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® CVE #®9: : CVE-2020-7982
o ERRA :18.06.6 - 19.07.0 ZATARA
o MRFE  HREFMIRAFEE

o HRIKIR :
1. https://openwrt.org/advisory/2020-01-31-1

2. https://nvd.nist.gov/vuln/detail/CVE-2020-7982

3. https://www.securityweek.com/remote-code-execution-vulnerability-patched-

openwrt
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AR #5EE R : 0800-885-066

& H 4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

JEE I . http:/ftweert.pixnet.net/blog

Facebook 1 #4E & : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/
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